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Abstract

An increasing number of edge devices store and process sensitive user data,
presenting an attractive target for attackers. This trend of data storage and
processing at the edge is expected to continue. As secure devices are inte-
grated into new systems with increased device operation times, exposure
to environmental stress also increases significantly. Especially, for stan-
dalone micro-Edge devices the relevance of this is increasing. Enhanced
protection mechanisms are required and Al-based approaches are promising
candidates.

In this contribution, we examine the requirements for such mechanisms
and the sensing capabilities of state-of-the-art secure devices. Based on
these capabilities and attack models, a dataset for training and validation is
generated. Considering the requirements and the available dataset, a selection
of applicable algorithms is defined. The selected algorithms are evaluated and
compared based on the obtained results and computational loads, as the basis
for future work.

Keywords: artificial intelligence, machine learning, security, attack detec-
tion, edge Al, micro-Edge, autonomous security, Al security.
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8.1 Introduction and Background

Edge Computing (EC) is one of the most practical computing concepts
used in day-to-day life applications. The architecture of edge computing is
illustrated in Figure 8.1. EC is divided into three levels: Edge/IoT device,
Edge device/node, and Cloud level. The core idea of EC is to perform
computations and storage directly at the end-user level [1]. i.e., at the network
edge [2, 3]. Handling sensitive data becomes prominent. The extraction of
these sensitive data and the manipulation of security-relevant features of IoT
and edge devices represent a lucrative target for attackers. Therefore, the
need to securely protect and handle these data becomes important. Protection
mechanisms that work towards this goal can be deployed on all three levels.

Security features are usually implemented to protect these data assets.
The most straightforward way to identify manipulation or attacks is by
checking both environmental and the device’s internal sensors. Another way
is to observe the logical monitoring and protection mechanisms that trigger
a device reset or limit further use of the device. In extreme cases, device
operation is temporarily or permanently blocked.

False alarms may be triggered in cases where sensor information is
directly used without any further evaluation of severity, application relevance,
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or statistical analysis of environmental effects. The consequence of such false
alarms may be severe, leading to DoS attacks, for example. As secure devices
are being integrated into an increasing number of systems with extended
duty cycles, even up to permanent power-on conditions, the exposure to
environmental stress increases significantly. A more advanced evaluation of
sensor events and more flexible reactions need to be considered.

To ensure correct functionality of these systems and the integrity of user
data, the evaluation of the security mechanisms with the help of Al algorithms
represents a promising alternative to conventional approaches. To identify
applicable algorithms for attack detection, an evaluation of the requirement
specifications is carried out. However, due to the field of application and the
special limitations in the physical domain of IoT and other edge devices, the
requirements are challenging.

Relevant attacks on the edge

Studying security attacks on electronic devices and systems is a well-
established field, but edge devices have certain characteristics that make them
more prone to certain attacks and threats when compared to more capable
computing devices. In [4], some of the aspects are pointed out, namely:

e Weak Computation Power: Edge devices are less powerful than cloud
servers, making them susceptible to attacks not effective on cloud coun-
terparts. Fragile defence systems on edge devices further expose them to
unique threats.

e Attack Unawareness: [0T’s lack of user interfaces limits awareness of
device status, hindering attack detection.

e Operating System (OS) and Protocol Differences: Edge devices lack
uniform OSes and protocols, complicating the creation of a unified
security approach.

e Limited Access Control Precision: Edge computing’s complex sys-
tems demand fine-grained access control, unlike current coarse-grained
models.

Figure 8.2 shows distributions of the attack types on edge devices as
presented in [4].
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Figure 8.2 Possible Attacks against Edge Devices (Adapted From [4])

In the following, we summarize some possible attacks against edge

devices, cloud, and edge systems:
1. Possible Attacks on Edge Devices and Nodes

e Malware Injection Attacks: Malware Injection Attacks inject mali-

cious code into the target device. These attacks can lead to arbitrary
code execution which can compromise the security of further devices in
the network. Considering the case of edge devices, protection becomes
much more difficult because the limited computing power does not
allow for classical high-performance firewalls or threat protection
systems, like with general-purpose computers.

DDOS Attacks: DDoS, short for Distributed Denial of Service, is
a cyber assault that involves perpetrators attempting to interrupt the
regular operations of one or multiple servers. This is achieved by
leveraging distributed resources, often in the form of a network of
compromised edge devices, also known as a botnet [4]. It constitutes a
potent form of attack that seeks to hinder the legitimate utilization of a
particular service.

Authentication and Authorization Attacks: Authentication is the
processing of verifying a user’s identity who requests certain ser-
vices and authorization grants that user rights to perform operations.
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An adversary could exploit weaknesses in the authentication and autho-
rization mechanisms to obtain privileged access rights and perform
malicious operations.

Side-channel Attacks: Refer to a type of attack, where the adver-
sary can exploit information leakage of security-sensitive information
via publicly accessible information which is not security-sensitive by
nature. Most prominent examples of side-channel attacks exploit the
power consumption or timing behaviour of a device while executing
sensitive information. Side-channel attacks on the device level can
potentially come from two sources, malicious tasks or a malicious
OS. Task-level attacks or Timing attacks are typically cache-based
such as Flush+Reload [5], Flush+Flush [6], Prime+Probe [7], Evict
& Time [8], Evict & Reload [9], Spectre [10] and Meltdown [11]
attacks. Here, the attacker aims at getting sensitive data by exploiting
sharing vulnerabilities in caches [10, 11] and, in the case of Spectre
and Meltdown, out-of-order optimization issues. The attack surface is
large, also comprising several proposed and existing covert-channel
attacks [12, 13, 14]. Multiple mitigation techniques have already been
proposed, typically featuring either logical or physical separation,
noise-based techniques, scheduler-based techniques, and constant time
techniques. Attackers can exploit the power consumption of the edge
device via a power side-channel attack. The concept of side-channel
analysis appeared in the late 1990s [15], with Differential Power Anal-
ysis (DPA) [16] becoming a successful attack method. It was utilized
to attack AES with a Simple Power Analysis (SPA) [17]. With the
growing interest in the topic, more elaborate attack methods have been
presented, e.g., Correlation Power Analysis (CPA) [18]. These types
of attacks pose a significant threat to security-critical applications.
Nowadays, even more powerful attack methods based on Template
Attacks or utilizing Al as an attack tool for side-channel analysis are
present. Fault injection attacks aim at maliciously altering an edge
device’s functionality. This can range from disturbances in the power
supply voltage, irregularities in the clock signal, electromagnetic or
radiation disturbances or overheating as described in [19]. The attack
objective could be as complex as revealing the secret key of cryp-
tographic primitives, but also simple, like blocking the computation,
i.e., denial of service. The complexity and cost to perform a successful
Fault Injection Attack can vary based on equipment costs and required
knowledge about the underlying hardware. Although fault attack can
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be expensive in terms of complexity and cost, it is practical and can
be mounted on most commonly used architectures from ARM, Intel
and AMD [20]. In recent years, even more elegant software-based
approaches exploiting voltage scaling led to successful attacks on the
Intel SGX secure enclave [21].

2. Possible Attacks on the Cloud

Securing cloud services is mainly achieved by separating a cloud’s tenants.
These must not be able to escape their individual virtual machines and get
access to other tenant’s data. Unfortunately, such has been proven viable via
side-channel attacks, leading to cross-VM secret leakage via different levels
of CPU cache side-channel attacks [5, 9, 22, 23, 24, 25, 26]. Mitigation is
technically possible, but typically requires significant changes to hardware
[27, 28, 29, 30], hypervisors [31, 32, 33, 34, 35, 36], or guest OSes [36].
Such approaches are not easily applicable to existing data centres. Mitigation
by frequent VM migration [37, 38] is theoretically also feasible but comes
at prohibitively high migration cost, i.e. several minutes of migration time
[39], and hence only addresses the issue of long-term co-location. Attacks by
malicious VMs however take only milliseconds [5, 24].

3. Intrusion Attacks on Edge System

The network-based exchange of data and commands between edge devices
and cloud infrastructure implies several threats that can affect the edge system
due to an insecure network. For instance, attackers can block the data transfer
by malicious gateway access or network floods [40]. Similarly, attackers can
perform attacks such as impersonation attacks, communication interception,
password guessing attacks, data integrity violations, Denial of Service (DOS)
and bad Quality of Service (QoS) [40].

Several countermeasures have been proposed to prevent or detect such
attacks. The problem with these existing countermeasures is that they usually
only address one specific attack, where an attacker can launch a multitude
of attacks. To identify such attacks, two essential approaches exist which
are signature-based and anomaly-based detection. By nature, signature-based
attacks can be overcome by altering the attack code to evade detection and
do not protect against previously unknown attacks [41]. Anomaly-based
detection, in turn, is prone to false positives as legitimate applications may
appear as malicious [41]. The combination of both methods mitigates some
of the named individual shortcomings [41, 42].

Intrusion detection systems (IDS) are essential tools for monitoring and
detecting of anomalous activities in a network of edge devices and systems
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and responding to these attacks. Traditional IDS relies on signatures or rules
to detect known attacks, but these methods are not effective against new and
evolving threats. An anomaly detection system, on the other hand, relies
on identifying abnormal behaviour in network traffic data. However, these
systems can generate false positives, making them less reliable, and are
inability to detect new/unknown attacks [40].

8.2 Efficient Attack Detection

In this section, the approach of selecting an appropriate solution for attack
detection on resource-constrained micro-Edge ICs is described. The stan-
dalone IC protects on-chip data and secrets by preventing unauthorized
access. First, the requirements related to this task are described, followed
by a section on the dataset. Based on the requirements and the available
dataset, a selection of applicable algorithms obtained from thorough research
is specified.

8.2.1 Requirements

An implementation must meet requirements in the three domains of security,
user experience, and realizability. The correlation of the requirements focus-
ing on the three general domains is depicted in Figure 8.3 using a top-down
representation.
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The main goal is to target the domain of security. Based on Al, an
algorithm capable of improving the present security mechanisms will be
researched and evaluated. Since the devices handle sensitive data during
operation, requirements covering the targeted levels of security must be
defined. The second domain is represented by the user experience. Due to
the commercial nature of the products, and since the additional functionality
does not necessarily translate to a direct added value for the user, the user
experience during usage is not allowed to be negatively influenced by the
implemented solution.

Lastly, it must be noted that the available resources for implementing the
functionality on the considered devices are limited in terms of computational
power, area, and current consumption. Therefore, to benefit from the devel-
oped solution, it is also necessary to formulate implementation requirements
that are realistic and applicable. These requirements are summarized in the
domain of realizability.

Starting from the security perspective, the target of evaluation can contain
highly sensitive data, therefore, a low miss rate in terms of detection of actual
and exploitable attacks is mandatory to ensure the security and integrity of
data stored on the device. Also, the implemented solution should not reduce
the usability of the product or affect the user experience negatively. This
requirement demands the lowest possible false alarm rate. Furthermore, the
implemented solution should have minimal impact on the performance of the
main application to achieve a satisfying user experience.

Besides the presented requirements, a fast response time constitutes a
very important requirement in this application. To react quickly and prevent
performance issues, the response time needs to be as fast as possible. This
requirement can be attributed to the domains of security and user experience.
From a security perspective, a fast response time is required to protect the
secrets stored on the device. From the user’s perspective, customers are not
keen to see longer response times when using the devices. Therefore, in both
domains, a fast response time is seen as advantageous.

Since the developed solution is targeted to be implemented on low-power
edge or IoT devices, the available resources are very limited. Based on these
general preconditions, further requirements concerning the memory, required
die area, power efficiency, and CPU usage need to be formulated. Especially
considering the CPU usage, low utilization must be achieved to guarantee
minimal impairment of the main application.
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8.2.2 Underlying Dataset

To obtain a flexible solution that is applicable for a variety of devices, the
detection capabilities of state-of-the-art devices will be investigated. Since a
dataset cannot be obtained from measuring traces in the laboratory or gather-
ing field data, the dataset must be generated artificially. For this purpose, the
relevant phases within an application and available inputs will be analysed.

Based on this further possible attack scenarios need to be researched and
modeled. By the combination of capabilities and the theoretical consideration
of attacks, a dataset will be derived. In the process of dataset generation,
reasoned assumptions must be made and all decisions must be evaluated
critically. Furthermore, the choice of labeling is going to be justified and
strategies for the generation of a subset for the model validation will be
explained.

8.2.3 State-of- the-Art Attack Detection Methods

1. Al-based Attack Detection at Edge Device Level

The use of Al methods provides efficient countermeasures. HAL [43]
provides a quantitative and qualitative analysis of several machine-
learning models for use in cache-based side-channel attack detection. It
specifically addresses real-time requirements, detection at an early stage,
and minimal performance overhead and demonstrates this in the context
of security applications (RSA and AES cryptosystems). It however does
not provide a definite answer on specific model usage.

Similarly, WHISPER [44] proposes a tool for side-channel attack detec-
tion based on machine learning. Instead of using a single approach,
it features multiple ML models in combination that interpret the
behavioural data of concurrent processes. This data is collected via
hardware performance counters. The authors demonstrate the tool’s
capability by achieving >99% accuracy of detecting a large and diverse
attack vector while introducing only a reasonably low performance
overhead.

In today’s secured systems, installation and execution of malicious
application software is typically rendered impossible by so-called
shielded execution e.g. provided by the Intel Software Execution Guard
[45]. However, such shielded execution can be compromised by priv-
ileged attackers, e.g. by changing page-table entries of memory pages
that are specifically used by shielded execution. By this approach, a
malicious OS kernel can observe corresponding memory-page accesses
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and hence extract potentially sensitive information. DejaVu [46] is a
software framework that enables self-protection detecting such priv-
ileged side-channel attacks from within the shielded execution. This
is enabled by the so-called pathlet execution time. For this, a dedi-
cated reference clock is employed that is specifically constructed using
the Intel Transactional Synchronisation Extension (TSX). By featuring
this robust reference clock, not only deviations in pathlet execution
time indicating an attack can be detected but also interruptions of the
reference-clock thread resulting in a transaction timeout.

Modern processors provide a limited number of registers known as hard-
ware performance counters (HPCs) that capture hardware-related events.
These special-purpose registers can be used to study the impact of side-
channel attacks (SCAs). Compared to normal operation, the number of
events when a system is under attack appears noticeably different. [47]
explores several different machine-learning models for real-time cache-
based SCA detection using HPCs. 16 HPC features are collected for both
victims under attack and victims not under attack at different sampling
rates. Overhead is reduced, by only using four features. This way they
all can be fetched synchronously. The authors determined that for a
sampling granularity of 500 ps, the systems incur 5% overhead while
maintaining good detection accuracy. In addition, they also considered
the latency for the different models. It was found that the Decision Tree
provides the best trade-off between performance and latency.

[48] provides another approach using HPCs for the detection of side-
channel attacks. The authors provide a two-step process comprised of
an offline and an online phase. In addition to covering cache-based
SCAs, they also consider branch-based and DRAM-based SCAs. The
HPC can be observed to follow a Gaussian distribution with different
means and variances. Anomalous behaviour shows a different distribu-
tion with a different mean. During the offline phase, data is collected
in different environments. This includes benign programs running in
the background, that make intensive use of the cache, branching, or
the RAM. Afterwards, during the online phase, HPCs are collected and
classified using an Al model. To counteract the high number of false-
positives, anomalous traces are correlated with traces in a database. A
high correlation indicates an attack, while a low correlation indicates a
benign program running.



8.2 Efficient Attack Detection 187

2. Al-based Attack Detection at Cloud Level
Several security countermeasures have been introduced to mitigate pos-
sible attacks on the cloud [49, 50]. For instance, CloudRadar [41]
proposes an approach to secure the cloud. This approach correlates
signature-based and anomaly-based detection techniques in to spot side-
channel attacks. Here, signature-based detection is used to identify
when a protected VM executes cryptographic applications. Anomaly-
based detection is orthogonally used to monitor and identify abnormal
cache behaviours typical of cache-based side-channel attacks. As such,
the approach is non-intrusive, not requiring any changes to hardware,
hypervisor, guest VM, and applications. It hence is comparatively easy
to deploy in existing cloud environments and, according to the authors,
requires only patching and a little overhead [51]. To improve the perfor-
mance of such detection techniques and cover more than the classical
cache attacks against edge devices, Recurrent Neural Networks (RNNs)
were proposed in [52]. The results show that additionally to the classical
detection of cache attacks, the RNN-based solutions efficiently detect
Rowhammer, Spectre, Meltdown, and Zombieload attacks as well.

3. Al-based Intrusion Detection System for Edge Systems
Al-based Intrusion Detection Systems (AI-IDS) are a promising alterna-
tive to traditional IDS. Al methods can identify patterns and anomalies
in network traffic data, enabling it to detect previously unseen, unknown,
and complex threats. AI-IDS faces three main challenges: (1) the quality
of the data used for training and testing the models, (2) the accuracy
of the chosen Al algorithm, and (3), the performance of the chosen Al
algorithm.
Various techniques have been proposed to enhance the accuracy and
performance of AI-IDS. For instance, the use of sampling techniques
to select representative datasets can improve both the accuracy and
speed of intrusion detection [53]. By combining a sampling technique
with a random forest machine learning algorithm, IDS exhibits very
good performance. However, it shows also different levels of detection
accuracy for different attacks. In [54], Gini Impurity-based Weighted
Random Forest (GIWRF) was used as a data feature selection technique.
Then, the accuracy of several Al algorithms deployed as AI-IDS was
analyzed. The results show that Al accuracy ranges from 88.99% to
99.98%.
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8.2.4 Selection of Applicable Algorithms

In the following, the algorithms from research are evaluated in terms of their
applicability to the problem with the associated requirements.

e Neural Network (NN): Model built from basic computation units called
neurons that are usually organized into layers. Connections between
neurons are associated with trainable weights. Upon receiving input,
the input is weighted and aggregated. Afterwards, a possibly non-linear
function is applied. The complexity of these models increases with the
number of layers [55]. A Perceptron [56] is the simplest possible model
and consists of a single layer of neurons. In contrast, Multilayer feed-
forward Networks are comprised of multiple layers that are connected
in a feed-forward fashion. If there are not only forward connections but
also those connecting neurons to previous layers, the network is called
recurrent [55]. An example of these types of networks are long short-
term memory (LSTM) networks. These networks contain memory cells,
making it possible to retain information [57].

e Trees: Models that make their decisions based on tree-like structures.
One example of these types of models are decision trees (DT). They
can be used for both classification and regression tasks [55]. Isolation
Forests on the other side aim to find anomalies using binary trees [58].

e Support Vector Machine (SVM): Algorithm that tries to find a separator
with the maximum distance to training samples. In the simplest case,
the goal is to find a simple linear separator between two classes in a
two-dimensional space [55].

e Bayesian Network: Probabilistic model allowing for computation of
posterior probability distributions. Nodes represent random variables,
while edges describe conditional dependencies between variables. Each
node is associated with some probabilities that quantify the effect on
other nodes. These probabilities can be learned from a given dataset. The
simplest example of these classifiers are Naive Bayes classifiers [55].

e Instance-based: Algorithms that directly estimate from a given dataset.
Processing of the input is deferred until queried. After answering the
request, all intermediate results are discarded [55]. The most well-
known example of these algorithms is the k-nearest neighbour (KNN)
algorithm [59].

e Linear Regression: Algorithms that try to find the best-fitting function
for some given data. In the simplest case, the goal is to find a linear
function for a single input variable. Depending on the application, more
complex functions might be used [55].
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e Discriminant Analysis: Methods aiming to estimate the decision bound-
ary between classes. Approaches like linear discriminant analysis might
make simplifying assumptions, such as an underlying Gaussian distribu-
tion for all classes and the same covariance matrices for all classes [60].

e Ensemble: Combining multiple algorithms to achieve a better outcome.
A random forest (RF) is an ensemble of decision trees. Ensembles can
be created by many different techniques. One such technique is called
boosting. It aims at improving performance by assigning higher weights
to examples that have been misclassified and thus making an incentive
to classify them correctly for the next model in the ensemble [55].

The most limiting factor in the selection of a suitable algorithm comes in
the form of resource limitations. Some models have significant requirements
for the systems they are executed on. Examples of such models are Neural
Networks that can easily have millions of parameters. Not only does this
require sufficient storage, but might also cause a significant delay in loading
and applying these parameters. Consequently, a separate accelerator might be
required, that increases the area consumed. Even non-parametric algorithms
like KNN might not be a good solution, as the whole dataset has to be stored.
Depending on the size of the dataset, this might also put a significant strain
on the amount of memory available.

In [44], the results for twelve different machine learning models were
presented, covering all of the classes described above. Considering all
models achieving 80% accuracy leaves SVMs, DTs, RFs, KNN, NNs and
Ensemble learning. As discussed beforehand, both KNN and NNs have high
computational requirements, making them not suitable for the application.

Due to the experimental setup in [44], the detection latency using the
models is unknown on the Edge and is to be determined in the future. Thus,
the impact of deploying them cannot be determined, and there is still a need
for Al models that offer (1) high detection accuracy, (2) efficiency, and (3)
meet the requirements of Edge devices. Such an Al model can serve as a
highly accurate, efficient and lightweight attack detector at the edge level.

8.3 Discussion and Conclusion

The continuously growing use and uptime of secure devices increase the
number of sensor events during the product lifetime. Especially, for stan-
dalone micro-edge devices this becomes more relevant. Consequently, this is
pushing the industry to step up from direct reaction to sensor events towards
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more advanced solutions. It is, however, paramount that such solutions do not
negatively influence both device operation and user experience. Processing
and interpretation of available sensor information with the help of artificial
intelligence offers the possibility to develop future solutions.

Al-based approaches particularly overcome limitations of established
solutions based on signatures and anomaly detection: Signature-based
approaches are inherently limited to known attacks and their signatures. They
hence neither provide protection against future attacks nor altered attack
code. Approaches based on anomaly detection, in turn, are prone to false
positives as legitimate, non-malicious code may trigger such detection. So
far, Al methods have been successfully employed in a wide variety of security
systems, covering both edge nodes and cloud environments. They provide a
sufficiently high detection rate at minimal false-positive level and, by nature,
are immune to evasion strategies like altered attack code. However, so far
no single gold solution exists. For Al approaches the choice of a suitable
Al method is paramount. Similarly, sufficient labelling strategies and derived
training sets need to be developed. Finding an optimal Al strategy for a given
threat scenario is hence still open to research.
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