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9.1 Operationalizing Data Analytics Using the VITAL
Platform

The VITAL smart cities platform has been introduced in an earlier chapter
(Chapter 4). It comprises a set of middleware libraries and accompanying
tools, which facilitate the development, deployment and operation of smart
cities applications, including IoT analytics applications. The platform supports
functionalities across all the phases of the IoT analytics lifecycle, which have
been presented in the introductory chapter. The rest of this chapter focuses
on illustrating the practical implementation of the IoT analytics lifecycle as
part of the VITAL internet-of-things (IoT) platform for Smart Cities, which
has been already introduced in Chapter 4. Furthermore, it presents practical
examples associated with the deployment and operationalization of advanced
IoT analytics, over footfall datasets collected from a smart city. loT Data
Collection.

In terms of IoT data collection, VITAL enables the collection of data from
heterogeneous IoT systems, notably systems that have been developed and
deployed independently in the scope of a smart city. To this end VITAL defines
the PPI (Platform Provider Interface) abstract interface, which enables the
unification of data from diverse systems in terms of their format. In particular,
VITAL enables the collection of IoT data from different systems and data
sources as soon as the latter implement the PPI interface.

The VITAL platform provides also the means for managing, registering and
de-registering IoT systems in its platform, based on PPIs. Furthermore, the
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PPIs enable the data collection and retrieval based on a JSON-LD format,
which facilitates the semantic unification of data streams from different
systems and data sources. This boosts the application of IoT analytics
over diverse IoT systems, through alleviating the semantic heterogeneity
of the various streams. Hence, the VITAL platform addresses the variety
of IoT data streams both in terms of their formats and in terms of their
semantics.

9.1.1 loT Data Analysis

VITAL supports the storage and processing of the semantically unified data
within a datastore, thus facilitating IoT data analytics over data stemming
from multiple data sources and systems. The VITAL datastore is supported by
aNoSQL database. The VITAL platform offers a wide range of data processing
functions over this datastore, including:

e Dynamic data discovery based on criteria such as sensor type and
location.

e Filtering on specific data attributes and on the basis of appropriate
thresholds for each attribute.

e Complex Event Processing towards producing events based on informa-
tion contained in multiple IoT streams.

Moreover, VITAL supports the data analysis phase through its integration with
libraries of the R project. The latter libraries enable the execution of machine
learning schemes, such as regression, classification and clustering.

9.1.2 loT Data Deployment and Reuse

The VITAL platform enables the deployment of data processing algorithms
over semantically unified streams, which are stored in the DMS (Data Manage-
ment Service) of the system. It also enables the management of registrations
to the various IoT data sources (including IoT platforms and systems), which
provide the data to the DMS. In this way, VITAL supports the deployment of
IoT data and its integration within IoT analytics applications in-line with the
third phase of the already presented IoT analytics lifecycle. The integration of
IoT data within applications is supported in a way that enables the repurposing
and reuse of IoT data across multiple applications. This is made possible on
the basis of the semantic annotation of the [oT data streams according to the
VITAL JSON-LD contexts.
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9.2 Knowledge Extraction and loT Analytics
Operationalization

Based on the functionalities outlined above, VITAL can be used for knowledge
extraction, as well as for the deployment and operationalization of IoT
analytics. Prior to deploying an IoT analytics application, the discovery
and testing of IoT data mining algorithms that are likely to extract the
desired knowledge in a credible way is required. In this respect, IoT data
mining (which is part of the second phase of the IoT Analytics lifecycle)
is very similar to conventional data mining applications i.e. applications
leveraging transactional data instead of IoT streams. Hence, mainstream
models for data mining and analytics such as the Cross Industry Standard
Process for Data Mining (CRISP-DM) Model for Knowledge Discov-
ery [1] can be applied. CRISP-DM entails the following activities and
phases:

¢ Business Understanding: This activity is the starting point of the process
and refers to the need of understanding the business problem at hand. A
sound understanding of the nature of the problem is a key prerequisite to
identifying proper machine learning models.

e Data Understanding: This activity follows business understanding and
aims at understanding the data. By inspecting and understanding the data
experienced data scientists can gain valuable insights on the applicability
of certain data mining schemes. Data understanding leads to identification
of data patterns in the datasets, which can serve as basis for identifying
candidate machine learning schemes.

e Data Preparation: This is tedious, yet indispensable task in the process,
given that the collected datasets need to be transformed in a format
appropriate for identifying appropriate data mining and machine learning
models. In conventional data mining applications, the data preparation
step involves multiple ETL (Extract Transform Load) processes. In the
case of IoT analytics, data engineers will have to deal with a multitude
of data sources and formats depending on IoT data streams involved.
The data preparation process is in several cases tedious, as a result of the
need to deal with heterogeneous data sources, formats and semantics.
As already outlined, semantic interoperability solutions (such as VITAL)
facilitate the data preparation process.

e Modelling: This activity leverages data sets collected from the 10T sys-
tem in order to identify a proper machine learning scheme for the problem
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at hand. This task is facilitate by data mining tools (such as RapidMiner!
and Weka?), which can be used to produce a machine learning model
(e.g., aclassifier or an association) given a training dataset. The modelling
phase interacts very closely with the data preparation phase in order to
ensure that the available training datasets are appropriate for fitting the
target/identified models.

e Evaluation: As part of this phase, the produced model is evaluated in
terms of its efficiency as the latter is reflected in the speed of training, the
speed of model execution, its noise tolerance, as well as its expressiveness
and explanatory ability. The evaluation is based on metrics such as
classification accuracy, errors in numeric prediction, lift and conviction
measures and more. A validation datasets (which is different from the
training dataset) is used in the scope of the evaluation process. In case
of acceptable performance and accuracy, the data scientists and practi-
tioners can move the model to deployment. However, in case of poor
performance, the whole cycle (i.e. from business problem understanding
to model evaluation) has to be repeated in order to identify a model that
gives satisfactory results for the problem at hand.

e Deployment: Successful models (i.e. schemes providing acceptable
performance for the business problem at hand) are deployed and opera-
tionalized. The VITAL platform and more specifically its development
environment offers integration with the R project, as a means of easily
programming and deploying IoT analytics schemes. Hence, identified
data mining models and schemes (e.g., Bayesian classifiers, K-means
clustering algorithms, logical regression schemes) can be flexibly pro-
grammed and integrated within an application workflow and accordingly
deployed based on the VITAL middleware platform.

In following paragraphs we provide a concrete example of the knowledge
extraction process based on IoT data streams.

9.3 A Practical Example based on Footfall Data

As a case-study of performing some useful analysis on sensor data
using advanced data mining techniques, we analyze the Camden footfall
dataset. The Camden dataset comprises a multi-dimensional time-series in a

"https://rapidminer.com/
“http://www.cs.waikato.ac.nz/ml/weka/
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time-frame of 1 hour, for two months, of counts of people passing in front
of 5 different cameras in Camden, London. The first two weeks of this
data-set is depicted in Figure 9.1 where its periodic nature is revealed; in
the figure, each time-series label InPlusOutX refers to the total number of
people detected during the particular time-frame by camera X (in location
X); the interested reader can find more information in http://www.spring-
board.info/service/service-display/visitor-counting.

By visually inspecting the time-series it is clear that the 4-th location
(corresponding to the camera no. 4) is usually the busiest. It is also clear
that there are dependencies between all locations (that can be confirmed by
computing the R values for any pair of time-series components.) Logistic
regression (as implemented in the Weka suite of tools [2]) does not provide
much more insight into the nature of the relations between the time-series
components. In order to obtain some more insight into the relations between
the given time-series components, we have performed Quantitative Asso-
ciation Rule Mining (QARM), introduced in [3], using QARMA, a highly
parallel/distributed algorithm for mining all non-dominated “interesting”
quantitative association rules in multi-dimensional dataset [4]. Quantitative
association rules are association rules defined over quantitative attributes
which they qualify over certain intervals. We define a rule to be “interesting”
when its support and confidence exceed 8% and 85% correspondingly. The
notion of non-dominance in quantitative association rules is formally defined
in [4], but intuitively, a rule r dominates a second rule s if whenever s fires (i.e.
all its antecedents are satisfied), r also fires, the consequent part of r covers
the consequent of s, and r has equal or higher support and confidence than s.

Running QARMA on the Camden dataset produces a total of more than
25.000 non-dominated rules, which entirely cover the dataset: every data point

Camden Footfall Hourly Data (2 week period)
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Figure 9.1 Camden footfall dataset.
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in the dataset is covered by the application of at least one produced rule. The
produced rules have a conviction [4] measure in the range [100.0%, 837.9%]
which on average is 437.3%, while the lift of the rules [5] is in the range [1.0,
10.8], and averages at 2.87; both these measures indicate that the produced
rules are far from being statistical flukes. Among the most interesting rules
found, we list the following:

e Rulel: Time-of-day in [16:00, 19:00] — InPlusOutl > 449 with
support = 14.2%, confidence = 85.2%, conviction = 472.7%, lift = 2.82

e Rule2: InPlusOut3 > 1874.0 A InPlusOut4 > 423.0 A InPlusOut5 >
262.0 — InPlusOut2 > 2051.0 with support = 8.6%, confidence = 85.1%,
conviction = 579.9%, lift = 6.17

e Rule3: InPlusOutl > 265.0 A InPlusOut5 in [327.0, 1791.0] A
Max{InPlusOut{1...5}} in [2309.0, 6554.0] — InPlusOut2 > 2334.0
with support = 8.9%, confidence = 85.06%, conviction = 603.7%,
lift = 8.65

e Rule4: InPlusOut2 > 2298.0 — InPlusOutl > 365.0 with support =
8.811475409836065%, confidence = 85.4%, conviction = 415.85%,
lift =2.16

The first rule for example, shows that the camera in location 1 (InPlusOut1)
whose average footfall is just under 336, in the 3-hour afternoon period
between 16:00-19:00 increases above 449 regardless of the traffic in the other
cameras or day of month.

The 2nd rule states that when locations 3, 4, and 5 are above certain footfall
thresholds, then it is the second location that becomes the most crowded. This
particular rule has among the highest conviction and lift rates, making it a
very statistically significant and interesting rule.

The 3rd rule states that when footfall in location 1 is above a certain
threshold, location 5 is within certain limits and the maximum of all locations
is within certain limits as well, then location 2 exceeds its average value by
more than 3 times (the average footfall measured by camera in location 2 is
around 706).

Finally, the 4th rule provides an association between the footfall in
location 2 and location 1, showing that when the footfall in location 2 is
above a threshold that is (very significantly) above its average value, then the
footfall in location 1 also increases above its average value. However, this
last rule has a lift value of 2.16 and is thus not as strong as the previous three
rules.
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The produced quantitative rules fully describe the dataset, and show
significant associations between the measured values of the time-series
components; they also have the extra advantage of showing associations
at “corner cases”, that is they show what happens in one component when
some other components significantly exceed their expected values, in fully
quantifiable ways.
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