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Preface

The Edge of Creation, Generative and Autonomous Systems

This book explores the profound technological transformation occurring at
the intersection of artificial intelligence, edge computing, and autonomous
industrial systems. As intelligence increasingly migrates from centralised
cloud infrastructures directly into vehicles, robots, smart cities, and embed-
ded devices, new engineering paradigms are required.

To address this need, the chapters outlined below examine how next-
generation edge AI systems are designed to navigate operational constraints,
including real-time latency, energy efficiency, privacy, and safety. High-
lighting innovations ranging from lightweight neural networks and vision
transformers to digital twins and distributed AI pipelines, the following sum-
maries detail how these advancements are being optimised for edge hardware
to power the decentralised intelligent systems of the future.

Chapter 1 – The AI-Defined Vehicle: Navigating the Convergence of AI
and Autonomous Systems
This opening chapter explores the transformation of the automotive indus-
try from traditional, hardware-centric vehicles to software- and AI-defined
vehicles. It explains how advances in artificial intelligence, generative AI,
vehicle-to-everything communication, and embedded sensing technologies
are reshaping transportation systems into adaptive and autonomous ecosys-
tems.

The authors introduce AI-defined vehicles as self-evolving platforms
capable of autonomous reasoning, scenario synthesis, and continuous learn-
ing, while also discussing the societal, ethical, and regulatory implications of
this increasingly intelligent transportation.

Chapter 2 – From Complexity to Efficiency: Pruning Vision Transform-
ers in Practice
This chapter investigates the optimisation of Vision Transformers for embed-
ded and real-time edge AI applications. Although Vision Transformers

xv
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achieve high performance on computer vision tasks, their computational
demands make deployment on constrained hardware challenging.

The authors analyse pruning strategies that reduce computational com-
plexity by removing redundant tokens or patches. Practical deployment
experiments on NVIDIA Jetson hardware reveal that lower computational
workloads do not always directly translate into lower latency due to GPU
scheduling and framework overhead. The chapter provides valuable insights
into the gap between theoretical AI optimisation and real-world edge
deployment.

Chapter 3 – GStreamer Plugin for RDMA Offload on BlueField-3 for
Edge Applications
This chapter presents an edge computing architecture that leverages Remote
Direct Memory Access (RDMA) and BlueField Data Processing Units
(DPUs) to accelerate multimedia AI applications. By moving processing
tasks closer to the data source, edge systems reduce latency and improve
responsiveness.

The work introduces a GStreamer RDMA plugin that efficiently streams
video data directly to DPUs for AI processing. Through a virtual try-on
demonstration, the chapter illustrates how edge infrastructures can opti-
mise resource utilisation while reducing CPU dependency in distributed AI
systems.

Chapter 4 – On-Device Continual Learning for Unsupervised Visual
Anomaly Detection in Dynamic Manufacturing
This chapter tackles the challenge of deploying adaptive visual anomaly
detection systems in modern manufacturing environments characterised by
frequent product variations and limited training data.

The proposed approach extends the PatchCore architecture with
lightweight continual learning capabilities that allow models to adapt directly
on industrial edge devices without cloud retraining. The solution enhances
detection performance while reducing memory usage and training time,
demonstrating the feasibility of adaptive AI inspection systems for flexible
smart manufacturing.

Chapter 5 – In-GPU GNN-based Intrusion Detection System
This chapter focuses on cybersecurity for edge and communication systems
powered by Graph Neural Networks (GNNs). Traditional intrusion detection
systems often suffer from delays caused by graph construction overhead.
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The proposed framework accelerates both graph generation and inference
entirely inside GPU memory. By optimising graph processing and node-
feature computation, the system achieves faster, real-time intrusion detection
while maintaining accuracy. The work demonstrates how hardware-aware AI
optimisation can strengthen cybersecurity in latency-sensitive environments
such as 5G infrastructures.

Chapter 6 – Vision-language Embeddings in Large-scale LiDAR SLAM
for Terrain Segmentation
This chapter presents a semantic mapping framework that combines LiDAR
data, vision-language embeddings, and Simultaneous Localisation and Map-
ping (SLAM) technologies for autonomous robotics. The proposed system
constructs vector-based semantic maps that facilitate terrain understanding
and open-set perception.

The framework enables robots to retrieve semantic information via
vector-similarity searches with text or image queries. Experimental results
demonstrate strong terrain segmentation performance for outdoor navigation,
illustrating how multimodal AI can enrich environmental understanding in
autonomous robotic systems.

Chapter 7 – Investigating Target Class Influence on Neural Network
Compressibility for Energy-Autonomous Avian Monitoring
This chapter examines how lightweight AI models can support biodiver-
sity monitoring through edge-based birdsong recognition systems deployed
directly in the field.

The research explores the relationship between the number of target
species and neural network compressibility on microcontrollers. Findings
indicate that significant model compression can be achieved with minimal
performance loss, enabling energy-efficient, autonomous wildlife monitoring
systems to operate on low-power hardware.

Chapter 8 – When a Model is not Enough: A Complementary AI Pipeline
for Ultra-Safe PCBA Defect Detection
This chapter introduces a multi-stage AI inspection pipeline designed for
safety-critical manufacturing domains, such as automotive and avionics,
where defect-detection reliability requirements are extremely strict.

The proposed cascaded architecture progressively improves detection
precision while maintaining high recall. Through mathematical analysis and
simulations, the chapter demonstrates that multi-stage pipelines significantly
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outperform single-model approaches in reducing defect escapes. The work
highlights the importance of combining AI robustness, redundancy, and
statistical validation in industrial inspection systems.

Chapter 9 – Towards Automated Liability Determination for Autonomous
Vehicles in Road Accidents
This chapter investigates how edge intelligence and graph-based AI can
facilitate automated liability assessment for autonomous vehicle accidents.

The framework processes vehicle, infrastructure, and environmental data
locally using lightweight AI models and constructs event identity graphs
to analyse causal relationships. The system incorporates traffic regulations,
insurance rules, and ethical considerations to enhance transparency and
explainability. The chapter illustrates how AI can support objective and
scalable decision-making in future intelligent transportation ecosystems.

Chapter 10 – Edge-Optimised Modular Architecture for Real-Time
Vehicle Re-Identification
This chapter presents an edge AI architecture for vehicle re-identification
across multiple cameras in intelligent transportation systems.

The proposed modular pipeline combines lightweight object detection
and re-identification models optimised via quantisation, pruning, and Ten-
sorRT acceleration. The work demonstrates how real-time analytics can
be achieved on edge hardware while preserving privacy and maintaining
operational reliability in smart city deployments.

Chapter 11 – Edge Deployment of Multi-Task Vision Models for Smart
City Infrastructures
This chapter explores the efficient deployment of multi-task vision models
capable of simultaneously performing object detection, segmentation, and
depth estimation on edge devices.

The proposed optimisation workflow balances model accuracy and com-
putational efficiency for distributed smart city infrastructure. By processing
data locally, the system reduces bandwidth consumption, enhances privacy,
and enables robust urban analytics. The chapter lays a strong foundation for
scalable edge-native smart city applications.

Chapter 12 – Experiences in Deploying a Weapon Detector in a Smart
City
This chapter details the real-world deployment of a handgun detection system
operating on constrained edge hardware within a smart city environment.
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The authors analyse different AI pipeline configurations and evaluate
trade-offs between accuracy and inference speed. The final solution integrates
lightweight YOLO models with MQTT and IoT communication platforms
for real-time alerting. The chapter highlights practical engineering challenges
in deployment, optimisation, and operational robustness for public safety
applications.

Chapter 13 – A 3D Simulation Framework for Behaviour Cloning on
Edge AI-Enabled E-Scooters in Smart Cities
This chapter presents a simulation framework for training autonomous
navigation systems tailored to edge-enabled e-scooters.

The framework combines physics-based simulation with lightweight
behaviour cloning models that operate efficiently under constrained com-
putational resources. Experimental results demonstrate near-real-time per-
formance on CPU-only systems, illustrating the practicality of AI-driven
micro-mobility solutions for future smart cities.

Chapter 14 – Edge AI Ready Lightweight Digital Twin for Anomaly
Prediction: A Case Study on Hydrogen Refuelling Station Data
This chapter proposes a lightweight digital twin framework for anomaly
prediction in hydrogen refuelling stations leveraging edge AI technologies.

The methodology combines unsupervised learning, supervised refine-
ment, and model optimisation techniques such as quantisation and pruning to
create deployable edge-ready AI systems. By simulating real-time streaming
environments, the work demonstrates how digital twins can bolster oper-
ational safety, reliability, and maintenance efficiency in critical industrial
infrastructures.
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The AI-Defined Vehicle: Navigating
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Abstract

The automotive landscape is experiencing a paradigm shift, driven by the
pervasive integration of artificial intelligence (AI) across all functional lay-
ers, the availability of previously unattainable data-processing capabilities,
and an increasingly tight convergence of sensors, actuators, and advanced
communication technologies. This perspective article explores the evolution
from connected vehicles to Software (SW)-defined vehicles (SDVs), focusing
on the emerging frontier of AI-defined vehicles (AIDVs) as a self-evolving
architecture that integrates generative AI (GenAI) for scenario synthesis
and agentic AI for autonomous decision-making. This article discusses the
technology evolution and the role of AI and vehicle-to-everything (V2X)
communication in enabling this transformation. The architecture of SDVs
and the conceptual framework of AIDVs are examined, highlighting the
transition from Hardware (HW)-centric to SW- and AI-centric designs.
Recent advances and future directions are also discussed, presenting a mul-
tifaceted view of the opportunities and challenges by synthesising insights
from research and industry trends and offering a forward-looking perspective
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on the technological, societal, and ethical factors shaping the evolution of
automated intelligent transportation systems (ITSs).

Keywords: AI-defined vehicle, software-defined vehicle, autonomous vehi-
cles, vehicle communication AI, V2X, edge computing, edge AI.

1.1 Introduction

The concept of the automobile is being fundamentally redefined, with
recent vehicles evolving into cyber-physical, interconnected, and intelligent
platforms. This transformation is underpinned by three key technological
pillars: widespread embedding of sensing and actuation, advanced commu-
nication largely through V2X technologies, and pervasive integration of AI.
In addition, as modern vehicles are increasingly SW-defined, the control
and compute infrastructure using AI becomes a strategic asset, with central
domain and zonal controllers replacing fragmented Electronic Control Units
(ECU) architectures [1]. This shift increases reliance on high-performance
microprocessors, AI, machine learning (ML), deep learning (DL), GenAI,
agentic AI (AI systems with the capacity to perceive, reason, make decisions,
act autonomously, and take multi-step actions to achieve specific goals with
minimal human oversight), accelerators, and real-time controllers. The jour-
ney began with the connected vehicle, a concept that has steadily evolved into
today's advanced automated vehicle systems [2, 3].

Advanced autonomous vehicles leverage novel ML/AI-based computa-
tional methods combined with new architectures and platforms [4]. The
evolution of these vehicles enables ITS, which is seen as the future of trans-
portation systems integrating sensors, information, and computing and com-
munication technologies. AI applications, which are steadily enhancing the
human-like intelligence into ITS, and advanced autonomous vehicles share
common challenges, such as demanding real-time requirements, cybersecu-
rity threats, and network bandwidth constraints [5]. As vehicle architectures
advance, key issues including trustworthiness, intellectual property (IP), and
insurance liability underscore the need for robust regulation to support the
integration of autonomous vehicles in transportation systems and the smart
cities of the future [6].

Technology developments in ITS are firmly evolving in the era of the
SDV, where vehicle functions are increasingly decoupled from HW and
updatable over-the-air (OTA), and real-time sensor notification and warning
systems enhance overall safety [7], a shift that analysts see as the future of
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Table 1.1 The evolution of the of vehicle architecture.
Traditional
Architecture

Software-Defined Vehicle
(SDV) Architecture

AI-Defined Vehicle
(AIDV) Architecture

HW-Defined:
Functionality tied to
specific ECUs.

SW-Defined: Decoupling of
SW from HW via HW
Abstraction Layer (HAL).
Centralized computation and
processing.

AI-Defined: AI embedded
in vehicle operation and
user experience.

Inflexible: Difficult and
costly to update or add
new features.

Flexible and Scalable: OTA
updates for new features,
performance improvements
and upgrades.

Adaptive and Learning:
Continuous learning and
personalization based on
real-time data.

Siloed Systems:
Limited communication
and data sharing
between ECUs.

Service-Oriented
Architecture (SOA):
Enables integration and
communication between SW
components.

Data-Driven and
Predictive: Proactive
maintenance, personalized
experiences, and
anticipatory actions.

Focus on Mechanics:
Core value in the
vehicle physical
engineering.

Focus on SW and Services:
Value shifts to the user
experience and connected
services including new
business models.

Focus on Intelligence and
Autonomy: Core value in
the vehicle ability to
perceive, infer, and act
intelligently.

the automotive industry [8]. Looking ahead, the horizon is dominated by the
concept of the AIDV, a system in which AI, at the core of operations and user
experience, is the main driver of the evolution of the vehicle, as sketched in
Table 1.1.

V2X communication serves as the nervous system of this intelli-
gent transportation ecosystem and can be considered as a general con-
cept that encompasses vehicle-to-vehicle (V2V), vehicle-to-infrastructure
(V2I), vehicle-to-pedestrian (V2P), vehicle-to-network (V2N), vehicle-to-
grid (V2G), vehicle-to-home (V2H), vehicle-to-maintenance (V2M), vehicle-
to-owner (V2O), vehicle-to-users (V2U), and other interactions [9, 10]. It
provides the real-time data streams necessary for advanced driver-assistance
systems (ADAS), cooperative autonomous driving, and efficient traffic man-
agement. Concurrently, AI provides vehicles with the equivalent of a brain,
enabling vehicles to perceive the environment, make complex decisions,
and learn from experience, building on a long history of development in
autonomous systems.

The development of SDVs and AIDVs requires architecture and
technology solutions that integrate cooperation and real-time communication



4 The AI-Defined Vehicle: Navigating the Convergence of AI

into their design specifications. The collaboration and exchange of data and
information depend on trust among humans, vehicles, and infrastructure. In
advanced autonomous systems, trust is earned through the dependability of
vehicle systems and subsystems, as reflected in the trustworthiness concept
[11]. Complex AI systems integrated into SDVs and AIDVs deepen the
existing challenge of safety assurance of autonomous driving. A solution to
mitigate this challenge is to utilize a set of techniques like spatio-temporal
prediction [1, 12], explainable AI (XAI) [13] and interpretable AI (IAI)
[14] methods for safe and trustworthy autonomous driving, focusing on key
aspects such as data, model, and agency in the defined operational design
domain (ODD) of the vehicle.

The autonomous functions required by SDVs and AIDVs are executed
by the vehicle modules integrated into the vehicle architecture to perform
perception, planning, and control and communicate with other vehicles, road
users or the road infrastructure.

Communication technologies play an essential role in SDV Network
(SDVN) architectures, added to the SDV architectures by integrating novel
electrical and electronic (E/E) architectures, operating systems (OS), open-
source HW, SW tools, processing at the edge, OTA updates/upgrades tech-
niques, features-on-demand, and the deployment of Digital Twins (DT) and
immersive triplets technologies for modelling, simulation, and operations.
SDV refers to transforming vehicles from primarily HW-driven to embed-
ded and SW-centric platforms. This shift implies that SW drives much of
the functionality of a vehicle functionality, customization, and performance
enhancements rather than mechanical or HW changes. This approach allows
for continuous updates, upgrades and improvements of the features and
functions of vehicles and more in general of mobile autonomous systems.

Vehicle architectures have evolved to achieve full autonomous functions,
as illustrated in Figure 1.1.

The evolution includes domain-based, body-zonal, cross-domain zonal,
and consolidated computing architectures, where zonalization and consolida-
tion of the computing tasks drive the developments of the vehicle architecture.
The domain-based functions in the vehicles are grouped progressively into
zonal controllers. While several applications still require isolation for perfor-
mance, safety, or security requirements, in the future, complete consolidation
of the electronic functions into a central vehicle computer is expected. In
the consolidated compute vehicle architecture, sensors and actuators data are
collected in I/O aggregator units placed in their proximity. While reducing the
system complexity, zonalization and consolidation introduce new safety and
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Figure 1.1 Evolving vehicle architectures.

security concerns. Mixed-critical applications share HW resources, such as
communication links or vehicle processors, potentially interfering with each
other. The system must separate the execution of safety-critical, real-time
applications from the execution of non-critical ones. Isolation, safety, and
security mechanisms must be taken into consideration in the very early phases
of the architectural design of new vehicles, as they will be key elements for
commercializing future mobile autonomous and robotic systems.

The transition from conventional vehicles to SDVs illustrates a fundamen-
tal shift in automotive perspective, architecture, and capability. Traditional
vehicles are primarily HW-defined, with their functions and performance
inherently linked to the physical and electromechanical components installed
in the vehicle during manufacturing. Upgrades or new features generally
require physical modifications or component replacements, which are often
performed at a dealership. A distributed network of multiple ECUs character-
izes the vehicle architecture, each with a specific, usually isolated function,
connected by intricate wiring harnesses that add weight and limit integration
possibilities. Innovation cycles are tied to model years and HW changes,
resulting in slower evolution.

The integration of sensors, actuators, connectivity, and AI into the
vehicle-edge-cloud continuum requires managing data effectively, reliably,
securely, and privately via various data-, model-, and code-centric architec-
tures, combining proprietary and open-source building blocks. The evolution
of the E/E architecture for SDV to AIDVs is envisioned in Figure 1.2.

One of the core elements of autonomous SDVs and AIDVs lies
in the decision-making and planning systems that interpret sensor data,
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Figure 1.2 E/E Architecture types: SDVs vs. AIDVs.

predict traffic behaviour, and determine optimal driving actions. Traditional
rule-based systems, while offering transparency, often lack the flexibility
needed for unpredictable real-world scenarios. End-to-end AI models that
integrate perception, prediction, and planning have shown promise in this
domain. Research emphasizes the use of reinforcement learning (RL), imita-
tion learning, and advanced neural network architectures that combine these
elements for real-time decision-making [15].

Emerging techniques that leverage deep RL have the potential to scale
decision-making by dynamically adapting to new driving environments.
Incorporating multi-modal data, such as real-time weather updates, V2X
information, and historical traffic patterns, can significantly enhance pre-
diction accuracy and planning reliability. Improving these models requires
rigorous simulation and field testing, along with advanced synthetic data
generation methods, to replicate rare yet critical driving scenarios and provide
explainable solutions for autonomous vehicles [16].

In this context, challenges remain in effectively combining multimodal,
multisource, internal, and external vehicular data to support real-time
decision-making, as well as in addressing synchronisation, formatting, and
management issues. Integrating vehicular system intelligence with human
knowledge requires robust frameworks that ensure secure, private, yet
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efficient data management pipelines, focusing on adaptive techniques that
integrate newly emerging data modalities and sources.

The deployment of ML, DL, and GenAI solutions requires optimised
energy and resource use for processing and communication. As the models
can run in vehicles using specialised HW accelerators, task prioritisation,
management, and optimisation are necessary for effective decision-making.
Decision-making in real-time using large-scale sensor data analytics and
GenAI relies on novel algorithmic innovations, including federated learning
(FL), neural networks, and agentic AI. As a result of specific tasks performed
by SDVs and AIDVs, the models must be personalised in the vehicular
environment based on human responses.

Personalisation can be critical for the driving experience, where environ-
ments and road events vary constantly. Creating models for every vehicle,
again and again, is inefficient, as (re)training is resource-intensive and
vehicles are constrained environments that require lightweight frameworks
capable of handling large-scale datasets as part of the data processing
pipeline [17].

This article presents a perspective on the synergistic evolution of AI by
the pervasive integration across all functional layers in shaping the future
of autonomous systems and ITSs, by exploring architectural shifts from
traditional vehicles to SDVs and AIDVs, discussing the current state of the art
and future research directions, and offering a view of the extensive potential
and significant challenges that lie ahead.

1.2 Architectural Evolution: From HW to AI-Defined

The transition from HW-centric to AI-defined architectures is a multi-stage
evolution, with each phase building upon the capabilities of the previous one.

The autonomous vehicle architecture began with a modular pipeline
approach [18, 19] used in the design of the driving systems, separating each
part of the system into distinct SW and HW components, split which created
significant challenges in optimising and synchronising the system. The modu-
lar pipeline approach breaks down the task of the autonomous driving system
into perception, prediction, planning, and control. In this approach, each
module is developed separately and is responsible for a specific functionality
in the whole system. To address the development of autonomous vehicles,
an end-to-end pipeline approach [19, 20, 21] was introduced to integrate
separate components into a unified system and optimise the entire system in a
differentiable manner. The end-to-end pipeline manages autonomous driving
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as a single learning task using imitation and RL, taking raw sensor data as
input and directly outputting the control signal, optimising final planning
performance as its primary objective, thereby providing greater safety and
reliability than a modular pipeline approach. These approaches are part of the
evolution towards new architectural concepts for SDVs and AIDVs.

1.2.1 The Rise of the SW-Defined Vehicle

Traditionally, vehicle functionalities have been tightly coupled with dedicated
ECUs. The ECU-based architecture, while reliable, is limited in its ability
to update and introduce new features, leading to a complex, costly upgrade
process. An SDV architecture marks a significant departure from this model
by centralising computing resources and abstracting SW from the underlying
HW, a concept that has been thoroughly surveyed in the context of SDVNs
[22] and AI-defined wireless networking [23, 24].

SDVs represent a shift from HW-centric design to a model where SW
governs functionality, performance, and user experience. As vehicles inte-
grate increasing numbers of sensors, ECUs, and connectivity features, they
generate large volumes of data related to performance, driver behaviour,
and system health. SDVs leverage this data to continuously improve vehicle
capabilities, enabling manufacturers to refine features, diagnose issues, and
deploy enhancements throughout the vehicle lifecycle.

A key technical enabler of SDVs is the use of DTs and immersive
triplets, which act as virtual representations of real-world vehicles [25]. By
transmitting operational data to the cloud, vehicles can provide detailed
insights into battery health, performance of ADAS, and feature usage
under real driving conditions. This continuous feedback loop allows orig-
inal equipment manufacturers (OEMs) to accelerate development cycles,
identify recurring faults, and implement corrective actions before issues
become widespread, particularly in complex domains such as autonomous
driving.

V2X communication further extends the value of SDVs by enabling
secure data exchange between vehicles, infrastructure, and other road users.
Information such as vehicle speed, position, and lane departure warnings
can be shared in real time to enhance situational awareness and improve
traffic safety. This interconnected environment relies on robust data handling
and secure communication protocols, both of which are central to SDV
platforms.



1.2 Architectural Evolution: From HW to AI-Defined 9

Figure 1.3 SDV architecture.

A defining feature of SDVs is the ability to update and expand function-
ality through OTA SW updates, which are developed and validated in cloud
environments before being securely delivered to vehicles. Once downloaded,
updates can be installed across central computing systems, zone controllers,
or edge ECUs, typically requiring a system restart in a safe vehicle state.

OTA capabilities allow OEMs to introduce new features, fix SW defects,
and offer subscription-based services without requiring physical access to the
vehicle.

The transition to SDVs is closely tied to the evolution of electrical
and electronic E/E architectures. Traditional distributed and domain-based
architectures are being replaced by zone-based networks that reduce wiring
complexity and support centralised SW control. In a zone architecture, the
vehicle is divided into physical regions, each managed by a zone con-
trol module that aggregates inputs from sensors and actuators within its
area.

Within these architectures, OEMs adopt different SW deployment strate-
gies. In a fully centralised approach, a single high-performance computer
controls most vehicle functions, simplifying SW management and enabling
consistent updates. However, this model introduces challenges related to real-
time control latency and functional safety, particularly if communication links
between the central unit and peripheral components are disrupted.
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A hybrid approach distributes SW responsibilities between a central com-
puter and zone controllers. High-performance applications such as ADAS and
infotainment are typically centralised, while time-sensitive control functions
may remain closer to the HW in zone modules or edge ECUs. This balances
computational efficiency with responsiveness and safety requirements.

A more distributed model retains several domain controllers alongside
zone modules, allowing a gradual transition from legacy systems. In this
configuration, different zones may handle varying combinations of functions,
such as body control, lighting, or chassis systems, depending on design
choices. This flexibility enables OEMs to tailor architectures to specific
vehicle platforms while incrementally adopting SDV principles.

The design of SDV architectures requires careful trade-offs between
latency, network performance, functional safety, cybersecurity, and SW scal-
ability. OEMs must align HW and SW strategies to ensure reliable real-time
control while enabling the flexibility and continuous innovation that define
SDVs.

From a road perspective, a collection of individual vehicle decisions
is inevitably sub-optimal, and it is essential that roads directly intervene
(control/assist) in vehicle operation to enable optimal traffic management.
Solutions such as SW-defined traffic management (SDTM), which incor-
porate SW-Defined Network (SDN) concepts, are being used in the trans-
portation environment. In SDTM, each vehicle is handled like a packet
in an SDN, and its movement can be assisted/controlled using a global
view of the road. In this concept, the SDTM enables reliable interaction
between vehicles and infrastructure by allocating collision-free channels
to vehicles, reducing their messaging interval by fully utilising avail-
able channel resources, and redistributing sensitive information from the
infrastructure [26].

The maturity of open-source SW (e.g., Linux-based solutions) has
demonstrated how shared platforms can reduce duplication, lower entry
barriers, foster innovation, and enhance interoperability. This success needs
to be replicated in the domain of silicon by enabling the co-development of a
common European platform of RISC-V-based automotive processors and AI-
accelerators. Chiplets are small, specialised integrated circuits (ICs) designed
to perform specific functions within a larger system. This is considered a
strategic approach to mitigate the substantial design costs associated with
newer, smaller process geometries and to address the challenges posed by
large, monolithic die sizes of 300 mm and above, which often result in
poor yields. Additionally, providing diverse processing elements for both
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low- and high-power loads is a game changer in the continuously evolving
market for commercial processing elements (CPUs, GPUs, AI accelerators,
etc.).

1.2.2 The Dawn of the AI-Defined Vehicle

AIDVs represent a decisive shift in automotive system design, moving
beyond the SDV paradigm toward architectures where AI is the primary
driver of functionality, behaviour, and evolution. While SDVs introduce
abstraction, modularity, and updatable SW layers, AIDVs embed intelligence
as a foundational property of the vehicle. In this model, AI does not merely
support isolated features but defines how the vehicle perceives, decides,
adapts, and interacts across all domains of operation.

At the architectural level, AIDVs build on centralised and zonal com-
puting frameworks that consolidate previously distributed ECUs into high-
performance computing platforms as illustrated in Figure 1.4, where AI is
the primary driver for functionality, behaviour and evolution.

These platforms integrate CPUs, GPUs, NPUs, and dedicated AI accel-
erators, enabling the execution of complex ML models with strict real-
time constraints. The shift toward centralised compute reduces latency,
improves data coherence, and supports advanced sensor fusion. Robust sensor
fusion involves integrating data from cameras, LiDAR, radar, and other

Figure 1.4 AIDV architecture.



12 The AI-Defined Vehicle: Navigating the Convergence of AI

sensing devices to create a detailed and reliable picture of the environ-
ment and enhancing DL methods for object detection and localisation to
handle complex, dynamic environments. Enhancing these technologies is
critical to optimising traffic flow and reducing casualties during unforeseen
events [27, 63].

AI workloads are deployed across a heterogeneous computing fab-
ric, where safety-critical tasks coexist with high-level perception, plan-
ning, and user-experience functions, under strict isolation and scheduling
policies.

A defining characteristic of AIDVs is pervasive AI integration. Instead of
limiting intelligence to ADAS, AI is embedded across the entire vehicle stack.
In the powertrain domain, ML models optimise energy efficiency, battery
health, and thermal management in real time. In chassis and motion control,
AI enhances stability, traction, and adaptive suspension behaviour by contin-
uously learning from driving conditions and driver intent. Within the cabin,
multimodal AI systems fuse voice, vision, and contextual data to deliver
adaptive human–machine interfaces that respond naturally to occupants. This
pervasive intelligence is enabled by tightly coupled sensor networks and high-
bandwidth in-vehicle communication systems, often based on automotive
Ethernet.

Fog and edge computing are critical enablers of AIDVs, providing low-
latency processing for safety-critical decisions [28]. AI models deployed
at the edge process raw sensor data from cameras, radar, LiDAR, ultra-
sonic sensors, and inertial units in real time. These systems must meet
stringent functional safety requirements, often aligned with standards such
as ISO 26262 [29], while also addressing cybersecurity concerns through
secure boot, HW roots of trust, and runtime anomaly detection. The vehicle
effectively becomes a secure, high-performance computing node capable of
operating autonomously even in degraded connectivity scenarios.

Continuous learning is another core pillar of the AIDV concept. Vehicles
continuously collect data from onboard sensors, V2X communications, and
user interactions. This data is selectively transmitted to cloud infrastructure,
where large-scale training and validation pipelines refine AI models. Updated
models are then deployed back to the fleet via OTA updates. This closed-
loop lifecycle allows the vehicle to improve over time, adapting to new
environments, edge cases, and usage patterns. Importantly, mechanisms for
data governance, privacy preservation, and dataset curation are integral to
ensuring both regulatory compliance and model robustness.
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Personalisation in AIDVs extends beyond static user profiles to dynamic,
context-aware adaptation. AI systems learn driver and passenger preferences
across multiple dimensions, including driving style, seating position, climate
control, infotainment choices, and navigation habits. These preferences are
continuously refined using behavioural data and contextual cues such as time
of day, location, and occupancy. The result is an in-cabin experience that
evolves with the user, delivering a level of customisation that approaches
individualised mobility services. This personalisation is often supported by
multimodal user identification and cloud-synchronised profiles that persist
across vehicles.

Predictive and prescriptive capabilities distinguish AIDVs from reactive
systems. By integrating real-time sensor data with historical and fleet-level
insights, AI models can anticipate hazards, optimise routes, and predict
component degradation. Predictive maintenance algorithms analyse vibra-
tion patterns, thermal signatures, and usage data to forecast failures before
they occur, reducing downtime and maintenance costs. Similarly, predictive
energy management systems optimise battery usage, charging strategies, and
regenerative braking to maximise efficiency and range. These capabilities
rely on both onboard inference and cloud-based analytics, forming a hybrid
intelligence model.

A major technological trend underpinning AIDVs is the shift toward
continuous end-to-end AI pipelines, particularly in autonomous driving. Tra-
ditional autonomy stacks rely on modular pipelines that separate perception,
localisation, prediction, planning, and control. In contrast, end-to-end models
use deep neural networks to map raw sensor inputs directly to control outputs
such as steering, acceleration, and braking. These models are trained on large-
scale datasets collected from vehicle fleets and augmented with synthetic data
generated through high-fidelity simulation. While end-to-end approaches
can reduce system complexity and improve adaptability, they also introduce
challenges in interpretability, validation, and safety assurance.

The development lifecycle of AIDVs is tightly coupled with continuous
integration and continuous deployment practices. AI models are iteratively
trained, validated, and deployed across a computing continuum that spans
cloud and edge environments. Cloud platforms provide the computational
resources for large-scale training and scenario simulation, while edge plat-
forms execute optimised models in real time. Emerging techniques in GenAI
and agentic systems are being integrated into these pipelines, enabling auto-
mated scenario generation, data augmentation, and even autonomous system
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tuning. This accelerates development cycles while improving coverage of rare
and safety-critical scenarios.

AIDVs represent a convergence of advanced AI, high-performance com-
puting, and connected vehicle ecosystems. By embedding intelligence into
every aspect of the vehicle and enabling continuous evolution through data-
driven pipelines, AIDVs redefine the vehicle as an adaptive, learning system.
This transformation has implications not only for vehicle performance and
safety but also for the broader mobility landscape, where vehicles become
intelligent agents operating within a dynamic, interconnected environment.

1.2.3 The Transition to Self-Evolving Vehicular Architectures

While SDVs decouple SW from HW, AIDVs introduce a paradigm shift
toward “Self-Evolving Architectures” integrating GenAI and agentic AI tech-
nologies. The core challenge lies in moving from static OTA updates to
dynamic, self-supervised learning loops. The defining characteristic of the
future AIDV architecture is its “self-evolving” capability, a departure from
static, rule-based systems toward a dynamic, continuous evolving ecosystem.
This evolution is driven by the cyclical interaction between the AI paradigms,
such as GenAI and agentic AI [30].

The synergy allows the system to move beyond supervised learning on
pre-labelled datasets into a continuous, self-supervised learning cycle, where
GenAI functions serve as a knowledge generator, and foundation models
synthesise high-fidelity virtual environments by ingesting vast streams of
real-world driving data, including telemetry, sensor fusion logs, and V2X
communication packets.

The trajectory toward AIDVs is accelerating as advances in connectivity,
compute, foundation models, GenAI, and agentic AI begin to converge into
an AI-centric vehicle stack. Beyond incremental improvements, the field
is shifting toward architectures in which perception, planning, communica-
tion, and user interaction are co-optimised through shared AI models and
continuous learning loops spanning fleet, edge, and cloud.

AI-powered V2X communication is evolving from static protocol optimi-
sation to fully adaptive, learning-driven network orchestration. Recent trends
integrate RL and graph neural networks to model highly dynamic vehicu-
lar topologies, enabling predictive scheduling, interference mitigation, and
semantic-aware communication while transmitting only task-relevant infor-
mation. This reduces bandwidth pressure while improving latency bounds
for safety-critical services. The transition toward 5G-Advanced and early 6G
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concepts further introduces integrated sensing and communication (ISAC),
allowing the communication infrastructure itself to act as a distributed sensor
[31]. In this context, AI-native air interfaces and cross-layer optimisation
are expected to support sub-10 ms end-to-end latency and ultra-reliable low-
latency communication (URLLC) at scale, which is essential for cooperative
autonomy [32].

Cooperative perception and manoeuvring are moving beyond simple data
sharing toward collective intelligence. Instead of exchanging raw sensor
feeds, vehicles increasingly share compressed feature maps or object-level
abstractions generated by deep neural networks, reducing communication
overhead while preserving semantic richness. Emerging approaches use
multi-agent RL and distributed consensus algorithms to coordinate manoeu-
vres such as platooning, merging, and intersection negotiation. This enables
intent-aware driving, in which vehicles not only perceive the environment but
also anticipate others’ actions [33]. Progress in uncertainty quantification and
trust-aware fusion is critical here, ensuring robustness against noisy, delayed,
or malicious inputs in open environments.

Edge and cloud computing are being redefined by the rise of hetero-
geneous AI accelerators and AI-defined compute fabrics. Modern AIDV
platforms integrate GPUs, TPUs, NPUs, neuromorphic, and domain-specific
accelerators optimised for transformer-based workloads, enabling real-time
execution of increasingly large foundation models and agentic AI work-
flows. A key trend is the emergence of split computing paradigms, in which
inference pipelines are partitioned across the vehicle, roadside edge, and
cloud based on latency, privacy, and energy constraints. FL and continual
learning frameworks enable fleets to collaboratively improve models without
centralising raw data, addressing both scalability and regulatory concerns. At
the same time, AI-defined infrastructure enables dynamic deployment of AI
services OTA, effectively turning vehicles into nodes of a distributed learning
system.

GenAI in the cabin is advancing from conversational assistants to context-
aware, multimodal copilots. These systems integrate speech, vision, and
vehicle telemetry to provide proactive assistance, such as anticipating driver
needs, explaining vehicle decisions, or adapting interfaces in real time. The
underlying models are increasingly domain-specialised small language mod-
els (SLMs) and vision-language models (VLMs) fine-tuned for automotive
safety and reliability [34]. On-device inference is becoming feasible through
model compression and distillation, reducing reliance on cloud connectivity.
A key research direction is aligning generative models with safety constraints
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Figure 1.5 The vision of self-evolving vehicular architecture.

and human factors, ensuring that natural interaction does not compromise
driver attention or trust.

DTs are evolving into high-fidelity, continuously synchronised replicas
that allow for not only validation but also real-time decision support and
lifecycle optimisation. Advances in simulation realism, driven by neural
rendering and physics-informed AI, allow DTs to capture complex environ-
mental and behavioural dynamics. The concept of immersive triplets extends
this by integrating spatial computing and mixed reality interfaces, enabling
engineers and even vehicles themselves to interact with virtualised environ-
ments. Emerging frameworks incorporate secure attestation mechanisms that
validate AI models and OTA updates against their DT counterparts before
deployment, enhancing safety and cybersecurity [35, 36]. Looking ahead,
closed-loop integration between fleet data, simulation, and model retraining is
enabling a “simulation-driven development at scale” paradigm, significantly
shortening innovation cycles.

These trends indicate a shift from isolated intelligent functions to fully
integrated, learning-driven vehicular ecosystems. The defining characteristic
of next-generation AIDVs will not be any single capability, but the ability
to continuously adapt, collaborate, and improve through tightly coupled AI,
communication, and compute infrastructures.

Looking ahead, the integration of 6G communication technologies is
expected to be a significant catalyst for AIDVs. The ultra-low latency, high
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bandwidth, massive connectivity, integrated sensing, precise localisation, and
embedded AI of 6G will enable even more evolved V2X applications.

Recent developments have significantly expanded the scope of V2X
research by integrating generative models and advanced game theory into tra-
jectory planning, particularly at the intersection of aerial and ground vehicular
networks. In path planning, Generative Adversarial Networks (GANs) have
emerged as a tool for navigating complex, high-dimensional spaces. Visual
data is utilised to autonomously generate energy-efficient flight paths, high-
lighting the potential for generative models to solve optimisation problems in
dynamic, three-dimensional traffic environments where traditional heuristic
methods struggle [37].

Complementing these generative approaches are advancements in mod-
elling the interactive decision-making processes between vehicles during
critical manoeuvres, such as on-ramp merging. Moving beyond static rule-
based logic, an integrated motion planning framework based on Stackelberg
Game modelling can be used [38].

Advancements in neuromorphic and cognitive computing, which mimic
the structure and function of the human brain, could lead to more efficient
and powerful AI HW for the various electronic components integrated into
diverse vehicle domains.

Security solutions in ITS standards, based solely on Key Performance
Indicators (KPI), leave several areas for reconsideration, and new approaches
and solutions are required for SDVs and AIDVs to ensure vehicular commu-
nication is indeed secure so that the overall objective to make the roads safer
and reduce road accidents can be achieved, rather than providing a new target
for cyberattacks. The development of SDVs and AIDVs towards autonomous
cyber-physical systems, utilising vehicular communication as a key domain
for exchange between vehicles, infrastructure, and traffic participants, is
crucial to ensure that the connectivity system is not suboptimal, thereby
avoiding physical damage. To prevent such losses, new relevant security and
privacy aspects of vehicular communication for SDVs and AIDVs must be
addressed [39].

1.3 Opportunities and Challenges

The shift toward AIDV represents a fundamental overhaul of automotive
architecture, moving from distributed ECUs to centralised, high-performance
computing platforms. This AI-centric approach allows for continuous OTA
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updates and predictive maintenance, turning vehicles into evolving intelli-
gent agents rather than static HW. However, this reliance on complex AI
models requires immense processing power and data management, challeng-
ing manufacturers to build robust, scalable systems that support real-time
decision-making without latency.

As vehicles become hyper-connected, trustworthiness and security
emerge as a paramount challenge; a single vulnerability in the SW and AI
stack could compromise fleet safety or user privacy. To mitigate these risks,
the industry must navigate a complex landscape of evolving regulation and
standardisation. Establishing universal protocols is essential not only for pre-
venting malicious cyberattacks but also for ensuring interoperability between
different manufacturers and smart infrastructure, preventing a fragmented
ecosystem of incompatible safety standards.

The widespread adoption of autonomous capabilities will trigger a pro-
found transformation of jobs, disrupting traditional roles in logistics, trans-
portation, and ride-hailing services. While the demand for human drivers may
decline, a new spectrum of opportunities can emerge in SW engineering, tele-
operations, and fleet oversight. The challenge lies in managing this workforce
transition equitably, requiring significant investment in upskilling to ensure
that the creation of high-value technical roles balances the displacement of
manual labour.

The deployment of these vehicles introduces complex ethical dilemmas
regarding algorithmic accountability and decision-making during unavoid-
able accidents. Programming a machine to make life-or-death value judg-
ments raises difficult questions about moral priority and legal liability.
Furthermore, ensuring that these AI systems are free from data bias, such
as detecting pedestrians of all demographics with equal accuracy, is critical
to gaining public trust and preventing the convenience of automation from
coming at the cost of equitable safety.

The key opportunities and challenges of AIDV vehicles are presented in
Table 1.2, further described in the subparagraphs below and illustrated in
Figure 1.6.

1.3.1 AI

AI is likely to disrupt the way vehicles are developed and built, the solutions
used, the intrinsic characteristics of automotive components and systems, and
how consumers interact with them. The first stages of AI development, from
ML and DL to generative and agentic [40], are already evident in new vehicle
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Table 1.2 Key opportunities and challenges of AI-defined vehicles.
Opportunities Challenges
Enhanced Safety: Drastic reduction in
accidents caused by human error [39].

Cybersecurity: Increased attack surface
for malicious actors [3, 45].

Improved Traffic Efficiency: Reduced
congestion and travel times through
optimized routing and traffic flow.

Data Privacy: Collection and use of vast
amounts of personal and location data.

Increased Accessibility: Greater mobility
for the elderly, disabled, and those unable to
drive.

Ethical Dilemmas: Programming
“trolley problem” scenarios and ensuring
fairness in AI decision-making.

New Business Models: Emergence of new
services in areas like in-vehicle commerce,
entertainment, and logistics [8].

Regulatory Hurdles: Lack of
standardized regulations and liability
frameworks for autonomous vehicles.

Environmental Benefits: Optimized
driving patterns and platooning can reduce
fuel consumption and emissions.

Infrastructure Investment: Significant
investment required in V2X infrastructure
and 6G networks.

Enhanced User Experience: Personalized
and intuitive in-vehicle experiences [1].

Public Trust and Acceptance:
Overcoming scepticism and building
confidence in the safety and reliability of
AI-driven systems.

Figure 1.6 Self-evolving vehicles opportunities and challenges.

concepts and architectures, and their evolution will transform every aspect of
the automotive value chain.

Future developments in AIDVs are likely to focus on improved per-
ception through multimodal sensing, combining cameras, radar, LiDAR,
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and contextual data for better situational awareness. Advances in real-time
decision-making and edge computing allow vehicles to process information
faster and operate safely without relying heavily on cloud connectivity. AI
models become more efficient, reducing power consumption while increasing
reliability.

V2X-connected intelligence can reduce congestion, improve safety, and
enable coordinated driving behaviours. Continuous learning systems may
allow fleets to share knowledge, so improvements made by one vehicle can
benefit others almost instantly.

The advantages of autonomous vehicle development include increased
road safety by reducing human error, which is a leading cause of accidents.
AI-driven vehicles can react faster, maintain consistent attention, and make
data-driven decisions under pressure. They also offer improved mobility for
people who cannot drive, such as the elderly or disabled.

Autonomous vehicles can optimise traffic flow, reduce fuel consumption,
and lower emissions by enabling smoother driving and more efficient route
planning. Over time, they may reshape urban design by reducing the need for
parking and enabling more efficient transportation systems. Economically,
they can reduce logistics and transportation costs while enabling new services
such as autonomous delivery and ridesharing.

As both modular and end-to-end driving approaches face challenges
such as causal confusion, explainability, interpretability, generalization, and
robustness, a solution is to embed LLMs [41, 42], VLMs [19], and agentic AI
[40, 43] into the vehicle architecture pipeline, alongside scene understanding,
reasoning, zero-shot recognition, in-context learning, and interpretability.
The use of a unified multimodal input and vocabulary for vision, lan-
guage, and action can unify vision- and action-related tasks, including,
among others, scene understanding, planning, and control, by using agentic
AI approaches to implement interactions with the vehicle decision-making
support.

The concept of agentic AI shifts the focus from isolated vehicle intel-
ligence to cooperative behaviour among multiple autonomous systems. In
the future, vehicles will not only make decisions individually but will also
coordinate with each other through multi-agent learning systems and swarm
intelligence frameworks. This cooperation is particularly essential for man-
aging dense traffic situations, achieving efficient route planning, and ensuring
collective safety during complex manoeuvres.

Developing robust multi-agent frameworks involves research into FL
paradigms, where each vehicle processes local data while contributing to
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a shared global model without compromising data privacy. Moreover, inte-
grating these intelligent agents with V2X communication networks enables
real-time information exchange, enhancing overall traffic management and
coordination. The challenges lie in ensuring system scalability, reducing
latency, and safeguarding cybersecurity across distributed platforms [27].

These research directions open the door to a future in which urban
mobility is revolutionised by interconnected, cooperative vehicle systems.

Swarm intelligence involves the coordination of multiple autonomous
vehicles working together as a collective to optimise traffic flow and reduce
congestion. Future research in this domain should focus on developing algo-
rithms that facilitate cooperative behaviour among vehicles, enabling them
to make joint decisions in real time. Such systems must be robust enough
to handle dynamic changes in traffic and varying environmental conditions.
The development of cooperative multi-agent systems will rely on novel
RL techniques and advanced communication protocols that enable vehicles
to reliably share sensor data and decision-making parameters. Leveraging
swarm intelligence could revolutionise urban mobility by enabling distributed
coordination among vehicles, reducing travel times, lowering emissions, and
enhancing overall traffic stability. Research should also evaluate the potential
cybersecurity risks inherent in large-scale inter-vehicle communication and
develop protocols to mitigate these risks [27].

The prospect of a future dominated by AIDVs is both stimulating and
challenging, given the profound societal implications of this technological
shift. The potential of AI to dramatically improve road safety is perhaps
the most significant benefit, as the World Health Organization estimates
that over 1.3 million deaths occur each year from road traffic crashes [44].
Preliminary data for the first half of 2024, which covers 26 countries, show an
improvement compared to the same period in 2023. Road fatalities decreased
in 16 countries, while increasing in ten. On average, road deaths across these
countries declined by 2% [45]. It is expected that by removing the human
element, which is a factor in most accidents, AIDVs have the potential to
save many lives.

1.3.2 Trust

Trust in AI-driven vehicles is grounded in the belief that the autonomous
systems behave safely, predictably, and in alignment with human expecta-
tions. For users and regulators, trust develops when the vehicle consistently
demonstrates correct decisions across a wide range of driving conditions,
including rare and uncertain situations.
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Trustworthiness is closely tied to dependability properties such as reli-
ability, safety, availability, and robustness. Reliability refers to the system
performing its intended functions without failure over time. Safety ensures
that even when failures occur, the system minimises harm. Availability means
the vehicle can operate when needed without unexpected downtime, while
robustness reflects its ability to handle noise, uncertainty, and changing
environments.

Research into robust, resilient autonomous systems focuses on reducing
cumulative error propagation within multi-module architectures and ensuring
redundancy across critical components. By integrating emergency response
protocols and actively learning from near-miss incidents, these systems can
improve overall reliability and public trust.

The emerging of new safety concepts emphasises deep world under-
standing and introspective AI models that simulate human-like intuition.
Traditional scenario modelling, which relies on rigid safety frameworks,
falls short in addressing the “long-tail” of rare and complex emergencies.
Future research must develop adaptive, introspectable models that align
with international safety standards such as ISO 26262 [29] and SOTIF
[46]. The challenge is not only to predict and prevent injuries but also
to implement fail-safe measures that allow vehicles to respond gracefully
to unexpected conditions. Recent studies indicate that leveraging GenAI
for predictive world modelling can enhance vehicle safety, reduce acci-
dents, and improve situational awareness in densely populated or challenging
environments [47].

Other key aspects of trustworthiness are transparency, explainability, and
interpretability. Users are more likely to trust AI-driven vehicles if they
can understand, at least at a high level, why certain decisions are made.
This is particularly important in situations involving sudden manoeuvres or
accident avoidance, where opaque behaviour can reduce confidence even if
the outcome is safe.

XAI has emerged as a crucial requirement for the next generation of
autonomous vehicles. The inherent “black-box” nature of many DL models
challenges the ability of engineers, regulators, and end-users to understand
AI-driven decisions. Techniques that combine vision, language, and action
(such as LLMs and VLMs) offer potential solutions by providing inter-
pretable narratives that can be monitored both during operation and through
post-trip analysis. Developing robust XAI frameworks is also critical for
regulatory compliance and user accountability. With nearly 94% of road acci-
dents attributed to human error, a significant motivation for the adoption of
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autonomous vehicles, the need for clear, interpretable AI decisions is essential
to bridging the trust gap between AI systems and human stakeholders [48].

Validation and verification are central to building trust. Unlike traditional
SW, AI systems learn from data, which makes their behaviour harder to
predict and formally verify. Ensuring that models perform safely across
diverse real-world scenarios, including rare edge cases, remains a major
challenge.

One of the main challenges in developing trust is handling uncertainty in
complex environments. Weather conditions, unpredictable human behaviour,
and incomplete sensor data can all affect decision-making. AI systems must
not only perform well under ideal conditions but also degrade gracefully
when conditions worsen.

Another challenge is bias and data limitations. If the training data does
not adequately represent all driving environments or populations, the system
may perform unevenly, posing safety risks and eroding trust. Continuous data
collection and updating are necessary, but they introduce further complexity
in maintaining consistency and safety.

Human-machine interaction plays a significant role in AIDVs. Misun-
derstandings about system capabilities, overreliance, or lack of proper user
awareness can lead to misuse. Building intuitive interfaces and clearly com-
municating system limits is necessary to ensure that trust is appropriate and
not misplaced.

Cybersecurity is a paramount concern for AIDVs. AI-driven vehicles are
connected systems that can be vulnerable to attacks, potentially compromis-
ing safety and eroding public trust. Ensuring secure communication, resilient
architectures, and rapid response to threats is essential.

As vehicles become more connected and reliant on SW, they also become
more vulnerable to cyberattacks. A successful attack could have devastating
consequences, ranging from data theft to remote control of vehicles. Compre-
hensive surveys highlight the multi-layered security and privacy challenges in
V2X systems that must be addressed [39, 49].

When addressing security vulnerabilities in an AIDV, several approaches
can be employed to strengthen data exchange against common threats.
Trust Execution Environments (TEEs), both SW- and HW-based, and secure
enclaves, more HW-oriented, can be used to isolate sensitive code or data
from the main OS and applications [50]. These measures can enhance system
robustness against potentially compromised applications, thereby address-
ing one of the major V2X threats: OTA update manipulation. Additional
security risks arise from man-in-the-middle and side-channel attacks, which
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can be mitigated using advanced cryptographic approaches such as secure
multi-party computation or homomorphic encryption [51].

In scenarios utilising heterogeneous sensor analytics, e.g., different kinds
of cameras, privacy-preserving protection is essential [52]. Anonymisation
algorithms can be deployed to de-identify faces of individuals, household
interiors or license plates of cars detected around moving AIDVs. FL offers
another solution by sharing only model updates (gradients) rather than raw
data, dramatically reducing privacy exposure in communications [53].

1.3.3 Ethics

Regulatory and ethical challenges further complicate the development of
trust. There is still no universal agreement on safety standards, liability in
case of accidents, or acceptable risk levels. These uncertainties make it harder
for the public to fully trust the introduction of new technologies.

AIDVs’ concept and the implementation of autonomous functions that
allow the vehicles to operate independently raise questions about how much
control should remain with humans and when the system should override
human decisions. These issues are interlinked with the AIDV data and AI
models’ dependence, since these vehicles rely on massive amounts of data
from cameras, Global Navigation Satellite System (GNSS), and other sen-
sors, as well as AI models that process the data to enable the vehicles to
function safely.

Safety is a central ethical issue. While AI can reduce human error, it can
also fail in unpredictable ways. Determining who is responsible in the event
of an accident (the manufacturer, the SW developer, or the user) is a complex
legal and moral challenge.

Bias in AI systems is another concern. If the data used to train these
systems is incomplete or skewed, the vehicle may make unfair or unsafe deci-
sions, such as misidentifying pedestrians or behaving differently in certain
environments.

Privacy is also at stake. AIDVs collect and process large amounts of
personal and location data, raising concerns about surveillance, data misuse,
and consent. Users may not fully understand how their data is being stored or
shared.

AIDVs’ deployment can have broader societal impacts as widespread
adoption could affect jobs in driving professions and change urban infras-
tructure. Ensuring that these technologies are accessible and beneficial to all,
rather than only to a privileged group, is an ongoing ethical challenge.
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The ethical dimensions of AI in autonomous vehicles are a subject
of intense debate. The “trolley problem,” where the vehicle must make a
split-second decision in an unavoidable accident; the thorny issue of liability
attribution; the primary concern of data privacy; the chilling prospect of
hacking vulnerabilities; and the potential for overall job displacement are
well-known examples [54]. SDVs and AIDVs must make decisions that carry
ethical dimensions that are increasingly significant and safety-critical, as
choosing a specific trajectory determines how risks are distributed among
traffic participants [55].

Programming these ethical choices into machines is a complex and con-
tentious issue that requires broad societal input and careful consideration
by developers. Policymakers, standardisation organizations and vehicle pro-
ducers must conceptualize what (shall) constitute(s) ethical decision-making
for SDVs and AIDVs and integrate ethical, legal and engineering considera-
tions into the development process by defining approaches on computational
ethics (particularly in autonomous driving) while offering practitioners in the
automotive sector a decision-making process for SDVs and AIDVs that is
technically viable, legally permissible, ethically grounded and adaptable to
societal values [55].

1.3.4 Architecture

The vehicle architecture has evolved from the domain architecture, a
distributed system defined by function, to the zonal architecture, which
addresses the limitations of the domain approach and provides the physi-
cal backbone for SW-defined mobility, to the SDV architecture, which is
a paradigm shift that leverages zonal architecture to decouple SW from
underlying HW opening the way for AI-defined architecture that builds upon
the SDV and zonal foundation by deeply integrating AI, ML, DL, GenAI
(SLMs, LLMs, VLMs, etc.) and agentic AI into core operations.

The evolution of computing platform design in the ITS domain is ideally
based on the chiplets concept and RISC-V architectures, as these are two key
ingredients that can foster faster productisation, lower costs, and quicker mar-
ket adoption of newly developed solutions, especially those devised within
the European market.

Chiplet architectures facilitate heterogeneous integration and high-
bandwidth interconnects, such as the Universal chiplet interconnect express
(UCIe), enabling higher processing density and improved power efficiency
for demanding applications like ADAS and AI-driven electronic units. The
flexibility inherent in Chiplet designs helps facilitate the transition towards
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centralised, zonal E/E architectures emerging in the AIDV, which can be
upgraded and improved over the lifespan of a vehicle [56, 57, 58].

The feasibility of the AIDV architecture relies heavily on an open, scal-
able HW foundation, a role increasingly filled by RISC-V, which has reached
a level of industrial maturity sufficient for safety-critical automotive appli-
cations, including those requiring the highest ISO 26262 ASIL-D integrity
levels. The AIDV functions are defined by SW and AI, and the underlying
HW must ensure the necessary foundation. RISC-V brings openness and flex-
ibility to HW and offers standardisation and an ecosystem to support develop-
ment toward certified-ready RISC-V Microcontroller Units (MCUs) for mul-
tiple Automotive Safety Integrity Levels (e.g., ASIL-B, ASIL-D) and toward
compliance with automotive security standards (e.g., ISO21434) [59, 60].

The introduction of heterogeneous platforms incorporating conventional
processing units (CPUs and GPUs) and more energy efficient and effective
architectures (TPUs, NPUs, HW accelerators, neuromorphic computing-
based devices) has the potential to drastically reduce energy consumption,
e.g., an order of magnitude in the case of neuromorphic-based applications,
and improve the capability to deliver complex real-time value-added services
running on dedicated HW (HW accelerators), capable of processing the
needed AI workloads at the edge.

1.3.5 Job transformation

The transition to AIDVs will have a significant impact on the workforce
as well. Jobs in areas such as trucking, taxi services, and delivery will be
impacted. Proactive measures, such as retraining programs and social safety
nets, will be needed to mitigate the social and economic consequences of this
shift.

Engineering careers will also be transformed by AIDVs, requiring a
re-focus of skills: mechanical engineers will evolve into mechatronics spe-
cialists, electrical engineers into SW-HW integration experts, and service
technicians into SW diagnostics and remote troubleshooting specialists,
among other role transformations. In summary, most of the required skills
will have to be based on AI-focused methods, combining elements of SW
and HW design, AI frameworks and Data [61].

1.3.6 Regulation and Standardisation

The fragmented global regulatory landscape is a hindrance to the
broader development of AIDVs. Alignment among regulatory agencies and
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agreements on world-recognised legislation, such as the EU AI Act, will
enable a much smoother and more effective deployment of AIDVs [62].
Similar fragmentation exists within standardisation bodies, where multiple
international entities develop technical specifications that often overlap and
occasionally conflict on key aspects [63]. Greater alignment and clearer
responsibility distribution are essential to tackle the complex challenge of
AIDV standardisation.

Finally, it is worth noting that a balance between regulation and free-
market rules, and between safety and security, is to be found; otherwise,
the market entry of potentially breakthrough innovations and life-saving
new features may be hindered by overly strict rules required to fulfil the
regulations.

The convergence of AI and advanced communication is steering the
automotive industry into an era of innovation. The AIDV, with its promise of
enhanced safety, efficiency, and personalisation, represents a transformative
vision for the future of both personal mobility and ITSs. Realising this vision
will require a concerted effort from researchers, technologists, policymak-
ers, and society to address the significant technical, ethical, and societal
challenges that lie ahead. The road to the AI-defined future is still under
construction, but its direction is clear [64].

1.4 Future Research Directions

The evolution of DTs into immersive triplets offers a transformative approach
for predictive modelling and real-time operations in AIDVs. Future research
should prioritise creating highly accurate, scalable virtual representations
that seamlessly integrate vehicles with edge devices and cloud platforms.
Establishing interoperability standards for these simulations is essential to
ensure they function across various manufacturers. This enables rigorous AI
testing in virtual environments, significantly reducing costs and the need for
physical prototypes while accelerating development timelines.

As AIDV’s architecture becomes more complex, new research is needed
to develop virtual validation, verification, and benchmarking pipelines. This
involves developing AI-based development tools that combine SW workflows
with GenAI and agentic AI to safely implement automotive functions. High-
fidelity simulations must be advanced to recreate rare, hazardous, or complex
traffic scenarios, enabling automakers to train and validate integrated sys-
tems spanning HW, SW, and AI algorithms without the risks of real-world
testing.
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GenAI and synthetic data approaches are expected to accelerate the
training and evaluation of AIDVs’ autonomy across diverse scenarios,
while multi-agent systems and collaborative frameworks foster cooperative
behaviour among autonomous fleets, optimising urban mobility. Improve-
ments in operational workflows that facilitate human–machine collaboration,
along with robust V2X communications and distributed predictive mainte-
nance systems, enhance overall vehicle performance. Further research on
swarm intelligence is needed to develop scalable, coordinated transportation
systems that ultimately redefine how future cities and vehicles interact.

End-to-end AI models that integrate RL and imitation learning will
strengthen decision-making and planning. These approaches allow systems
to learn both from experience and from observed behaviour, improving
adaptability in complex situations. GenAI and synthetic data are increasingly
important for training robust systems. They enable the simulation of rare edge
cases that are difficult to capture in real-world datasets. Agentic AI and multi-
agent systems will support cooperative driving and swarm intelligence. These
capabilities can help optimise traffic flow and improve overall urban mobility.

To address the growing energy demands of intensive AI models, energy
efficiency and sustainability must become central research areas. This
includes developing energy-efficient algorithms using model compaction
techniques and optimising edge computing to process data locally rather than
in the cloud. Future investigations should conduct full AI life-cycle assess-
ments and explore renewable energy integration to minimise the ecological
footprint of AIDVs.

Interdisciplinary collaboration is crucial for addressing challenges in
interoperability, cybersecurity, explainability, and ethics. Research must
extend beyond technical specifications to address the ethical decision-making
of AI, focusing on bias and accountability, while also safeguarding data
privacy across the V2X ecosystem. Partnerships between automakers, semi-
conductor companies, edge, and cloud providers are necessary to standardise
edge computing communications and create lightweight, scalable architec-
tures that can operate efficiently on resource-constrained devices.

The development of end-to-end unified AI compute platforms and safety-
certified operating systems is vital for the autonomy continuum. Future
work envisions advancing vehicle architectures through RISC-V System-
on-Chips (SoCs), heterogeneous chiplets interfaces, safety-certified MCUs,
and the integration of neuromorphic, quantum sensing, and communication
technologies.
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Future research is needed to define and develop AIDV's full technology
stack, a comprehensive safety system that unifies vehicle architecture, AI
models, chips, SW, tools, and services to ensure the safe development of
autonomous vehicles across the computing and communication continuum
from vehicle to edge and cloud.

Finally, research must focus on interdisciplinary approaches to develop
components, systems, tools, workflows, and platforms to be integrated into a
robust AIDV ecosystem that supports the entire design, training, simulation,
and in-vehicle processing loop, ensuring that real-time AI operates with end-
to-end reliability from the vehicle to the edge and the cloud.
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Abstract

Vision Transformers (ViTs) achieve state-of-the-art performance in seman-
tic segmentation. However, their high computational cost, especially when
processing high-resolution images, remains a major obstacle for real-time
and embedded applications. In this work, we provide a taxonomy of existing
pruning approaches and observe that many efficient methods overlook fine-
grained hardware and latency characteristics. We further investigate selected
pruning strategies that merge redundant information at the patch or token
level to effectively reduce computational complexity. To assess their practi-
cal relevance, we evaluate deployment performance on an NVIDIA Jetson
Orin AGX platform, analysing trade-offs between latency, computational
workload, and accuracy. While token pruning is commonly motivated by the
assumption that fewer tokens lead to lower latency, our results reveal that this
relationship is often non-linear due to GPU workload scheduling, framework
overhead, and kernel design constraints.

Keywords: Vision Transformer, Semantic Segmentation, Token Pruning,
Model Compression, Embedded AI.

2.1 Introduction and Background

Recent advances in Vision Transformers (ViTs) have reshaped the landscape
of computer vision by introducing attention-based architectures capable of
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capturing global context. In semantic segmentation, this capacity to model
long-range dependencies has translated into substantial accuracy gains on
complex datasets. However, this efficiency comes at a high computational
and memory costs, which grows dramatically for high-resolution inputs.
Such constraints hinder the deployment of ViTs in real-time or embedded
settings, where latency, memory footprint, and energy efficiency are critical.
To mitigate these limitations, several approaches have been explored, includ-
ing model quantization, distillation, or architectural redesign. In parallel, a
family of techniques referred to as pruning has been gaining popularity. These
methods primarily target Transformer blocks, attention heads, linear layers,
or tokens. While pruning blocks or heads modifies the model’s architecture,
token pruning distinguishes itself by shortening the sequence length during
forward pass. The underlying premise is intuitive: by identifying and remov-
ing redundant or non-informative tokens at various stages of the network,
the computational workload can be substantially reduced, thereby decreasing
inference latency. A growing body of literature has proposed various pruning
criteria applied either before the encoder or within its shallow layers. Their
effectiveness is typically reported through reductions in Floating Point Opera-
tions (FLOPs), along with the corresponding impact on accuracy, for example
mean Intersection over Union (mIoU) in segmentation. While many pruning
approaches succeed in reducing theoretical FLOPs, they often overlook key
aspects of practical deployment.

This paper presents a practical study of token pruning for semantic
segmentation, emphasizing the gap between theoretical efficiency and real-
world deployable performance. We first categorize existing methods and then
empirically evaluate selected approaches that prune tokens at the patch level
and within shallow encoder layers. Our central contribution is a comprehen-
sive assessment of their end-to-end deployability, which encompasses not
only accuracy but also TensorRT exportability and inference latency on an
NVIDIA Jetson Orin platform. Our results demonstrate that the theoretical
reductions in FLOPs from token pruning do not always translate linearly
into latency gains on embedded GPUs, as actual runtime performance is
influenced by factors such as memory access patterns, parallelization effi-
ciency, and framework or kernel-level overheads. This highlights the practical
trade-offs between pruning ratio, accuracy, and real-world performance that
must be considered for efficient model design at the edge. The real technical
bottleneck is exportability. We observe, that pruned models are often not
compatible with standardized deployment formats such as ONNX, preventing
their efficient execution on hardware-optimized runtimes like TensorRT.
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2.2 Related Work

The success of Vision Transformers (ViTs) in image classification [1, 2] has
quickly extended to dense prediction tasks such as semantic segmentation.
However, adapting the Transformer paradigm to dense prediction required
the design of novel architectures capable of mapping sequences to pixel-
level representations. Pioneering works like SETR [3, 4] demonstrated this
feasibility by employing a pure Transformer encoder followed by a CNN-
style decoder. The focus then shifted towards improving efficiency and
accuracy. SegFormer [5] introduced a hierarchical Transformer encoder that
eliminates the need for positional encoding and was combined with a sim-
ple MLP decoder. The Segmenter [6] model adopted a more symmetrical
encoder-decoder Transformer architecture, using mask tokens to directly
predict semantic classes. More recently, SegViT [7] and SegViT2 [8] argued
for a powerful decoder, introducing a lightweight ViT decoder with an
attention-to-mask mechanism to enhance fine-grained detail.

Despite their high accuracy, the computational cost of these models,
driven by the self-attention mechanism on a large number of patches, remains
a significant bottleneck for real-world deployment. To mitigate this cost,
token pruning reduces computational load by shortening the input sequence
through the removal or merging of redundant or less informative tokens. The
design of these approaches involves critical choices regarding both the scor-
ing metrics (e.g., based on attention, similarity, or confidence) used to rank
tokens, and the stage of application. Some techniques apply early pruning
at the patch embedding level to maximize workload reduction, while others
employ progressive pruning within the encoder layers to base decisions on
more refined features (Figure 2.1). Pruning methods diverge also significantly
in their adaptability to input content. While static pruning applies a uniform
compression rate across all images, dynamic pruning tailors the number of
preserved tokens to the specific complexity of each input.

Early approaches focused on attention-based scoring, exploiting the
observation that tokens receiving little attention from the [CLS] token con-
tribute marginally to the final representation and can therefore be safely
discarded. EViT [9] and Evo-ViT [10] use the attentiveness value as a
criterion to identify the top-k relevant tokens for classification and fuse the
inattentive ones. EViT aggregates these scores across heads within each
layer, while Evo-ViT accumulates class attention across layers to capture
global token contributions. This concept was later refined by methods intro-
ducing more sophisticated attention mechanisms. For instance, SPViT [11]
incorporates a saliency prediction module to guide token pruning, aiming to
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preserve semantically important regions by leveraging attention distributions.
ATS [12], in contrast, introduces a parameter-free sampling module that adap-
tively retains tokens based on [CLS]-attention scores through soft sampling,
so less informative tokens are down-weighted. AS-ViT [13] employs head-
weighted attention scores with learnable thresholds for instance-wise pruning
to permanently discard non-informative tokens.

A recent breakthrough in ViT optimization lies in token merging tech-
niques, which depart from traditional pruning by offering a softer alter-
native. Instead of permanently discarding tokens deemed redundant or
non-informative, these methods progressively merge them, preserving infor-
mation. The foundational work on ToMe [14] demonstrated that applying
similarity-based fusion between consecutive Transformer layers provides an
effective way to reduce token redundancy while maintaining model perfor-
mance. Specifically, ToMe leverages the attention keys to compute token
similarity and employs a fast bipartite matching algorithm to identify pairs
of redundant tokens. These tokens are merged through weighted averaging,
while proportional attention further ensures that the merging process reflects
each token’s relative contribution. This idea was subsequently adopted in
other approaches [15–20], or [31].

Another line of work exploits confidence-based criteria to guide token
pruning. The underlying intuition is that tokens with high predictive certainty
can be safely removed from further computation. DToP [21] implements
this idea through a multi-stage early-exit mechanism, where the maximum
softmax probability from intermediate segmentation heads is used as a confi-
dence score to halt tokens deemed sufficiently processed. STEP [22] extends
this idea by systematically analysing the placement of intermediate pruning
heads and demonstrates that their positioning plays a crucial role in overall
effectiveness. DoViT [23] adopts a similar principle but adds a reconstruction
module to preserve spatial consistency, which requires dedicated training
and makes it less plug-and-play. PAUMER [24] further refines this direc-
tion by leveraging entropy over class probabilities as a confidence score,
halting tokens with the highest certainty and thereby reducing redundant
computation.

Although token pruning has demonstrated strong results in image clas-
sification, it does not always generalize to dense prediction tasks. In clas-
sification, preserving the [CLS] token is often sufficient for accurate global
predictions, whereas segmentation requires maintaining fine-grained spatial
information across all tokens, making token removal inherently problematic.
Consequently, merging tokens too aggressively or permanently discarding
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Figure 2.1 Overview of pruning techniques in ViT. The diagram distinguishes between
patch-level and token-level approaches.

them leads to the loss of critical details required for accurate segmentation. To
date, only a limited number of works have directly addressed token pruning
in ViT-based segmentation models [16, 19, 21–29, 31].

Some of these methods employ patch-level pruning that adapts the tok-
enization process to the image content before the Transformer encoder.
This results in a non-uniform token grids from the very beginning. Two
complementary directions can be distinguished. First, top-down adaptive
tokenization, where a mixed-scale patch grid allocates fine resolution to
salient regions while coarsening homogeneous areas [25]. Second, bottom-
up merging, where adjacent patches are grouped into larger semantic units
after the initial tokenization like in CTS [26] or dCTS [22]. For instance,
CTS merges tokens within fixed 2×2 patch groups, guided by a lightweight
CNN-based policy network that decides whether the patches should share a
token. dCTS extends this approach by allowing multi-scale merging across
variable window sizes.

STViT [27] introduces a super-token mechanism to reduce redundancy
in early layers of ViTs. Local tokens are first aggregated into super-tokens
through sparse attention within limited neighbourhoods, then a compact self-
attention is applied among super-tokens, before redistributing the information
back to the original tokens. In contrast, AiluRus [28] applies an adaptive
resolution strategy. Instead of processing all tokens at a uniform resolution,
the method employs a spatial-aware density-based clustering algorithm at
intermediate layers to identify representative tokens. Tokens in less informa-
tive regions (e.g., object interiors or homogeneous backgrounds) are merged
into lower-resolution clusters, while tokens near boundaries or salient regions
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are preserved at high resolution. ELViT [29] inserts a token clustering layer
that aggregates locally redundant tokens into compact super-tokens, followed
by a token reconstruction layer that restores high-resolution representations
before the prediction head. More recently, building on ToMe’s global bipartite
matching, ALGM [16], introduces a hierarchical strategy. Instead of rely-
ing solely on progressive global merging, it first performs local merging
within small windows to eliminate early redundancy, and then applies global
merging once token representations become more discriminative. G2TM [31]
proposes a more aggressive one-shot merging strategy that can be applied
as early as the first encoder layer. In this approach, tokens are grouped into
large graph-based super-tokens using a breadth-first search over the similarity
graph.

2.3 Benchmark Setup

We benchmark two baseline architectures, SegViT and Segmenter, together
with several state-of-the-art token merging mechanisms that reduce the token
count at complementary levels. Specifically, we evaluate two patch-level
merging methods: CTS, which performs a fixed 30% token merging, and
dCTS, a dynamic variant that applies size-dependent thresholds (0.6, 0.8, 0.9,
and 0.9) for 2×2, 4×4, 8×8, and 16×16 patch groups, respectively. We fur-
ther consider DToP, an early-stopping module inserted after the 8th layer with
a confidence threshold of 0.9, as well as STEP, a hybrid method that combines
patch merging via dCTS with DToP, using the same configurations as their
respective base methods. We also evaluate two recent token-level methods:
ALGM, which uses a two-stage dynamic merging strategy (local at the first
layer, global at the fifth) with a 0.95 threshold, and G2TM, which applies
graph-based token merging at the second layer with the same threshold. For
all these methods, we adopt the parameter configurations proposed in the
original papers to ensure a fair and reproducible comparison.

Backbone. All methods are evaluated with a ViT-Base backbone. This model
has 12 transformer layers, 12 attention heads, and a hidden embedding
dimension of 768, resulting in about 86M parameters. This choice enables
fair comparison across methods while keeping a suitable scale for embedded
deployment and a balanced trade-off between accuracy and efficiency.

Dataset. We use the Cityscapes dataset [30], a standard benchmark for eval-
uating urban scene segmentation methods. To analyse how the models scale
with input resolution, we report results at both 768×768 and 1024×1024.
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Metrics. We assess the models in terms of both segmentation quality and
computational efficiency. For accuracy, we report the mIoU, which is the
standard metric in semantic segmentation. To capture runtime performance
under real-time constraints, we measure the throughput in frames per second
(FPS) with a batch size of one. Finally, we estimate the intrinsic compu-
tational complexity of each model in GFLOPs, computed using the fvcore
library.

Implementation. All models are implemented in PyTorch. As none of the
methods could be exported to ONNX, inference was conducted directly in
PyTorch. Section 1.5 discusses the likely causes of these export failures.

Hardware. Experiments are conducted on the NVIDIA Jetson AGX Orin
with 64 GB LPDDR5 and an Ampere GPU (2,048 CUDA cores, 64 Tensor
Cores), operated in its maximum power mode (MaxN, 60 W).

2.4 Results

To provide an initial qualitative assessment, we illustrate the token partition-
ing obtained with different merging-based pruning strategies (Figure 2.2). At
the patch level, we compare CTS and its dynamic variant dCTS, while at
the token level, we show ALGM and G2TM. These visualizations highlight
how merging operates at different granularities and serve as a reference point
for contrasting patch-based and token-based pruning approaches. In general,
all methods reduce the number of active tokens by approximately 40% on
average, except for CTS, which removes a fixed 30% of tokens.

Figure 2.2 Visual examples of pruning with selected SOTA methods (from left to right):
regular grid partitioning, CTS, dCTS, ALGM, and G2TM.
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In terms of segmentation accuracy, Segmenter consistently outperforms
SegViT, achieving higher mIoU across both resolutions. However, as shown
in Figure 2.3, SegViT tends to better capture small or thin structures,
whereas Segmenter provides more accurate and spatially consistent seg-
mentation overall. SegViT is also notably more efficient, requiring fewer
FLOPs and achieving higher FPS. While all evaluated pruning approaches
demonstrate clear theoretical efficiency gains, their practical acceleration is
mainly determined by the pruning method’s design and its implementation
efficiency (Table 2.1 and Table 2.2). For SegViT, when assessed at a resolu-
tion of 768×768, pruning achieves up to a 50% reduction in computational
cost while preserving segmentation accuracy with only about a one-point

Figure 2.3 Segmentation results (top to bottom): SegViT with STEP, Segmenter with
G2TM, and ground truth.

Table 2.1 Performance evaluation on Cityscapes (768×768) of state-of-the-art token reduc-
tion methods integrated into a ViT-Base backbone with different decoders

Method mIoU [%] GFLOPs FPS
SegViT 73.7 301 8.0
+CTS 72.9 190 15.2
+DToP 73.5 233 6.6
+dCTS 72.8 182 15.0
+STEP 72.7 149 7.3
Segmenter 77.6 348 2.9
+CTS 77.6 172 5.3
+ALGM 76.4 199 4.7
+G2TM 76.0 230 4.0
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decrease. At 1024×1024, the reduction in GFLOPs is even more pronounced,
reaching about 70%, though this comes with a larger accuracy drop of up to
three mIoU points. CTS and dCTS provide the best trade-off. In contrast,
STEP achieves the largest reduction in computational cost across resolutions
but shows limited runtime gains. Figure 2.4 illustrates the per-layer behavior
of the model, revealing that throughput does not scale linearly with FLOP
savings. Although fewer tokens are processed in deeper layers, each layer
takes more time to execute, revealing the overhead introduced by the dynamic
masking and control operations of the early-exit mechanism (as in DToP),
which create bottlenecks due to irregular control flow and memory access
patterns.

Table 2.2 Performance evaluation on Cityscapes (1024×1024) of state-of-the-art token
reduction methods integrated into a ViT-Base backbone with different decoders

Method mIoU [%] GFLOPs FPS
SegViT 75.2 670 3.1
+CTS 74.9 403 5.5
+DToP 74.6 500 3.4
+dCTS 72.7 247 9.8
+STEP 72.0 200 6.8
Segmenter 77.1 776 1.2
+CTS 72.2 448 1.9
+ALGM 76.6 381 2.2
+G2TM 75.1 424 2.0

Figure 2.4 Per-layer complexity (GFLOPs) and throughput (FPS) at 1024×1024 for
SegViT+STEP, comparing encoder and auxiliary pruning heads.
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With the Segmenter, similar trends are observed: although pruning
reduces the theoretical cost by nearly half, the real-time performance remains
low, particularly at higher resolutions. At 768×768, CTS achieves the best
trade-off, delivering both the largest FLOP reduction and the highest through-
put. At 1024×1024, it remains efficient but achieves smaller FLOP reductions
than G2TM and ALGM, yielding similar FPS.

2.5 Deployment Challenges in Practice

Deploying optimized TensorRT-based ViT models on the NVIDIA Jetson
Orin platform presents several practical challenges, primarily related to
model conversion into the ONNX format. While ONNX provides a stan-
dardized representation of computational graphs across different frameworks
and hardware platforms, TensorRT uses ONNX as an intermediate format to
enable GPU-accelerated inference through NVIDIA’s optimized libraries. In
practice, the export process often exposes inconsistencies when applied to
complex model architectures. Empirical validation indicates that exporting
all SegViT-based models (the baseline and pruned variants, including CTS,
DToP, dCTS, and STEP) is technically feasible. However, the ONNX runtime
outputs fail to numerically match those of the original PyTorch model,
indicating a fundamental corruption of the computation graph. This issue
already originates from the SegViT architecture itself, even before applying
any pruning. In fact, exporting SegViT to ONNX is challenging due to its
additional dependencies on MMSegmentation [32] and the MMCV operator
set. The main issues come from operator incompatibilities and dynamic
tensor shapes coded in the library itself. Some PyTorch and MMCV layers
in the attention and decoding stages use reshaping operations that are hard to
represent in the static ONNX graph. Consequently, successful export requires
manual graph modifications.

In contrast to SegViT, Segmenter is implemented in pure PyTorch, which
simplifies ONNX export process. Its clean and static design defines a single
deterministic computation graph without conditional branching or external
metadata dependencies. As a result, the exported ONNX model remains
stable and reproduces the PyTorch outputs. However, when extending Seg-
menter with pruning blocks, none of the selected methods allow a successful
ONNX export. Although CTS and G2TM can be exported, the generated
ONNX graphs are found to be incorrect or incomplete. In contrast, ALGM
systematically fails during export. This issue is probably due to non-static
control flow, unsupported custom operations, variable tensor shapes, and
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Figure 2.5 Wrong ONNX export of the G2TM module. G2TM is reduced to two brown
Slice blocks, which separate the [CLS] token from the rest of the tokens, and a Concat
operation. The internal computations responsible for the token merging behavior of G2TM
are not translated at all and therefore do not appear in the ONNX graph.

in-place operations (e.g., scatter_reduce) used to save memory, which dis-
rupted ONNX graph generation. For instance, the G2TM module is exported
using only three ONNX blocks (Figure 2.5), corresponding to a simple
slicing operation on the token sequence to separate the [CLS] token from
the remaining tokens. It represents the first step of G2TM, which prevents this
special token from being merged with others. The two groups are then directly
concatenated with no token reduction applied. In practice, the G2TM module
becomes transparent in the ONNX computation graph. This behavior indeed
arises because G2TM relies on control-flow constructs such as if–else state-
ments conditioned on runtime values or tensor shapes, as well as for loops
whose iteration ranges are determined by computed values. Additionally, it
also relies on third-party libraries (e.g., NetworkX) and performs operations
that convert tensors into Python objects such as lists. These conversions cause
data to leave the tensor computation graph, thereby preventing ONNX from
tracing and representing the corresponding operations.

Overall, the ONNX exporter attempts to freeze the model into a single
tensor-based computation graph. However, dynamic control flow, data struc-
tures such as lists or dictionaries, and unsupported operators prevent a full
conversion, often leading to incomplete graphs or numerical discrepancies
compared to PyTorch outputs.

2.6 Conclusions

Numerous pruning strategies based on token merging or discarding have
been explored in the literature, but only a handful have been adapted or
validated for semantic segmentation. While all selected pruning methods
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achieve substantial theoretical gains with up to a twofold reduction in FLOPs,
they do not always exhibit corresponding improvements in real throughput.
Real-time performance often shows limited improvement because compute
units are underutilized and batching is inefficient. Dynamic operations such
as masking, token selection, and re-indexing are rarely optimized for specific
hardware, adding extra runtime overhead. This issue is further amplified in
dynamic pruning methods, where the number of active tokens varies per
sample. Since modern accelerators are optimized for fixed-size and dense
tensor operations, such variability leads to irregular memory access patterns
and thread divergence. More fundamentally, these inefficiencies stem from a
lack of algorithm–hardware co-design, as most token pruning strategies are
developed under idealized computational assumptions, such as FLOPs reduc-
tion, without considering the behavior and limitations of actual deployment
hardware.

A major challenge lies in deploying pruned models for optimized infer-
ence. In particular, exporting ViT architectures to TensorRT via ONNX often
proves difficult due to compatibility and graph conversion issues. For many
existing pruning methods, dynamic control flow remains one of the most
significant obstacles to seamless ONNX export. Operations involving condi-
tional branching (e.g., pruning rules that apply different thresholds depending
on activation magnitude or token importance) and iterative loops (e.g., pro-
gressive token merging or pruning functions that stop once a confidence target
is reached) introduce runtime variability that conflicts with ONNX’s static
computational graph representation. In fact, ONNX needs all execution paths
and tensor shapes to be fixed when the graph is created. As a result, any
operation that depends on dynamic values like if–else conditions based on
tensor data or loops whose range is decided at runtime cannot be properly
exported. Consequently, achieving a successful conversion requires either
removing these dynamic behaviours altogether or introducing workarounds
such as conditional masking, tensor-based indexing, or custom operators that
preserve the model’s functionality while adhering to ONNX’s static graph
constraints.
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Abstract

Edge computing enables running applications without the added latency
of transferring data to datacenters. With an application processing a video
stream, an AI agent can operate near the end user using these decentralized
servers. Remote Direct Memory Access (RDMA) is a high-speed network
transport protocol (100Gbps and more) that can be run at the edge to facilitate
communication between different systems. This allows processing the video
stream in Data Processing Units (DPUs), instead of running on servers, where
CPU usage is a scarce resource. To demonstrate, we implement a demo
application of a virtual try-on by leveraging RDMA and DPUs, allowing
a better usage of hardware resources. We leverage GStreamer, an industry-
standard framework for processing media streams, and implement an RDMA
network plugin for BlueField DPUs.

Keywords: RDMA, DOCA, BlueField, DPU, SmartNIC, GStreamer, Video
Streaming, Edge Computing.
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3.1 Introduction and Background

Applications based on video processing, such as those required by media
streaming platforms, need to perform various operations on the video stream,
including decompression, image extraction, AI agent execution, and image
compression before sending it back to the viewer. Frameworks such as
GStreamer can be used as a middleware to interface these independent oper-
ations, allowing a pipeline architecture that can run on multiple servers. To
communicate between the hosts, network protocols such as UDP or TCP can
be used natively in GStreamer. However, these protocols are processed by the
kernel, utilizing precious CPU resources and running memory copies, which
wastes memory bandwidth. In contrast, RDMA is a zero-copy protocol that
bypasses the kernel. The packets are directly processed by the network card,
which places data in memory at the proper virtual address using the PCIe
bus. In addition to offloading the network stack, RDMA offers ultra-high
bandwidth, which enables transferring raw images of a video stream, offering
the possibility to offload encoding and decoding to specialized hardware.
GStreamer does not support RDMA out of the box, but can be extended via
plugins. Therefore, we implement an RDMA plugin for BlueField DPUs. It
uses RDMA over Converged Ethernet (RoCE) to be easily integrated into IP
networks.

BlueField is a DPU that integrates an RDMA-capable network card for
both InfiniBand and RoCE networks, and lightweight ARM cores that can be
used to accelerate the application. To run the demo, we use the BlueField-
3 that integrates eight ARMv8.2 A78 cores along with 32 GB of on-board
memory.

Recent research has demonstrated the potential of BlueField DPUs
to offload servers in distributed architectures. For instance, the study by
Kashyap et al. provides a comprehensive performance analysis of BlueField
generations 1 through 3, identifying key trade-offs related to integration
mode (off-path vs. on-path). Notably, we observe a 30% increase in RDMA
latency in on-path mode on BlueField-3 [9]. Additionally, Li et al. show
that computational loads such as compression can be efficiently offloaded
to DPUs using frameworks like PEDAL [10], significantly reducing host
CPU usage. These findings reinforce the relevance of leveraging the hardware
acceleration capabilities of BlueField DPUs for edge video processing.

GStreamer is widely used in embedded systems due to its modularity and
extensibility. In the GOTE architecture, Robaina and Fiorese demonstrate
how it enables a low-latency edge gaming pipeline by integrating NVENC
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hardware encoding [11]. Similarly, the work of Primo da Silva et al. inte-
grates a hardware JPEG encoder into a GStreamer pipeline running on an
FPGA, confirming that GStreamer adapts well to real-time applications in
constrained environments [12].

3.2 Virtual Try-On Application

We base the virtual try-on application architecture on previous work [1], inte-
grating it with GStreamer and RDMA to enable real-time feedback. A virtual
try-on enables users to virtually test clothes using a camera and a feedback
screen, while running multiple AI model inferences on the backend to replace
the client’s clothes. The camera captures the video stream and sends it to
the preprocessing edge server via UDP. The preprocessing server runs the
first AI tasks (OpenPose [3–6], HumanParsing [7]), enabling segmentation

Figure 3.1 Architecture of the virtual try-on application with the two edge servers running
the AI inference, and their DPU encoding/decoding the video.
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of the human body. The proposed approach follows a distributed pipeline
architecture inspired by initiatives like VideoPipe [13], which dynamically
maps video processing tasks across multiple edge nodes based on workload
and network conditions. This allows pose estimation (e.g., OpenPose) to
run on lightweight devices, while the final image generation is offloaded to
more powerful nodes. We adopt a similar split: pose detection and semantic
parsing are executed on the first server, while the virtual try-on rendering
(using VITON) is performed on the second. The original VITON model [14]
introduced a two-stage synthesis pipeline to achieve photo-realistic try-on
results without requiring 3D information and remains foundational to modern
virtual try-on applications. The output of this stage is used as input to the
VITON model [8] in the second server, which generates the final image from
a human mask and the new cloth mask.

We use RDMA to communicate between the two edge servers. Raw
images are sent to eliminate one encoding/decoding step, but increase
drastically the bandwidth requirements of the video stream, which can be
fulfilled thanks to RDMA. In addition, we offload image decoding/encoding
to BlueField-3 DPUs. Indeed, RDMA works between distant hosts but also
between the DPU and its attached host by leveraging Direct Memory Access
(DMA) via the PCIe bus.

To have seamless operation between servers, parts of the application are
integrated into a GStreamer pipeline. RDMA is integrated into GStreamer via
our plugin, which allows zero-copy transfer between hosts.

3.3 RDMA Plugin

GStreamer is a widely adopted multimedia framework; however, it does not
natively support data transport via Remote Direct Memory Access (RDMA).
RDMA enables direct memory access between systems without CPU involve-
ment, providing extremely low latency and high throughput, characteristics
that make it well-suited for real-time multimedia workloads. We present
here a novel GStreamer plugin designed to transfer multimedia streams
using RDMA. Specifically, the plugin leverages the DOCA RDMA API to
enable RDMA-based communication within GStreamer pipelines. It supports
both inter-host RDMA transfers and host-to-DPU DMA communication.
The proposed RDMA plugin integrates seamlessly with existing GStreamer
pipelines, serving as a drop-in replacement for traditional transport elements
such as TCP or UDP.
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Figure 3.2 RDMA plugin integrated in GStreamer. Each operation is independent, and
pipelines communicate via “sources” and “sinks”. The DPU decodes the video while the server
runs the AI inference.

While GStreamer includes native support for TCP, this protocol consumes
significant CPU resources, particularly when handling large data volumes
such as uncompressed video streams. UDP provides better performance but
suffers from reliability issues and payload size limitations. The maximum
UDP payload is restricted to a single MTU (typically less than 8 KiB),
whereas a single raw video frame may occupy several megabytes. In contrast,
RDMA combines high performance with reliability and supports message
sizes up to 1 GB, effectively eliminating this constraint.

The RDMA plugin is implemented in C and C++. Its core is a C++
communication layer built on top of DOCA RDMA, responsible for reliable
transmission and reception of media streams as well as credits-based flow
control. A C interface bridges this layer with the GStreamer framework.
The plugin provides two elements, a source for sending and a sink for
receiving, as shown in Figure 3.2, similarly to how other protocols are imple-
mented, adhering to GStreamer standards and permitting smooth integration.
It enables zero-copy data transfer, allowing buffers to move directly between
hosts without CPU intervention. Furthermore, the plugin ensures reliability
by blocking the sending pipeline when the receiver cannot keep up, thereby
avoiding data loss. The design remains fully transparent to applications and
requires no changes to existing pipeline configurations.

3.4 Experimental Results

3.4.1 Offloading Scenarios

To evaluate the benefits of offloading video processing tasks to BlueField-
3 DPUs, we conducted experiments on a dual-socket Intel Xeon Silver
4416+ server (80 cores), with 128 GB of RAM and two BlueField-3
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DPUs. The experiment simulates an edge computing scenario in which the
server receives a 1920×1080 H.264-encoded, pre-recorded, 30-second video
stream, composed of different landscape scenes, over UDP (representing a
camera), decodes it, re-encodes it, and transmits the re-encoded stream back
to the final client over UDP. In a real-world application, a processing task
would operate on the raw images between the encoding and decoding steps
on the server, such as an AI model inference.

As shown in Figure 3.3, we compare four configurations, each reflecting
whether the encoding step, the decoding step, or both are offloaded. As a
baseline, in the “No Offloading” scenario, the entire decoding and encoding
pipelines are handled by the host server CPU. For “Full Offloading”, decod-
ing and encoding are handled by separate DPUs, with the server managing
only data transfer.

Figure 3.4 reports the server CPU usage over time for each scenario,
measured as the number of logical cores actively used, averaged over mul-
tiple runs. As expected, the “No Offloading” case imposes the highest
computational burden on the host, with CPU usage peaking at around four

Figure 3.3 Tested scenarios to measure the impact of offloading specific algorithms to the
BlueField-3 DPUs.

Figure 3.4 CPU usage of the server under different offloading scenarios for two H.264
encoder preset configurations: ultrafast and medium.
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full cores. The “Decode Offloading” case slightly reduces the load, and the
“Encode Offloading” case significantly reduces it. We observe that most of
the computational cost is in video encoding. In the “Full Offloading” scenario,
where both tasks are delegated to the BlueField-3 DPUs, server CPU usage
drops consistently to near-zero levels, demonstrating a substantial gain in
computational efficiency.

These results highlight the clear advantage of leveraging DPUs to offload
media processing in high-throughput, low-latency edge environments. By
freeing up CPU resources, such offloading strategies enable the server to
host additional applications or scale to handle more concurrent streams
(especially for the decoding step, which is a light computation with data
movement, making it the ideal task for a DPU), without compromising
real-time performance.

In addition to CPU utilization, we measured the end-to-end latency of
the video-processing pipeline across the same set of offloading scenarios.
Figure 3.5 reports the latency distribution observed between the transmission
of a video frame to the remote server and its reception after decoding, re-
encoding, and retransmission. The results show that offloading strategies
not only affect server resource usage but also directly impact end-to-end
latency.

For the medium preset, the results show that Decode Offloading achieves
lower latency than the No Offloading configuration. This indicates that
offloading the decoding stage to the DPU already provides tangible latency
benefits, even when the encoding remains on the host. Since decoding is
largely dominated by data movement and control operations, delegating
this task to the DPU reduces host-side contention and scheduling overhead,
resulting in improved end-to-end latency. In contrast, performing both

Figure 3.5 Latency of the end-to-end video stream under different offloading scenarios for
the two H.264 encoder preset configurations.
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decoding and encoding on the server increases latency despite comparable
encoder settings.

In the ultrafast preset, the relative differences between scenarios are
reduced, as the encoding complexity is significantly lower. In this case, Full
Offloading achieves the lowest latency, while Encode Offloading and Decode
Offloading exhibit similar distributions, and No Offloading remains slightly
higher. This suggests that when encoding complexity is minimized, host-side
processing becomes less dominant, and the benefit of partial offloading is less
pronounced.

Overall, these results demonstrate that the impact of offloading on latency
strongly depends on the encoder configuration. While full offloading is most
effective for latency-critical scenarios with relaxed quality constraints, selec-
tively offloading decoding can already yield meaningful latency reductions
when higher-quality encoder presets are required.

3.4.2 TCP vs RDMA

While both TCP and RDMA are viable transport protocols for DPU offload-
ing, RDMA delivers significantly higher performance and is well-suited
to this edge datacenter environment. To demonstrate this advantage, we
compare the CPU usage of TCP and RDMA implementations, as shown in
Figure 3.6.

Figure 3.6 CPU usage of the “Full Offloading” scenario over multiple runs, comparing when
RDMA or TCP is used as a network protocol.
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The results demonstrate a high contrast: TCP transport exhibits high CPU
consumption with significant fluctuations, whereas RDMA imposes negligi-
ble computational overhead on the server. This near-zero CPU burden makes
RDMA the preferred choice for resource-constrained edge environments
where server CPU cycles must be preserved for application workloads.

3.5 Conclusion

In conclusion, we show that RDMA can be transparently integrated into
GStreamer pipelines via our custom plugin, rather than relying on TCP. This
makes it easier to leverage external accelerators, thereby reducing server CPU
usage in controlled environments, such as edge datacenters, as shown in our
benchmarks. On the other hand, we demonstrate this use case by leveraging
BlueField-3 DPUs to offload video decoding and encoding for a virtual try-on
application.

Beyond the reduction in server CPU usage demonstrated in our bench-
marks, our results highlight the importance of adapting the offloading strategy
to the target application requirements. When low end-to-end latency is the
primary objective and visual quality can be relaxed, fully offloading both
decoding and encoding to DPUs represents an efficient solution, as it min-
imizes host involvement and reduces processing delay. Conversely, for use
cases where output quality is critical, keeping the encoding stage on the host
while offloading decoding to the DPU appears to be a better trade-off. In this
configuration, the computationally intensive but quality-sensitive encoding
process can leverage more advanced encoder settings on the server, while
the DPU efficiently handles decoding, which is largely dominated by data
movement rather than computationally intensive tasks.

These observations suggest that DPU-based media pipelines should not
rely on a single fixed offloading configuration but instead dynamically adapt
encoding and offloading strategies according to application-level constraints,
such as latency, visual quality, and available computational resources. This
flexibility is particularly relevant for edge deployments, where heterogeneous
workloads and fluctuating requirements are common.
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Abstract

In modern manufacturing, Visual Anomaly Detection (VAD) is essential
for automated inspection and consistent product quality. Yet, increasingly
dynamic and flexible production environments introduce key challenges:
First, frequent product changes in small-batch and on-demand manufactur-
ing require rapid model updates. Second, legacy edge hardware lacks the
resources to train and run large AI models. Finally, both anomalous and nor-
mal training data are often scarce, particularly for newly introduced product
variations. We investigate on-device continual learning for unsupervised VAD
with localization, extending the PatchCore to incorporate online learning for
real-world industrial scenarios. The proposed method leverages a lightweight
feature extractor and an incremental coreset update mechanism based on k-
center selection, enabling rapid, memory-efficient adaptation from limited
data while eliminating costly cloud retraining. Evaluations on an industrial
use case are conducted using a testbed designed to emulate flexible produc-
tion with frequent variant changes in a controlled environment. Our method
achieves a 12% AUROC improvement over the baseline, an 80% reduction in
memory usage, and faster training compared to batch retraining. These results
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confirm that our method delivers accurate, resource-efficient, and adaptive
VAD suitable for dynamic and smart manufacturing.

Keywords: Edge AI, TinyML, Continual Learning, Visual Anomaly Detec-
tion, On-device Learning, Industry 4.0.

4.1 Introduction and Background

With the advent of Industrial 4.0, manufacturing is undergoing a shift from
long-term, high-volume production towards short-term, small-batch, and flex-
ible operations [1]. The increasing demand for customization is encouraging
factories to accommodate frequent changeovers and product families with
many variants. However, traditional quality assurance frameworks, which are
typically optimized for stable, large-scale production, can struggle to main-
tain performance under such variability. Visual Anomaly Detection (VAD), a
core element of automated inspection in industry made possible by advances
in computer vision and deep learning, exemplifies this challenge. In dynamic
manufacturing scenarios, each new product variant or revision can introduce
subtle visual differences (e.g., shapes, textures, or coatings), resulting in a
distributional shift in feature space. This can degrade the accuracy of pre-
trained static VAD models, a problem known as data drift. It is necessary to
have VAD systems capable of quickly and continuously learning new product
variations to sustain reliability. While cloud-based retraining is feasible in
theory, it is often impractical due to limited network bandwidth, data privacy
concerns, and factory IT policies that restrict external connectivity. These
constraints highlight the need for modern VAD systems to not only perform
inference, but also learn and update directly at the source where the data is
generated.

In practice, most VAD systems are deployed on constrained hardware
on the shop floor, such as industrial PCs, embedded systems, or camera-
integrated processors, which have limited memory, computational power, and
energy budgets. These systems are generally not designed for model training
which requires significant computational power. Growing interest is being
shown in Edge Artificial Intelligence (Edge AI) and Tiny Machine Learning
(TinyML) to enable continual learning directly on constrained devices [2].
These two paradigms aim to make machine learning (ML) more accessible to
devices with limited capabilities and shift the ML workload from the cloud to
the edge. There have been advancements in hardware [3, 4], software [5, 6],
and the ecosystem [7, 8]. For industrial anomaly detection, the implications
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are transformative. Edge AI and TinyML enable VAD systems to execute
efficient inference and on-device model adaptation without relying on cloud
infrastructure. This reduces latency, enhances system robustness in the event
of intermittent connectivity, and mitigates privacy concerns by keeping sen-
sitive production data within the factory. Furthermore, by fitting the model
architecture and learning strategy to the capabilities of existing shop floor
hardware, factories can avoid modifying the current hardware topology. This
minimises the complexity of integration, the cost of hardware upgrades, and
the risk of disrupting established infrastructure.

Despite the recent development of Edge AI and TinyML, a substantial
gap remains between research and the practical implementation of applying
adaptive VAD on the industrial shop floor. Many existing frameworks, such
as [9–11], depend on large pre-trained backbones or offline batch training
pipelines. These approaches are computationally intensive and data-hungry,
making them poorly suited for the resource-constrained hardware typically
found on the shop floor. Furthermore, edge-oriented methods such as [12]
and [13], primarily aim to achieve high detection accuracy in static conditions
using benchmark datasets such as MVTec AD [14] and VisA [15]. They do
not reflect the variability and continuous change in customized and dynamic
production. As a result, such methods require costly retraining whenever
new product variants are introduced. Although continual learning has been
studied in the supervised domain [16, 17], its application in unsupervised
domain, especially under edge hardware constraints, still lacks discussion.
While recent work [18, 19] has evaluated several VAD methods within a
continual learning setup, their task designs involve large domain shifts, such
as transitioning from detecting anomalies in screws to bottles and cables, or
from brain MRIs to liver CTs and chest X-rays. Consequently, their primary
focus lies in mitigating catastrophic forgetting, where model performance
on earlier tasks drops after adapting to new ones [20]. Nevertheless, these
approaches remain relatively naïve, as they rely on offline subsampling that
assumes full access to the entire dataset of new tasks. Moreover, the extracted
features are simply appended to the memory bank, without considering how
knowledge can be transferred or shared across related tasks to enhance sub-
sequent learning. This limitation becomes particularly critical in small-batch
production settings, where product variants often exhibit subtle differences
and only limited training samples are available. In such cases, leveraging
shared representations and inter-task relationships could enhance adaptability
and detection performance.
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Moreover, as noted by [21], much of the existing research overlooks
the operational realities of the industrial environment, often assuming the
availability of abundant and diverse training data such as that in the MVTec
AD dataset. In practice, however, production environments are tightly con-
trolled, with fixed inspection hardware configurations, including camera,
inspection position, and lighting condition. Consequently, all normal images
(i.e. images without anomalies) of the same product can appear visually
identical, regardless of how many are captured. Collecting additional normal
data, therefore, offers little benefit, as it contributes minimal new information.
This takes the learning scenario into a one-shot setting, where only a single
representative normal sample exists for each product variant. Under these
constraints, leveraging prior knowledge across tasks becomes essential to
support adaptation to new variants. Furthermore, obtaining anomalous sam-
ples, especially labelled ones, is even more challenging while the production
plant is operational, particularly when new product variants are introduced.
These challenges underscore the need for an efficient, resource-aware con-
tinual learning paradigm that can run directly on edge devices using limited
training data, while maintaining consistent inspection accuracy in dynamic
industrial environments.

To tackle these challenges, we extend PatchCore [22] by integrating
efficient on-device continual learning. PatchCore achieves state-of-the-art
performance in unsupervised VAD with pixel-level localization across many
benchmarks [23, 24]. It leverages pre-trained feature extractors to encode
images into a high-dimensional memory bank, known as coreset, which cap-
tures the statistical distribution of normal samples without requiring defect
samples. During inference, test images are compared against the coreset to
determine their similarity using nearest-neighbour search, which enables both
detection and localization. Our framework builds on this concept by incorpo-
rating incremental and resource-efficient adaptation mechanism. Specifically,
we employ a compact feature extractor suitable for constrained hardware
and redesign the coreset update mechanism using an incremental k-center
selection strategy. This allows the system to perform online, memory-efficient
updates by exploiting relationships between embeddings from previous and
new tasks. As a result, the model can efficiently adapt to new tasks with
minimal data and without the need for full retraining.

We evaluate the proposed method on an industrial use case for dynamic
manufacturing using a controlled experimental setup with diverse and inter-
changeable workpieces that emulate real-world production scenarios. The
setup maintains consistent product positioning, camera configurations, and
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lighting conditions to accurately reflect practical inspection environments.
We compare our method with a baseline continual learning approach adopted
in [18] that performs coreset subsampling and appends embeddings from new
tasks to the existing memory bank. To assess the feasibility of our approach on
edge hardware, we deploy and benchmark our method on an NVIDIA Jetson
Orin Nano board, using CPU-only execution. The device features an Arm
Cortex-A78AE processor and 8 GB of memory, representing a realistic low-
power industrial edge computing platform. Experimental results demonstrate
that our proposed method delivers substantial gains in both performance
and resource efficiency. Specifically, it achieves a 12% increase in AUROC
compared to the coreset-subsampling baseline, while reducing memory con-
sumption by over 80% and providing faster learning against the batch training
with a batch size of 10.

The rest of the paper is structured as follows: Section 1.2 introduces our
method. Section 1.3 covers the use case, describes the experimental settings,
and analyzes the results. Finally, Section 1.4 concludes the paper and presents
future research directions.

4.2 Approach

We propose an on-device continual learning framework that extends Patch-
Core for fast, localized model adaptation. The method is designed to operate
efficiently on resource-constrained edge devices deployed in dynamic envi-
ronments, enabling a pre-trained PatchCore model to continuously acquire
inspection capabilities for new tasks (e.g., product variants) using very
limited data, while maintaining performance on previously learned tasks.

PatchCore is a state-of-the-art, memory-bank-based approach for unsu-
pervised VAD that provides pixel-level localization. It leverages pre-trained
feature extractors to transform images into high-dimensional embeddings
stored in a memory bank, or coreset. This coreset effectively models the
statistical characteristics of normal samples without the need for defective
examples during training. At inference, PatchCore computes the similarity
between test image features and those in the coreset using a nearest-neighbor
search. This allows the system to quantify how “unfamiliar” each local feature
is relative to the learned normal distribution, thereby identifying not only
whether an image is anomalous but also where anomalies occur with high
spatial precision.

While traditional PatchCore is effective, its coreset subsampling is typi-
cally performed offline, assuming access to the complete dataset and lacking
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Figure 4.1 Illustration of our framework extending PatchCore for incremental and resource-
efficient adaptation using limited data.

the ability to handle continual updates without full retraining. As illustrated
in Figure 4.1, our framework integrates four key components into PatchCore
to enable incremental and resource-efficient adaptation, reducing latency and
eliminating the need for a full offline dataset or the transfer of sensitive data
beyond the local network. These components are:

• Streaming data consumption in an online learning manner,
• A data augmentation mechanism,
• A lightweight feature extraction backbone, and
• An incremental coreset update mechanism based on k-center selection,

incorporating the principles of online learning.

Each component is described in detail below.

4.2.1 Streaming Samples

With the concept of online learning, data arrives sequentially, one sample
at a time, which aligns well with industrial scenarios where new data, such
as samples from new product variants, are continuously captured and pro-
vided. Rather than assuming access to large offline datasets, our framework
operates in a streaming data setting, where normal samples are processed
as they arrive during operation. This paradigm updates the model using one
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sample per iteration and then discards it, ensuring that only a single data
instance is held in memory at any given time. Consequently, this approach
significantly reduces memory overhead and enables efficient training even on
resource-constrained devices.

4.2.2 Data Augmentation

Each incoming image sample undergoes optional data augmentation opera-
tions, such as sharpening and blurring, to generate additional samples that
enhance the diversity of local texture patterns without altering the overall
appearance. Although the original PatchCore method does not employ data
augmentation, prior studies [25] have demonstrated that augmentation is
crucial for achieving state-of-the-art performance, particularly in scenarios
with limited training data. This strategy improves the model’s robustness to
minor visual variations, such as camera noise, and enhances its generalization
to unseen conditions.

4.2.3 Lightweight Feature Extractor

After the optional data augmentation step, each image is passed through a
lightweight feature extraction backbone. The backbone converts the image
into a set of patch-level embeddings that capture its local feature information
with normal visual distribution. In this work, a pre-trained lightweight image
model, such as MobileNetV3 [26] trained on ImageNet-1K, is employed
as the feature extractor. MobileNetV3 contains approximately 3.9 million
parameters and is specifically designed to meet the computational and
memory constraints of edge hardware, reducing inference latency while
maintaining strong representational capacity. Compared to the default Wide-
ResNet backbone used in PatchCore, which has approximately 69 million
parameters, it offers a more resource-efficient alternative that achieves a
balance between efficiency and performance. Depending on the available
hardware resources, larger or smaller backbones may also be selected to
further optimize feature extraction.

4.2.4 Incremental k-Center Selection and Memory Bank Update

Traditional PatchCore constructs a coreset memory bank M=m1,m2, . . . ,mk

from normal patch features using offline subsampling, which represents the
statistical distribution of normal appearances. While effective, this process
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assumes access to the entire dataset and cannot accommodate continual
learning.

To overcome this problem, we introduce an incremental k-center selection
strategy that enables memory-efficient coreset updates incorporating the con-
cept of online learning. Compared to existing continual learning approaches
in [18] and [19], where the memory bank is updated in a single step by
subsampling standalone patch features from all available data of a new task,
our method updates the memory bank continuously by comparing each new
data sample with the existing memory bank, one sample at a time. When each
new data arrives, a set of locally aware patch features N is extracted using
the lightweight backbone. The incremental k-center selection algorithm then
identifies the most informative subset of features M′ in N by comparing it
with the existing memory bank M based on their distances in feature space.
Mathematically, each candidate feature p ∈ N is evaluated using the distance
metric

d (p,M) = minmi∈M∥p−mi∥2.

Features with the highest distance scores are incrementally added to M′,
which are in the end appended to the memory bank M. By referencing prior
feature distributions, this continual coreset growth mechanism has two major
advantages:

• It maintains representational knowledge from previously seen samples,
and

• It efficiently selects diverse new representations with high information
content, consuming minimal computational and memory overhead.

During inference, a test sample is processed through the same lightweight
feature extractor to generate patch embeddings ti ∈ T . These embeddings are
then compared against the updated coreset using nearest-neighbour search in
the feature space

si = min
mj∈M

| ti −mj |2.

The resulting distance si represents the anomaly score for patch i. Higher
scores indicate greater deviation from the learned normal feature distribution.
By mapping these patch-level scores back to their spatial positions, a pixel-
level anomaly map is obtained, highlighting potential defect regions. The
overall image-level anomaly score is computed as either the maximum or
average of all patch-level scores, providing a comprehensive measure of the
sample’s abnormality.
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4.3 Experiments and Evaluation

We quantitatively evaluate our method using an experimental setup that
simulates a dynamic manufacturing scenario with frequent product variations.
We compare our approach against a continual learning baseline regarding
various metrics, such as AUPR, AUROC, memory overhead, and inference
latency. To examine the performance at the edge, the method is deployed and
benchmarked on an NVIDIA Jetson Orin Nano (CPU-only), representative of
low-power industrial edge hardware.

4.3.1 Use Case

Our use case focuses on VAD of five workpieces representing manufactured
products. The inspection setup, shown in Figure 4.2, consists of a fixed
industrial camera (Siemens SIMATIC MV500) mounted above a holder
designed to accommodate five workpiece positions. Multiple workpieces with
five different shapes are used in the experimental setup. Each workpiece
can be freely placed in any of the five positions, with possible repetition

Figure 4.2 Testbed with a Siemens SIMATIC MV540 camera and five different workpieces
on the holder.
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Figure 4.3 A collection of normal samples of various workpiece combinations.

and 180◦ yaw rotation, resulting in more than 50,000 unique combinations.
These variations effectively emulate the diversity of product configurations
encountered in dynamic, small-batch manufacturing environments.

Figure 4.3 and Figure 4.4 illustrate representative normal and abnormal
workpiece configurations captured by the camera. Given the vast number
of potential configurations, training a single VAD model that generalizes
across all of them is impractical for edge deployment. Furthermore, collecting
extensive image datasets per variant offers limited benefit in this unsupervised
setting, as images of the same product variant under such controlled inspec-
tion conditions are nearly identical aside from minor camera noise. The key
challenge, therefore, lies in enabling rapid on-device continual learning of
a pre-trained VAD model to new combinations using only a few, or even a
single, normal image per variant.

Figure 4.5 and Figure 4.6 illustrate the prediction results of a trained
model on normal and abnormal samples, respectively. These examples
demonstrate the capability of the PatchCore model not only to detect
abnormal images but also to accurately localize defective regions through
anomaly maps, thereby enhancing interpretability and explainability in visual
inspection.
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Figure 4.4 A collection of abnormal samples of various workpiece combinations.

Figure 4.5 Example of the model prediction on a normal sample.

4.3.2 Experiments Design

We investigate the continual learning capability of a pre-trained PatchCore
model when adapting to new workpiece combinations. All experiments start
with the same model, trained using the traditional PatchCore method on
117 images, each corresponding to a distinct workpiece configuration. These
117 variants represent standard product lines and already pose a consider-
able challenge for a single inspection model. Throughout the experiments,
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Figure 4.6 Example of the model prediction on an abnormal sample with highlighted
defective region.

the lightweight MobileNetV3 backbone is employed to extract patch-level
features.

Subsequently, the model is presented with new workpiece configurations
that were not included in the initial training set, where a degradation in
detection performance is expected due to data shifts. To address this, we
enable continual adaptation by fine-tuning the model online using only a
single normal image per new variant. During this process, both the model’s
performance and the associated hardware requirements are monitored. Here,
model performance is evaluated on a fixed dataset comprising 35 unseen
workpiece variants, each containing one normal image and multiple abnor-
mal images. The evaluation metrics include the AUPR and the AUROC,
which together capture the model’s ability to discriminate between normal
and abnormal samples under class imbalance, an inherent characteristic of
anomaly detection tasks. Hardware efficiency is assessed in terms of memory
consumption and inference latency to evaluate the practicality of the approach
for edge deployment. We compare our method against a baseline continual
learning algorithm from [18], which applies coreset subsampling to extract
patch features of given data and append them to the memory bank. Addition-
ally, ablation study is conducted to analyze the impact of key components
of our approach, including online adaptation and data augmentation. All
experiments are repeated multiple times, and average results are reported to
ensure reliability. Hyperparameters are tuned for stable performance rather
than for maximal optimization.

4.3.3 Evaluation

Figure 4.7 shows the learning progress across different training configura-
tions, showing that the AUPR increases as more normal samples are used
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Figure 4.7 Learning progress of different configurations: AUPR vs. number of normal
samples used for finetuning.

for continual learning. A higher AUPR indicates stronger capability in cor-
rectly identifying anomalies while reducing false alarms. Here, the baseline
shows the slowest improvement, suggesting limited adaptation efficiency. In
contrast, our approach incorporating incremental k-center selection achieve
faster and more stable performance gains. Also, in the last two configura-
tions, we compare the performance of data augmentation with and without
a constraint on the patch feature size. Data augmentation naturally increases
the amount of training data, resulting in more features to extract. In the third
training configuration, we restrict the number of extracted features added
to the memory bank to match that of the second configuration, which does
not use augmentation. The results demonstrate that data augmentation can
substantially improve model performance, even when the number of extracted
features is constrained, effectively balancing accuracy gains with memory
overhead.
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Figure 4.8 shows the AUROC as a function of the number of nor-
mal samples used for fine-tuning. AUROC reflects the model’s ability
to distinguish normal from abnormal samples across various thresholds.
A similar trend is observed: methods incorporating incremental k-center
sampling and data augmentation achieve the best performance, confirming
their effectiveness in improving detection accuracy with limited fine-tuning
data.

Table 4.1 summarizes the final detection performance under different
training configurations. The “Pre-trained (Lower Bound)” represents the
model’s initial performance without any fine-tuning, serving as the minimum
reference point. The “Pre-trained + BL (Upper Bound)” corresponds to the
batch learning setting, where the model is trained with full access to all
normal samples, establishing the performance ceiling. Among the online
learning configurations, the baseline approach shows moderate improvement

Figure 4.8 Learning progress of different configurations: AUROC vs. the number of normal
samples used for finetuning.
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over the lower bound. Incorporating incremental k-center selection further
narrows the gap. With data augmentation, the performance surpasses that of
batch training, even when using a limited patch feature size.

Table 4.2 shows that our online learning methods require significantly
less memory than batch learning, reducing usage from around 221 MB to 23
MB for training. The inference stage demands only 0.56 MB, demonstrating
that the proposed online learning framework enables efficient training and
deployment on memory-constrained devices.

As shown in Table 4.3, our method requires minimal memory for feature
storage thanks to the lightweight feature backbone combined with incre-
mental k-center selection. Overhead increases linearly with the number of
samples. This demonstrates an efficient balance between memory usage and
performance, enabling scalability under constrained resources.Table 4.4 com-
pares the average training and inference latency across two platforms. Our

Table 4.1 Comparison of final detection performance under different configurations, OL:
Online Learning, BL: Batch Learning

Pre-
trained
(Lower
Bound)

Pre-
trained
+ BL
(Upper
Bound)

Pre-
trained
+ OL +
Coreset
Subsam-
pling
(Base-
line)

Pre-
trained
+ OL +
Incre-
mental
K-
Center

Pre-
trained +
OL +
Incremen-
tal
k-Center
+ Aug-
mentation

Pre-trained +
OL +
Incremental
k-Center +
Augmentation
with Limited
Patch Feature
Size

AUPR 0.829 0.972 0.908 0.961 0.998 0.977
AUROC 0.535 0.912 0.776 0.890 0.992 0.929

Table 4.2 Comparison of memory overhead for training and inference under different
configurations, OL: Online Learning, BL: Batch Learning

Training: OL
+ Coreset
Subsampling
(baseline)

Training: BL with
Batch Size 10 +
Incremental
K-Center (baseline)

Training:
OL +
Incremental
K-Center

Inference:
OL +
Incremental
K-Center

Memory Over-
head (MB)

24.1 227.1 23.1 0.56

Table 4.3 Comparison of memory overhead for storing different numbers of the training
samples

One Image Three Images Ten Images
Memory Overhead (MB) 0.06 0.18 0.62
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Table 4.4 Comparison of average latency for training under different configurations on two
platforms

Training (ours vs. batch
learning)

Inference (ours vs. batch
learning)

Laptop – Intel Ultra 5 235U
(seconds per epoch)

0.18 vs. 1.97 0.19 vs. 2.02

Jetson Nano - Cortex-A78AE
(seconds per epoch)

0.45 vs. 5.08 0.57 vs. 6.34

method achieves substantially lower latency than batch learning, enabling
efficient operation even on constrained devices. Moreover, the minimal
gap between training and inference times demonstrates the framework’s
consistency and suitability for real-time applications.

4.4 Conclusion and Outlook

We presented a novel on-device continual learning framework for unsuper-
vised VAD in dynamic manufacturing environments. Our approach integrates
online learning, a lightweight feature backbone, and incremental k-center
memory updates into the standard PatchCore algorithm to achieve strong
performance under tight resource budgets. Experimental results show that our
method outperforms the coreset subsampling baseline in both accuracy and
efficiency. It achieves a 12% improvement in AUROC, reduces memory usage
by 80%, and enables significantly faster training. Furthermore, evaluation
on a Jetson Nano (CPU-only) confirms its suitability for industrial edge
deployment, providing an order-of-magnitude speedup over batch learning
and maintaining a minimal training–inference latency gap, with memory
overhead below 25 MB for training and below 1 MB for inference.

Looking forward, several avenues can be further explored to strengthen
our work. From a practical perspective, future efforts can focus on deploying
the framework across additional industrial use cases to validate its general-
ity and robustness. Methodologically, integrating more advanced continual
learning mechanisms, such as enhanced knowledge retention, is a promis-
ing way to improve long-term adaptability. In parallel, exploring memory
bank optimization techniques such as dimension reduction and quantisation
can further reduce the resource requirements of our method. These future
advancements aim to broaden the applicability of our approach as an on-
device continual learning solution for adaptive VAD in flexible industrial
environments.
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Abstract

Graph Neural Networks (GNNs) have proven effective for intrusion detection
by modeling the relational structure of network traffic. However, the high cost
of graph construction often dominates the overall prediction time, limiting
real-time applicability. In this work, we propose a GPU-accelerated frame-
work that speeds up not only GNN inference but also the graph construction
phase. Unlike traditional approaches that build the adjacency matrix from
scratch for each input graph, our method introduces a precomputed default
adjacency matrix, generated in parallel on the GPU, which is then selectively
modified for each graph instance. Node features are also computed using
GPU threads, enabling end-to-end graph generation and inference entirely
within GPU memory. Experimental results on the 5G-NIDD dataset show
a consistent speedup of approximately 1.22× over CPU execution, while
preserving detection accuracy. This work demonstrates the feasibility of
deploying GNN-based intrusion detection systems in time-sensitive environ-
ments by optimizing both algorithmic design and hardware utilization.

Keywords: Graph Neural Networks (GNN), GPU Acceleration, Intrusion
Detection, Cybersecurity, CUDA.
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5.1 Introduction and Background

The interest in graph neural networks (GNNs) has been growing in recent
years. This is thanks to their outstanding ability to model and learn from
non-Euclidean data [1] like graphs, allowing them to incorporate relational
information into the learning [2]. In fact, GNNs have proven useful in
intrusion detection in computer networks as highlighted in [3].

Nonetheless, real-time deployment is challenged by the prediction time
TPrediction, defined as the summation of the graph construction time TGraph

and the inference time TInference, which is almost entirely dependent on
TGraph because TInference is negligible as shown in Figure 5.1.

This paper proposes utilizing the GPU to accelerate the graph construc-
tion, reducing TPrediction. Following the Single Instruction Multiple Data
(SIMD) paradigm, the GPU executes the same instruction on multiple data
items in parallel using threads [4].

As key enablers to deep learning (DL), GPUs are particularly suitable for
the acceleration of matrix operations, which constitute the backbone of neural
network training and inference [5]. Since matrices are used to model graphs
[6], GPUs can be used to accelerate their computations.

A graph G = (V, E) is defined by a set of nodes V and a set of edges E.
To model this graph, two matrices are required: the feature matrix X and the
adjacency matrix A [7]. Constructing X involves organizing the features of the
nodes in V such that each row of X contains the features of one node, resulting
in a matrix of size |V | × n where n is the number of features. The matrix A,
instead, is a binary square matrix of size |V | x |V | with entries reflecting the
existence of edges between nodes.

Figure 5.1 Total Prediction Time vs Graph Construction Time.
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Several GPU Graph libraries exist; however, they are mostly general
purpose and they do not provide the flexibility needed to construct a graph
from incoming packets. For instance, systems such as cuSTINGER [8] and
Hornet [9] support inserting and deleting edges while keeping the ver-
tex set unchanged. cuSTINGER offers a flexible, dynamic adjacency-list
structure on GPUs and was one of the earliest demonstrations of high-
throughput GPU updates. However, its memory layout is not well suited
for fine-grained, real-time insertions. Network telemetry commonly arrives
as numerous small, time-ordered events rather than large, uniform batches,
and cuSTINGER’s dependence on batch-oriented processing can cause sub-
stantial latency increases and update stalls—problems that are especially
detrimental for intrusion detection or online flow tracking.

GNNs learn from graphs by performing two operations: (i) message
passing and (ii) embedding update [10]. That way, nodes aggregate their own
embeddings with those of their neighbors. The aggregation can be executed
in a number of ways, including graph convolutional networks (GCNs) and
graph attention networks (GATs). Usually, the final aim of graph learning is
node classification, edge prediction or graph classification.

In any case, choosing how to accelerate a graph algorithm depends on
the application at hand. So, one must consider the patterns and trends in the
application and decide how to apply GPU acceleration accordingly.

5.2 Main Text

Recalling some of the concepts in [3] is needed before outlining the proposed
methodology. In [3], Raw packets are transformed into a traffic graph G =
(V, E) whose nodes are identified by a flow id. The flow id is defined by
the source IP, the source port, the destination IP, the destination port and the
protocol. Each node contains a set of packets of the node’s flow id.

The construction of the graph is completed by connecting the nodes via
edges. Two nodes v1 and v2 have an edge if:

• R1: the flow ids of the two nodes are different but Src(v1) = Dst(v2) or
Src(v2) = Dst(v1).

Hence, constructing the graph can be summarized in 4 steps: (i) collecting
packets; (ii) extracting features; (iii) filling the nodes; and (iv) constructing
the adjacency matrix.

The initial two steps are straight-forward, so the last two steps are suitable
candidates for the GPU acceleration. Adding a packet to a node involves
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extracting the packet’s flow id. Upon the existence of a node with the
same flow id, the packet gets inserted into that node where its features are
aggregated with the existing ones. Otherwise, a new node is created where
the packet can be inserted. Neglecting the complexity of the aggregation, the
complexity of the node creation process is linear in the number of packets
(O(|P |)).

To construct the adjacency matrix, nodes are ordered chronologically.
Then, the edge condition is checked by comparing each node with all the sub-
sequent ones. If it holds, then the two nodes get connected by an undirected
edge. This means setting the corresponding entry in the adjacency matrix to
1. Clearly, this algorithm has a quadratic complexity in the number of nodes
(O(|V |2)).

Upon successfully terminating these steps, the constructed matrices are
passed to the GPU where the GNN inference gets performed. This transfer
has an overhead that can be eliminated by constructing the graph directly
on the GPU. That way, the GPU parallelization capabilities can be further
utilized in speeding up the entire process.

However, achieving this paradigm shift requires handling two main prac-
tical challenges. First of all, memory pre-allocation is required in GPU
programming, meaning that the number of nodes must be decided in advance.
Furthermore, the adjacency matrix construction requires a unique mapping
between actual IP addresses and adjacency matrix indices.

Fortunately, a classification window of 75 packets is sufficient to make
accurate predictions according to [3]. In that case, the session may have up
to 150 unique addresses. With this, the default adjacency matrix, defined to
be the matrix corresponding to the case where there are packets between all
pairs of addresses in the session, can be constructed. The size of this matrix
will be 1502 × 1502 This solves the first challenge related to the pre-allocated
memory.

The default matrix is invariant for all sessions of size N, so it can be built
only once in the beginning. The procedure that highlights building the default
matrix using the GPU is shown in Alg. 1. Each thread considers one node
and fills its corresponding row and column in the matrix according to the
edge condition (R1).

The second challenge requires finding a bijective function whose bijectiv-
ity holds only within the session. This means that the output of the mapping
must correspond to one and only one address in the session and, in turn,
each address must correspond to one and only one output. So, this bijective
function can be defined as f : x→ N where x ∈ {Src(v), Dst(v) ∀v ∈ V}. In
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the case where N = 150 addresses, the output of f should be a natural number
in the set {0, 1, 2, ..., 149}.

While hashing is the preferred implementation for this mapping, it is very
challenging to come up with a hash function that has the desired bijective
property due to potential conflicts. Since the address space is much larger
than the integers of the mapping, finding such a function is almost impossible.
It is, however, possible to use an in-GPU dictionary data structure, but to the
best of our knowledge, no such implementation exists in python. Therefore, a
GPU-accelerated k-means clustering algorithm with k equal to the number of
addresses is used. This guarantees that each address during the session will be
mapped to one and only one integer between 0 and k-1, ensuring the bijective
property within the session.

The constructed default adjacency matrix may be later modified by each
graph, reflecting the actual flows.

To measure the performance brought by the GPU acceleration, a machine
with an NVIDIA Tesla T4 GPU1 is used to execute a number of tests.

A. Graph Initialization Time vs Window Size

The graph initialization outlined in Alg. 1 is executed to measure the time of
execution. This is done by considering different classification window sizes

1 https://www.nvidia.com/en-us/data-center/tesla-t4/
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Figure 5.2 Graph Initialization Time.

Table 5.1 CPU vs GPU F1 Score
Metric CPU GPU
F1 Score 83.9% 83.78%

(N) and recording the execution times of each. The maximum considered size
is 75 due to the GPU memory limitations. Statistical significance is ensured
by executing the test 30 times to run a t-score test. Figure 5.2 reports the
average of these runs along with the 95% confidence interval.

B. CPU vs GPU

In addition, it is important to measure the actual performance gain upon
executing the GPU acceleration with respect to the original CPU implemen-
tation. Here, the total time to build n graphs is measured by considering
different numbers of constructed graphs and recording the corresponding
total construction time. The window size of the constructed graphs is set
to 75 packets. They are constructed on the CPU and the GPU showing a
GPU speedup of 1.22x with respect to the CPU as shown in Figure 5.3.
Furthermore, it can be noted that the average F1 score, measured by averaging
the F1 scores of 10,000 classification sessions for each implementation,
remains almost identical as shown in Table 5.1. The slight change is attributed
to the difference in floating point precision between the CPU and the GPU.
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Figure 5.3 CPU vs GPU Graph Construction Time

5.3 Conclusion

In conclusion, this paper introduces GPU acceleration to the GNN intrusion
detection system proposed in [3]. This acceleration speeds up the graph
construction by constructing the default adjacency matrix using parallel GPU
threads. At system startup, this matrix gets computed and stored to be later
adjusted by each graph according to its actual edges. The improvement in
performance is manifested by the fact that the accelerated system is 1.22 times
faster than the original CPU-based system.

In the future, the memory requirements of the system will be considered.
This is important to mitigate the exploding space requirements of the default
adjacency matrix. A possible direction, therefore, is investigating sparse
matrix representations to store it.

Moreover, considering GPU memory access patterns in the outlined algo-
rithms may lead to performance gains. So, a memory-aware design of the
algorithms is also another possible future direction.

Finally, to reduce the data size, using a different number representation
is useful. So, instead of using 32-bit floating point numbers, 16-bit floating
point representations like Bfloat16 [11] may be considered.
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Abstract

This paper aims to showcase the potential of extending the open-set semantic
approach enabled by vision-language model embeddings for autonomous
robot perception through the introduction of a vector-valued voxel mapping
software package - SLAMVDB, short for "SLAM vector database", capable
of terrain segmentation after introducing a lightweight closed-set classifier
in the map retrieval stage. This technology integrates point clouds and
camera images to construct semantic maps, with a focus on applications in
outdoor autonomous robotics. A single neural network inference pass on
the image generates pixel-wise embeddings, which are fused into an octree-
based spatial data structure. Information in the map is then retrieved by
performing vector similarity searches with respect to text or image embed-
dings, or specific lookup vectors obtained through supervised learning on a
discrete class set in the terrain segmentation task. The map is shown to be
capable of performing terrain segmentation for robot navigation, with overall
accuracy as high as 87.35% on track 00000 of the Rellis-3D data set, with
a coarse-grained 5-class ontology. This paper describes the implementation,
verification procedure and evaluation results of the system.

Keywords: open-set semantics, vision-language models, edge AI, SLAM,
robotics.
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6.1 Introduction and Background

In outdoor-focused industries such as agrifood and forestry, demographic
shifts as well as the often physically demanding, tedious and even dangerous
nature of the work present the looming prospect of labor shortages [1].
While current staffing levels may still be sufficient to maintain productiv-
ity, careers in these industries are failing to attract sufficient numbers of
replacements as the current workforce retires, resulting in an “aging out”
phenomenon. Other industries, such as manufacturing, have for decades
successfully employed robotics to both increase productivity and combat
labor shortages. In predictable environments the go-to method for deploying
robotic systems remains programming by hand. Advances in machine learn-
ing, especially in terms of perception, have enabled robots to adapt to their
surroundings through object detection and pose estimation [2]. Moreover,
when combined with mobile bases, mass adoption of robotic solutions has
also reached beyond the static manufacturing line into domains such as ware-
house management [3]. However, it must be noted that technology readiness
and adoption rapidly decline as the operating environments trend towards the
less structured – such as semi-structured farms [4] and unstructured forests.

As soon as a robot departs the confines of a predefined environment,
autonomy requires tackling the challenge of Simultaneous Localization and
Mapping (SLAM) [5]. However, for a robot to perform complex tasks, its
environmental models must be constructed to be not only spatially accurate
but also imbued with semantic annotations that encode the meaning and func-
tion of objects and surfaces. Prior methodologies in semantic mapping have
typically followed a discrete classification paradigm. The discrete seman-
tic mapping approach is exemplified by systems such as SemanticFusion
[6], which produces surfel cloud maps with class tags. The introduction of
Vision-Language embedding Models (VLMs), such as CLIP [7], has paved
the way for a new, more flexible approach: open-set semantics. Through
self-supervised joint learning of text and image embedding models on large-
scale internet-sourced datasets, these models learn to project images and
their descriptions to nearby points in a high-dimensional latent vector space.
Such a capability enables zero-shot generalization to novel concepts without
requiring retraining of the entire vision model. Before this technology can be
effectively leveraged in robot control, multiple hurdles need to be overcome.
The first involves taking the step from embedding images as a whole, as in the
original CLIP model, to producing a latent space embedding for each pixel –
resulting in a feature map. One approach, as taken by LSeg [8], performs
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end-to-end training using a pre-trained text embedding model. An image
segmentation model is directly trained to produce a feature map, using vector
embeddings of class names for the final vector similarity comparison. A more
involved, two-stage route is taken by conceptfusion [9]. They use the Segment
Anything Model (SAM) [10] to first partition the image into proposed masks,
then individually crop a region around each mask, embed it as a single vector,
and add this resulting embedding vector to the feature value of each pixel in
the object mask.

With a feature map in hand, the next step is volumetric data association.
For example, conceptfusion adopts the same surfel approach as taken by the
previously described discrete-valued SemanticFusion system, producing an
unsorted list of surfel elements. Alternatively, one may also construct implicit
spatial representations by modifying Neural Radiance Fields (NeRFs) to
predict the latent space embedding of each spatial coordinate rather than
its appearance [11]. In this case, the “map” is not stored as an explicit data
structure, rather being encoded in the weights of the radiance field model.
However, one of the classic approaches to building volumetric maps con-
taining arbitrary data is the octree grid map. Indeed, this is also the approach
adopted in the authors’ previous work [12], where the OctoMap [13] software
package was extended to permit storing latent space embeddings and allow
vector similarity search operations – yielding the Vectree system.

The principal goal of the work described in this chapter was demon-
strating the applicability of open-set semantics for a different use-case and
different information retrieval pattern. The software package introduced here,
SLAMVDB [14], is first and foremost designed to accomplish a critical
task for autonomous, mobile robotics: terrain segmentation for navigational
purposes. Existing approaches to terrain segmentation often rely on models
trained specifically for this task on limited datasets, which may not gen-
eralize well to novel environments, a challenge addressed by architectures
like GANav [15]. This, while achieving substantial improvements over the
then-SotA, requires a highly bespoke vision model architecture. The novel
contribution outlined here is to instead leverage the open-vocabulary power of
VLMs, applying an off-the-shelf, pre-trained LSeg vision model with frozen
weights to the terrain segmentation problem. We use supervised learning only
for creating a specialized set of query vectors, optimized on a small data set
to build a discrete classifier operating on latent space embedding features,
which can perform retrieval operations in either the image or voxel domain
– the latter allowing many observations of a voxel to be fused and averaged
over time.
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6.2 Approach and Implementation

Before the problem of semantic mapping can be considered, a means of
obtaining the robot’s position and orientation as well as sufficiently dense
distance measurements is required. The already mentioned Vectree system
did not have to contend with the high intensity ambient lighting often present
in outdoor scenery, and therefore relied on depth (RGB-D) images for ranging
information. There are multiple advantages inherent in this approach – depth
images are, in most systems, synchronized and overlapping with the color
image channel by construction. For some cameras, the color image is directly
used in constructing the depth cloud, which means their projective parameters
are identical. However, this isn’t always the case and the cameras deployed for
testing Vectree require the intrinsic and extrinsic parameters of each channel
to be processed separately. A marked disadvantage for both types of depth
cameras, however, is their reliance on structured illumination patterns emitted
by the device. These limit the camera’s effective range and are easily washed
out by the sun outdoors. With these limitations in mind, the data modality
of choice for large-scale mapping outdoors is a combination of LiDAR for
ranging and RGB for performing semantic inference. EDI has developed a
portable sensor package for collecting this type of data and already deployed
it in collecting the EDI-SLAM data set [16]. Data in a similar format are also
available in other public data sets – for example, RELLIS-3D [17], which
contains not only the raw images and scans, but also high-frequency ground
truth pose estimates and highly detailed point-wise discrete semantic labels.

6.2.1 Overall architecture

The sparsity inherent in mechanically scanned LiDAR point clouds renders
surface reconstruction-based map formats such as surfel clouds impractical
for many applications due to wide gaps between scan lines. Implicit spatial
representations such as NRFs do not have straightforward scaling properties
and their method of storing data about the volume is entirely opaque, as model
parameters. Voxel occupancy grids, which are well understood and widely
employed in LiDAR SLAM systems present the most suitable data structure
when designing a semantic mapping system for the intended use case. These
efficiently store even very large maps, and simplify map update procedures
through the log-odds update rule [13].

The sensor modality and fundamental geometric structure of the map
motivate the SLAMVDB system architecture, depicted in Figure 6.1. It
needs to be able to process images and scans arriving asynchronously, at
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Figure 6.1 Architecture of the SLAMVDB semantic mapping system.

different frequencies, localize the robot, construct a consistent geometric
map of the robot’s surroundings, and fuse the semantic features extracted
from images into this map as they arrive. Hence, the major subsystems in
the architecture are the Tracker and Mapper (loop-closer) for localization;
a Semantic Inference (image segmentation) module abstracting the neural
network-based image processing; and the core of the system – a Voxel
Map, which stores the environment model and exposes interfaces for lookup
operations. Communication between the subsystems – independent software
packages in their own right – is implemented using ROS2 [18]. The core
voxel mapping application is written in C++. The integrated SLAM mod-
ules are written in Python. ML inference is performed by EDI’s fork of
LSeg [19].
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6.2.2 Localization

While purely visual or visual-inertial SLAM systems exist and, under certain
circumstances, attain accuracy sufficient to ensure successful robot nav-
igation, LiDAR, which will be available in any deployment or data set
SLAMVDB is intended to be used with by construction, still offers greater
reliability and tracking accuracy. The SLAMVDB architecture is, in princi-
ple, agnostic to the localization provider, but out of the box it ships with
two tracker module options and a loop closing mapper. For data sets and
deployments where IMU data are available, an integration with the off-the-
shelf fast-lio2 [20] LiDAR-inertial odometry system is provided. No matter
what sensor set-up and algorithms are employed for scan-to-scan tracking,
error accumulation over time – drift – is expected. To mitigate this, loop
closures or position fixes are required. The mapper module exists to accom-
plish this through pose graph optimization (PGO). This package is decoupled
from the tracking module through ROS. It combines the basic ICP-based
submap alignment principle employed by lidarslam_ros2 [21], where a new
submap is periodically inserted into a list and compared to previous submaps
to detect when the same location has been revisited based on tracker pose
estimates, augmented, with a ScanContext [22] re-implementation in Python
that enables detecting loops even when drift has accumulated too much for
raw ICP-based loop detection.

6.2.3 Vector-valued voxel map

The fundamental building block of the semantic voxel map remains the
vector-valued octree initially introduced in Vectree, though SLAMVDB re-
implements it from scratch rather than using an extension of OctoMap.
The log-odds occupancy update rule remains unchanged. However, the shift
from synchronized and co-located RGB-D data for both range and semantics
to LiDAR scans combined with RGB from a camera requires a different
approach to integrating semantic data. Only a fraction of the points available
in every scan will, as a general rule, be directly observed by the camera
due to a much more limited field of view and substantial parallax. Hence,
during the integration of voxel semantic values vx with the projectively
associated image features vπ(x), the existing cell occupancy value reflects
the LiDAR observation count, not the visual one, and thus cannot be used
directly. Instead, for each visually observed map cell an increment counter
nx is implemented, allowing for integration by the rolling average given in
Equation 1.1.



6.2 Approach and Implementation 101

vx ←
nx ·vx+ vπ(x)

nx+1
(6.1)

Another fundamental difference is in the projective data association
algorithm. For depth cameras with identical depth and color projection
parameters, there exists a 1:1 mapping between pixels and points, allowing
for a trivial data association. When images and range scans are no longer syn-
chronized, and the voxels grow large relative to image pixels, voxel-to-pixel
projection and occlusion modeling is required, which has been implemented
in OpenGL [23], projecting the integer indices of voxels onto the image plane.

For performance reasons, octree maps are typically constrained in their
maximum extent by the need to preserve a bijective mapping between system
register width integers and the grid cells. While sufficient for small, confined
spaces, when combined with practical voxel resolutions on the scale of
centimeters, this approach will fail if the robot traverses many kilometers
of wilderness. A more immediate concern, however, is the impact of tracker
drift accumulation. If a drift compensation mechanism such as loop closing
is employed, it may require changing an already fused voxel map after the
fact to reflect an updated trajectory estimate. Hence, rather than building a
single unified voxel map, we construct smaller submaps, left free-floating to
allow subsequent adjustment. SLAMVDB’s voxel mapper implements this
as a sequence of submaps inserted periodically based on the salient trajectory
length since the last submap insertion. If a loop closure is found, and the
submaps are sufficiently close, they are merged into a single submap. Another
change from Vectree is a simplification - no tree data structure is required
to store the voxel semantics, so long as a unique correspondence with the
grid cells exists. Instead, a simple key-value store is maintained, with values
inserted cleared whenever a cell in the voxel grid is observed visually, or a
cell is cleared in the tree, since most grid cells are never visually observed and
require no semantics. To facilitate lookup operations in a global reference
frame, another data structure is maintained – a global lookup index. This
contains read-only pointers to submap key-value store entries at their latest
position, and is employed during retrieval operations for map visualization
and search. During retrieval, all voxel entries in each index grid cell have
their vector values averaged, weighted by observation count.

6.2.4 Image-space inference

As with the previous Vectree system, the fundamental approach to image seg-
mentation remains producing two-dimensional feature maps where individual
features are vectors in the latent text-image embedding space. Analysis of
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the conceptfusion algorithm used in Vectree reveals that a significant and
non-negotiable contribution to the 2-4 second image processing time is by
repeated embedding model invocations on the large number of masks pro-
posed by the first model stage. To obtain higher practical frame rates, a system
using a single neural network pass was deemed necessary. SLAMVDB uses
LSeg, and in all practical tests has been configured to operate at a much
lower feature map resolution of 128×192 pixels. The resulting system is
able to attain a frame rate of 3-5Hz on a consumer-grade laptop computer.
Another performance advantage of using LSeg is the lower dimension of the
embedding vectors – 512 deep rather than conceptfusion’s 768. However,
this difference also naturally means that the text embedding models used by
the respective systems are mutually incompatible, as are any query vectors
optimized for lookup operations.

6.2.5 Query vector generation

Vectree, was specifically designed to interface with a natural language instruc-
tion parsing framework, and therefore process arbitrary text queries. No
additional processing was performed – object descriptions were directly
embedded and submitted to the vector map for lookup operations. Moreover,
only a single query needed to be considered at time. As shown in Figure 6.2,
it is possible to hand-craft sets of positive and negative queries whose vector
sum, when compared with the image feature map produced by LSeg, clearly
distinguishes certain terrain types from the background in an image across
multiple resolution scales. However, directly using such text-based queries
for terrain segmentation across multiple classes leads to the issue observed
in Figure 6.3. The absolute similarity scores w.r.t. one query may completely
drown out those computed for other lookup vectors, resulting in essentially
random results as a single lookup vector hides results from all the others.

To address this issue, SLAMVDB requires a query vector optimization
step, depicted in Figure 6.4. Without altering the image or text embedding
model weights, a set of query vectors is initialized with class names drawn
from the ontology definition. The vectors are then treated as a model parame-
ter matrix and optimized on a relatively small data set using gradient descent
in PyTorch [24]. This constitutes a classic supervised learning problem in the
image segmentation task, but the number of parameters to be optimized is
very small – n x 512 where n is the number of classes in the ontology. For
the query vectors used in the evaluations in the next section, tracks 00001 and
00002 from the RELLIS-3D data set were sampled – 3234 labelled images,
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2911 used for training and the rest for validation. The subsequent evaluations
were then performed on the other three tracks in the data set, not present for
training the query vectors, performing the lookup operations in voxel space.
The loss function used is the same as in LSeg. The query vectors shipped with
the system and used in the evaluation were trained for two epochs.

In terrain segmentation problems, the approach typically taken to produce
the class set involves crafting a coarse ontology – grouping the original class
labels in a data set into broad traversability classes [15]. For training the query
vectors and testing SLAMVDB, the mapping between the RELLIS-3D labels
(“fine” labels) and the final (“coarse”) classes was:

• Smooth – asphalt, concrete;
• Rough – dirt, grass;
• Bumpy – mud, rubble;
• Obstacle – tree, pole, water, object, building, log, fence, bush, barrier;
• Active – vehicle, person;
• Void – void, sky.

6.3 Experimental Assessment and Results

A number of experimental performance assessments were performed across
the various stages of the SLAMVDB semantic mapping pipeline, most of
which fall outside the scope of this article. Namely, the localization accuracy
tests are summarized in a prior technology report document [25]. This section
is concerned with the methods used to estimate terrain segmentation accuracy
and results achieved in this domain – independently of the localization
provider used.

6.3.1 Data set, deployment platform and performance on the
edge

While the EDI-SLAM data set [16], collected by EDI using a portable sensor
package, was used extensively during the development of SLAMVDB and in
testing the accuracy of the SLAM system, as of the writing of this article no
semantic annotations are available. For this reason, the RELLIS-3D data set,
which contains highly detailed point-wise semantic labels, was used in terrain
segmentation accuracy assessment. These labels are available on a per-scan
basis – in the sensor-local reference frame – meaning that, for methods like
SLAMVDB that perform semantic inference on large-scale fused maps rather
than on a per-scan basis, a protocol for associating these local point labels
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Figure 6.2 Terrain type differentiation using positive and negative text embedding queries.

with global points is required. Since even state of the art LiDAR-inertial
tracking systems such as fast-lio2 accumulate drift on the order of meters
over the course of a typical RELLIS-3D track with respect to the provided
ground truth trajectory, the pose estimates from such a system cannot be
used in measuring the semantic accuracy of the map – the drift will cross
voxel boundaries rendering a comparison invalid. Instead, SLAMVDB was
configured to use the ground truth trajectory as its localization source. The
LiDAR and RGB data were played back in real time using the ROS bag files
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Figure 6.3 (I) The ground truth. (II) Text embeddings. (III) Optimized queries.

Figure 6.4 (A1-2) RGB images. (B1-2) Ground truth. (C1-2) Inferred classes.

provided as part of the RELLIS-3D data set, and the software package was
deployed on the same target hardware – a consumer grade laptop: Lenovo
Legion 5 with an NVIDIA GeForce RTX 3060m GPU, an AMD Ryzen 5
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5600H CPU and 64 GB of RAM. All SLAMVDB software modules were
run on this device, which is reflective of the type of deep edge computing
hardware commonly found on UGV platforms.

6.3.2 Terrain segmentation accuracy

An issue that must be addressed when comparing a labelled point cloud with
a voxel grid map is the choice of discretization. Each point has a theoretically
continuously valued set of x,y,z coordinates whereas the voxel map forms
a discrete grid with cells of finite size. We have performed two different
assessments: point-wise accuracy, which measures the probability that any
given point in the ground truth data will be inside a grid cell of the same class,
and voxel-wise ground truth class assignment, which attempts to assign each
voxel in the global reference frame a “correct” label based on the labels that
fall within its confines.

Specifically, the point-wise accuracy statistic (heretofore called “hit rate”)
is expressed as follows:

ρhit,% = |{labelled points in voxel of the same class}|
|{labelled points in any non−empty map voxel}| · 100 (6.2)

For the voxel-wise labelling, we implement the following procedure:

1. For each non-empty voxel in the map, initialize an instance counter for
each class;

2. Transform every scan in the labelled data set into the global reference
frame using ground truth poses;

3. For every transformed point, if it falls inside a non-empty voxel,
increment the counter for the corresponding class label in that voxel;

4. For each non-empty voxel in the map, assign the class with the highest
instance count.

The result of this procedure is a voxel map geometrically identical to the
one being assessed, but with classes assigned according to the most frequent
point label to be observed within each voxel. For this, we compute three
typical set partition statistics – recall, precision and intersection over union
(IoU).

The results of this evaluation procedure are collated in Table 6.1. The
major row blocks in this table – 00000, 00003, 00004 – correspond to the
data set tracks used in the evaluation. For each track, the rows correspond
to the classes in the coarse ontology, with the “all” row denoting the overall
voxel-wise accuracy (in this case equal to recall, precisions and IoU). The
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Table 6.1 Terrain segmentation accuracy (ignoring Void)

rightmost two columns contain the number of voxels recalled (assigned to a
class by inference) and relevant (assigned to a class by the ground truth label)
for each of the classes, in each of the tracks, expressed in thousands.

The Void class, corresponding to concepts not physically observable using
a LiDAR sensor, has been neglected in this assessment. Instead, the second
highest similarity class is used for voxels initially classified as Void. This
heuristic was introduced after observing that transparent objects such as tree
canopies tend to pick up the semantics of objects visible through them. In
most cases this is non-trivial to address but the Void class can be eliminated by
construction, improving the highest voxel-wise accuracy score from 84.69%
to 87.35% on track 00000. Also apparent is that some classes are represented
at very low frequencies, and these also tend to have poor recall metrics even
if precision is high. Attempts at addressing this particular issue would most
likely benefit from increased image feature resolution, reducing the incidence
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of misclassified voxels in image space or projection error. Differences in
accuracy between tracks can sometimes be explained by qualitative observa-
tions. Track 00000 is the most uniform. It also features the two terrain types
that the system appears to be the most successful at distinguishing – grass
and trees. Track 00004, on which the lowest accuracy is observed, features
a substantial patch of muddy terrain – belonging to the “bumpy” class – that
gets classified as a mix of “smooth” and “rough” terrain.

Figure 6.5 depicts this assessment. Items (III) and (IV) in the figure
depict the results for a single scan. Item (V) is the set of voxels that has
thus far already been tagged with the most frequent ground truth label. Item
(VI) is the semantic map produced by SLAMVDB. Also visible in this last
section are the LiDAR points that have not been visually observed (in grey).
No semantic assignment is possible for these using image segmentation, so
SLAMVDB does not store them in the semantic voxel key-value store. They

Figure 6.5 Terrain segmentation tests.
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do nevertheless contribute to the octree occupancy grid map. Item (I) is a
screen capture of SLAMVDB’s semantic output on a different data set – the
courtyard_no_gt track in EDI-SLAM.

6.4 Conclusions

SLAMVDB, the system described in this paper, is a continuation of earlier
research in Vectree, and successfully demonstrates that the same fundamental
approach – storing latent space embeddings in voxel cells and performing
search in voxel-space – can be successfully adapted to an entirely different
task. Achieving this, however, has (at least so far) taken some adaptations
that depart somewhat from the idealized notion of a zero-shot generalizable
classifier. Specifically, to address issues with different scaling for similarity
distributions of the map semantics w.r.t. different query vectors, a query
vector training procedure had to be introduced. This is still substantially less
time- and resource-intensive than training a neural network model – requiring
only that a handful of vectors be adjusted, and usable with a small data set of
labelled images.

Qualitatively, the system appears quite capable of distinguishing between
most obstacles and flat, passable terrain, though substantial room for
improvement remains. An obvious direction for future work is the integra-
tion of newer, more capable image embedding model architectures, such as
YOLOE [26]. Other directions already being actively pursued are deployment
on real-world UGV platforms for testing in the field, integration of data
from multiple UAV, UGV agents, and integration into 3-dimensional scanning
software solutions, with one study underway in the space of monitoring and
surveying of construction sites.
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Abstract

Biodiversity loss poses a significant threat to humanity, making wildlife
monitoring essential for assessing ecosystem health. Avian species are ideal
subjects for this due to their popularity and the ease of identifying them
through their distinctive songs. Traditional avian monitoring methods require
manual counting and are therefore costly and inefficient. In passive acous-
tic monitoring, soundscapes are recorded over long periods of time. The
recordings are analyzed to identify bird species afterwards. Machine learning
methods have greatly expedited this process in a wide range of species
and environments, however, existing solutions require complex models and
substantial computational resources. Instead, we propose running machine
learning models on inexpensive microcontrollers directly in the field. Due to
the resulting hardware and energy constraints, efficient Artificial Intelligence
(AI) architecture is required.

In this paper, we present our method for avian monitoring on microcon-
trollers. We trained and compressed models for various numbers of target
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classes to assess the detection of multiple bird species on edge devices
and evaluate the influence of the number of species on the compressibility
of neural networks. Our results demonstrate significant compression rates
with minimal performance loss. We also provide benchmarking results for
different hardware platforms and evaluate the feasibility of deploying energy-
autonomous devices.

Keywords: edge AI, biodiversity monitoring, energy-autonomous, energy
benchmarking.

7.1 Introduction

Among today’s global environmental crises, the ongoing loss of biodiversity
stands out as especially severe: it ensures access to vital resources [1] and
contributes to various environmental services such as climate regulation,
control of pollution and soil erosion, as well as pollination of crops, while
also holding intrinsic value for cultural identity [2]. Currently, biodiversity
is declining at unprecedented rates, highlighting the need for conservation
efforts [3].

In this context, biodiversity monitoring provides essential information
for tracking environmental changes and plays an integral role in assessing
population trajectories of different species [4]. Birds are particularly well
suited for monitoring due to their frequent and distinctive vocalizations [5],
their role as indicators of ecosystem health [6], and their popular appeal [7].

Avian monitoring has been done mainly through point counts [8], where
the goal is to record all birds seen or heard within a given time period,
with the observer being stationary [9]. However, point counts are highly
susceptible to external circumstances, such as weather conditions, dependent
on human expertise [10], and their scalability is limited by logistic and
financial constraints [11].

In recent years, Autonomous Recording Units (ARUs) have emerged as a
cost-effective alternative to point counts, allowing long-term sound collection
(Passive Acoustic Monitoring (PAM)) with minimal disturbance, broader
spatial and temporal coverage, and permanent recordings for re-analysis [12].
However, analyzing these large datasets is challenging [13]: manual meth-
ods require reducing the number of recordings or species (e.g. [14]), while
automatic approaches remain difficult. Deep Neural Networks (DNNs) show
promise but face computational constraints ([15, 16]). BirdNET [11], capable
of identifying thousands of species, is an example of a successful DNN-based
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solution and provides our method with a baseline for data collection and pre-
processing. However, this approach is computationally expensive, requires
internet access, and often exceeds the needs of localized surveys.

As an alternative, we propose species identification in real-time on an
embedded, energy self-sustaining solution, shifting from retrospective anal-
ysis of ARU data to in-field processing, thereby reducing computational
overhead while improving both energy and cost efficiency. The system is to
be realized with edge Artificial Intelligence (AI) using a Microcontroller Unit
(MCU), which introduces resource constraints such as limited memory, low
processing capacity, and lack of parallelism [17]. To operate effectively under
these constraints, deployment on edge devices like MCUs requires compact
models, achieved either through lightweight network design or compression,
to accommodate hardware constraints while preserving performance.

To assess the feasibility of avian monitoring on the edge and to examine
target class influence on compressibility, we trained and compressed mod-
els for various numbers of avian target classes, benchmarked their energy
consumption and latency on an ARM Cortex-M4, an ARM Cortex-M7, and a
Raspberry Pi 4, and provided an estimate for the required battery capacity for
real-life deployment. In the following, we describe our methodology, present
and discuss the results, and conclude with an outlook on future work.

7.2 Methodology

An overview of our methodology is provided in Figure 7.1. The dataset was
primarily compiled from Xeno-Canto, an open database of user-submitted
bird recordings, resulting in a large but heterogeneous collection in both
quality and duration. 500 species were selected based on the availability of
sufficient samples, with preference first given to German, then European and
finally global species. German species and data were prioritized to match
the intended deployment region and to ensure data representativeness. For
each species, 250 recordings were randomly chosen. In addition, the ESC-
50 [18] dataset was used to form a single non-avian class by merging 49
environmental sound categories (excluding bird calls). The data samples were
pre-processed using the following steps:

1. Discarding audio samples shorter than 2 seconds, based on the average
length of a bird vocalization of 1.94 seconds [19].

2. Removing silent sections, defined as amplitudes below 20 % of the
maximum peak.
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Figure 7.1 Methodology overview: workflow for dataset preparation, MCUNet model train-
ing, compression, and edge benchmarking

3. Sequentially splitting recordings into 2-second chunks with a maximum
of 30 chunks per recording while discarding chunks without peaks (at
least 7.5 % louder than surrounding points).

4. Normalizing each chunk so that its maximum absolute amplitude equals
1 to ensure consistency in amplitude throughout the dataset.

5. Converting the normalized chunks into mel-spectrograms, using a sam-
ple rate of 48 kHz, 64 mel bands, a Fast Fourier Transform (FFT)
window size of 512 and a hop length of 384 [11]. The frequency was
constrained to 150 Hz and 7.5 kHz.

This produced an easily attainable yet heterogeneous dataset, contain-
ing samples of varying quality with both avian and non-avian background
noises. While not optimal for training, it realistically represents the acoustic
challenges encountered in edge-deployed avian monitoring. On average, this
resulted in 2452 chunks per bird species with a standard deviation of 874.
The dataset was partitioned into training, validation, and test sets without
data leakage.

To increase the diversity of our training data and to enhance the general-
izability of our models, we applied the data augmentation pipeline outlined
by [11] to our data. Four different augmentation methods were applied, as
illustrated in Figure 7.2:
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rate of 48 kHz, 64 mel bands, a Fast Fourier Transform (FFT) window size 

of 512 and a hop length of 384 [11]. The frequency was constrained to 

150 Hz and 7.5 kHz. 

This produced an easily attainable yet heterogeneous dataset, containing samples of 

varying quality with both avian and non-avian background noises. While not 

optimal for training, it realistically represents the acoustic challenges encountered 

in edge-deployed avian monitoring. On average, this resulted in 2452 chunks per 

bird species with a standard deviation of 874. The dataset was partitioned into 

training, validation, and test sets without data leakage. 

 

(a) Original input mel-spectrogram (b) Vertically shifted mel-spectrogram 

 

(c) Horizontally shifted mel-spectrogram (d) Time-warped mel-spectrogram 

 

Figure 1.2 Mel-spectrograms with different data augmentation methods applied 

To increase the diversity of our training data and to enhance the generalizability of 

our models, we applied the data augmentation pipeline outlined by [11] to our data. 

Four different augmentation methods were applied, as illustrated in Fig. 1.2: 

(e) Mel-spectrogram with added noise (f) Mel-spectrogram with all 

augmentations 

Figure 7.2 Mel-spectrograms with different data augmentation methods applied

• Random vertical shifts (frequency roll): the mel-spectrogram was
shifted up or down by a random factor between -5 % and 5 %, with the
vacated area filled with zeros.

• Random horizontal shifts (time roll): the mel-spectrogram was shifted
left or right by a random factor between -25 % and 25 %, with zeros
filling the empty region.

• Time warping: the mel-spectrogram was deformed in time direction
using the SpecAugment algorithm [20].

• Addition of noise: randomly selected noise chunks, previously dis-
carded during preprocessing and verified to contain no bird calls, were
added at a random intensity between 20 % and 80 %.

These augmentation methods all represent acoustic variations between
training and test data like the changes in the vocal output of birds depending
on environmental factors, high levels of ambient noise, and lack of training
sample diversity [11]. Each augmentation was applied with a 50 % probability
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per chunk, in random order, with a maximum of three augmentations per
chunk.

For the experiments, the mcunet-in4 model from the MCUNet frame-
work [21] was selected and adapted for bird sound classification. MCUNet
is specifically designed for deep learning on microcontrollers, combining
efficient neural architecture search (TinyNAS) with a memory-optimized
inference engine (TinyEngine) to accommodate hardware constraints. Despite
the existence of smaller MCUNet models, mcunet-in4 was chosen for its
better performance and to ensure support for higher numbers of target classes.
Nevertheless, it still allows deployment on edge devices, which was also
aided by further compression of the models. Its architecture, illustrated in
Figure 7.3, consists of an initial convolutional layer, 17 MobileInvertedResid-
ualBlocks [22], and a final linear layer. To accommodate mel-spectrogram
inputs, the first layer was modified to accept a single input channel, while the
output layer was adjusted to match the number of target classes (31, 51, 101,
etc.), including a non-avian class. Pre-trained weights from ImageNet were
loaded for all layers except the first and last.

In total, one uncompressed baseline model and 50 compressed edge
models were trained for 2, 31, 51, 101, 151, 201, 301, and 501 target classes.
For the model with only two target classes, the objective was to identify one
bird species against 29 others, as well as non-bird data, i.e., it was trained
with two classes, one consisting of data for the common blackbird (turdus
merula), and the other one consisting of data of the 29 other most common

Figure 7.3 Structure and components of MCUNet.
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bird species in Germany, as well as the environment data. From 31 target
classes onward, the models were trained to identify 30 (or 50, 100, ...) bird
species, as well as one non-event class.

The baseline models were trained with a set number of 30 training epochs.
The training was conducted with a batch size of 32, using the Stochastic
Gradient Descent (SGD) optimizer with a learning rate of 0.001 and a
momentum of 0.9. Cross-entropy loss served as the loss function. The edge
models were trained and compressed using an internal tool from Fraunhofer
IIS. While the same general training configuration was utilized as for the
baseline models, an interleaved pruning process with quantization at the
end of the training process was employed. The tool implements the neural
network compression approach from [23], performing multiple training and
compression trials to maximize accuracy and minimize Read-Only Memory
(ROM), Random-Access Memory (RAM), and Floating Point Operations
(FLOPs) requirements. For each edge model, 50 trials were run, producing
50 compressed edge models, some of which are Pareto optimal across these
objectives. A model is considered Pareto optimal if no other model performs
better in one objective without performing worse in at least one other.

For the evaluation of the results, the performance of the edge models was
first compared to the corresponding baseline models. A representative com-
pressed model was selected from the 50 trials conducted for each target class
number. To rank the trial tx, the trade-off between accuracy (Eq. (7.1)) and the
combined metrics of ROM, RAM, and FLOPs (Eq. (7.2)) was emphasized,
as showcased in the ranking function r in Eq. (7.3).

acc (tx) =
ACC (tx)

max {ACC(ti) | i ∈ [0, 49]}
(7.1)

mem(tx) =

1− RAM(tx)
max{RAM(ti)} + 1− ROM(tx)

max{ROM(ti)} + 1− FLOPS(tx)
max{FLOPS(ti)}

3
, i ∈ [0, 49]

(7.2)

r (tx) = mem (tx) + acc (tx) (7.3)

To evaluate compressibility, we defined ROM, RAM, and FLOPs com-
pression rates cr, shown in Eq. (7.4) for FLOPs, with the values for ROM and
RAM computed analogously.

crFLOPs (FLOPsbaseline, FLOPsedge) = 1−
FLOPsedge

FLOPsbaseline
(7.4)
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The overall compression rate of a model was defined as the mean of
its FLOPs, ROM, and RAM compression rates, while the average overall
compression rate was computed as the mean of these values across all
Pareto-optimal trials for the target classes.

The dnnruntime framework [24] was used to convert the models to C
code and create a deployable binary file. This binary file was then flashed
onto ARM Cortex-M4 and ARM Cortex-M7 processors on a SparkFun Micro-
Mod ATP carrier board to measure the latency and energy consumption of
the models on the two microcontrollers. Additionally, we benchmarked the
models on a Raspberry Pi 4B using the onnxruntime framework [25]. For an
estimation of the feasibility of energy-autonomous deployment, we make the
following assumptions:

1. The device is equipped with a battery which should be able to power the
device for at least 48 hours without charging.

2. In addition, the device is equipped with a solar panel that should be able
to fully charge the battery in 24 hours.

3. The device is in sleep mode per default and wakes up every 10 sec-
onds. If the device recognizes sound from the microphone, inference is
performed as long as sound is detected. Otherwise, the device returns
to sleep for the next 10 seconds. We assume that the inference step is
performed 10 % of the time.

Based on the power required during inference and idle, we can infer the
required battery size of the device for running for 48 hours. The required size
A of the solar cell can then be estimated by the average sun-radiation power
density Srad in Germany and by the required charging output Pcharge as
shown in Eq. (7.5). We assume a solar panel efficiency ηsolar of 20 % and
a charging efficiency ηbat of 90 %.

A =
Pcharge

ηsolar · ηsolar · Srad
(7.5)

7.3 Results

To assess the general performance of the models, one baseline and one
representative edge model per target class number were selected according
to the rank defined in Eq. (7.3). Their validation accuracies are shown in
Figure 7.4.
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Figure 7.4 Validation accuracies for one baseline and one edge model per number of target
classes.

Overall, validation accuracy declines as the number of target classes
increases. While the models achieve high accuracy values for lower target
class numbers, performance is more moderate with more target classes.
Notably, there is almost no accuracy loss due to compression, as the accu-
racies of the baseline and edge models remain within a very similar range.
To assess target class influence on compressibility, the average compression
rate was computed across different target class numbers and is shown in
Figure 7.5.

The results indicate a slight decline in compressibility with increasing
class numbers. From 201 classes onward, however, this trend reverses, with
compressibility improving for larger class counts. This result is unexpected,
as a larger number of target classes would hypothetically require more
complex architectures with higher memory and FLOPs demands, thereby
reducing compressibility. While this trend is observed up to a certain point, it
appears to reverse for larger class counts. Since the training and compression
procedures are essentially a black box, a definitive explanation is difficult.
Nonetheless, several factors may contribute: with more classes, models may
exploit feature sharing more effectively, capturing overlapping features with
fewer parameters [26]. Moreover, the inclusion of additional classes may
encourage the learning of more generalized and compact representations, ulti-
mately reducing resource requirements [27]. However, the observed decrease
and subsequent increase in compressibility are subtle, with compression rates
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Figure 7.5 Average overall compression rate for all Pareto optimal trials per number of
target classes regarding the reduction in RAM, ROM and FLOPs

ranging only between approximately 82 % and 88 % and thus may not reflect
a clear or consistent trend.

To evaluate the feasibility of deploying the compressed models on an
MCU, energy consumption and latency were measured for one model per
number of target classes, selected according to the ranking in Eq. (7.3). The
results are shown in Figure 7.6.

Overall, both latency and energy consumption increase with a growing
number of target classes, though the improved compressibility of models with
more than 151 classes is partially reflected in lower values for these metrics.
Because both energy consumption and latency are largely determined by the
number of FLOPs performed during inference, they are only indirectly related
to compressibility. Since model selection accounted for FLOPs, ROM, and
RAM, cases arise where a model with more FLOPs than its successor was
chosen due to lower memory requirements. This explains, for example, why
the 31-class model consumes more energy than the 51-class model. Finally,
the benchmarking results indicate that the compressed models achieve energy
and latency values suitable for real-world deployment on the ARM Cortex-
M7 and Raspberry Pi 4. In contrast, on the more resource-constrained ARM
Cortex-M4, latency consistently exceeded the audio chunk length, making
real-world deployment infeasible.
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Figure 7.6 Average energy consumption and latency of one inference step of the best ranked
model for each number of target classes

For the evaluation of energy-autonomous devices, we selected the model
with 31 classes as an example. We measured an energy consumption of
83 mJ, a latency of 237 ms for the inference, and 55 mJ and 170 ms for the
spectrogram generation on the ARM Cortex M7. This results in an average
power of 339 mW. During sleep, we measured a power consumption of
116 mW, resulting in an average power consumption of 138.3 mW during
the day. Overall, this leads to a required battery capacity of 6.6 Wh.

For the Raspberry Pi 4, we measured 24.3 mJ and 3.6 ms for the inference
and 483 mJ and 80.9 ms for the mel-spectrogram generation, leading to an
average power of 6.0 W. During idle, we measured a power consumption of
2.93 W, resulting in an average power of 3.24 W. In total, this would result in
a required battery capacity of 155.5 Wh.

Based on these values, the required size of the solar panel can be cal-
culated as described in Eq. (7.5). During December, the sun has the lowest
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Figure 7.7 Average power density of the sun’s radiation in Germany [28] (left) and the
resulting area of the solar panel for each month (right).

power density of 22.8 Wm−2 as shown in Figure 7.7. With a required charg-
ing power of 275 mW, this results in a required panel area of 0.07 m2 for the
ARM Cortex M7. The Raspberry Pi requires a charging power of 6.48 W and
therefore a panel size of 1.58 m2.

7.4 Conclusion

Avian species identification is a challenging task, with model accuracy gen-
erally decreasing as the number of target classes increases. This is partly
due to the heterogeneity of the dataset and the use of a single, relatively
simple model architecture across all class numbers, which reflects realistic
conditions for edge deployment and was necessary to facilitate comparability
of compressibility across different target class numbers.

Our results demonstrate that high compression rates are achievable with
minimal loss of accuracy across different numbers of target classes. Although
compressibility initially decreased with increasing class numbers and later
increased beyond 151 classes, the overall variation is minor and does not
necessarily suggest a clear trend. Instead, it reflects the complex interplay
between task complexity, model architecture, and learned representations.
The evaluation of energy consumption and latency shows that real-world
deployment is feasible on the Raspberry Pi 4 and on the ARM Cortex-M7, but
not on the more constrained ARM Cortex-M4, emphasizing the importance of
selecting appropriate hardware for edge applications.

Overall, we showed that neural network compression is a practical and
effective strategy for edge-based avian monitoring, even for large numbers of
target classes. Finally, our results indicate that avian monitoring is feasible on
energy-autonomous edge devices which could play a crucial role in wildlife
monitoring and biodiversity conservation.
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Future work could include curating a scientific dataset, exploring differ-
ent species arrangements in the training data, comparing alternative com-
pression frameworks, and investigating end-to-end audio models to reduce
pre-processing overhead. Furthermore, real-life deployment will require
additional functionalities, such as counting, data storage, and energy man-
agement, potentially combining edge AI with automated data collection
technologies.
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Abstract

In safety-critical domains such as automotive and avionics, automated optical
inspection (AOI) systems must meet extremely strict reliability thresholds,
typically fewer than 10 false negatives per million inspected units, with
high statistical confidence. This paper introduces a multi-stage AOI pipeline
designed to meet such requirements under real-world imperfections, includ-
ing imaging noise and process variability. The architecture uses a cascaded
structure, where each stage is optimized to balance high recall with progres-
sively improved precision. Through mathematical analysis and large-scale
simulations, we show that single-stage AOI systems, even with recall arti-
ficially forced to 100%, fail to statistically guarantee zero defect escapes
on large batches. This is due to variability in manufacturing conditions
and model behaviour, which makes extremely high thresholds impractical
without generating unacceptably high false positive rates. In contrast, our
multi-stage system achieves the target of fewer than 10 defect escapes per
million units with 90% statistical confidence, while maintaining acceptable
production yield. The approach has been validated through simulation of a
physical prototype with synchronized image acquisition and edge-based real-
time processing. This architecture is scalable and applicable to increasingly
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stringent industrial settings, offering a practical pathway to combining safety
and efficiency in AI-powered visual inspection.

Keywords: edge AI, image recognition, PCBA AOI, Statistical Stability in
Industrial Processes, Statistical Control on Large-Scale Production.

8.1 Introduction

Safety-critical industries such as automotive and avionics impose stringent
quality requirements on electronic assemblies. In these domains, the cost
of a missed defect is not merely financial: it can translate into operational
failure, large-scale recalls and ultimately risks to human life. As a result,
production systems are expected to achieve extremely low defect escape rates,
commonly phrased as fewer than 10 false negatives per million inspected
units (≤10 ppm) with high statistical confidence. This requirement is widely
recognized in the literature. For instance, Wu et al. discuss the challenges of
training classifiers in highly imbalanced settings for rare-event detection [1],
while Guo et al. explore cascaded architectures for anomaly detection without
statistical guarantees [2].

When inspection targets printed circuit board assemblies (PCBA), this
means that out of millions of boards shipped as “good”, virtually none may
contain latent defects. Traditional deep-learning-based Automated Optical
Inspection (AOI) systems, even when they report high overall accuracy,
struggle to meet these order-of-magnitude guarantees at scale.

This tension is rooted in a well-known precision-recall trade-off. Pushing
recall toward unity (so that no defective unit is missed) generally requires
lowering decision thresholds, which inflates false positives (good boards
erroneously flagged as defective). In small laboratory datasets, the extra
review load is tolerable; on a high-throughput line, however, every additional
false positive triggers manual re-inspection, production slowdowns and work-
in-progress (WIP) accumulation. The consequences are immediately visible
in two key operational levers: capacity planning and takt time.

The process capability index (Cpk) measures how well a process
produces outputs that fit within specification limits relative to its natural
variability:

Cpk = min[(USL−−µ)/3σ, (µ− LSL)/3σ] (8.1)

where µ and σ are the process mean and standard deviation, [LSL, USL]
are the lower and upper specification limits. In the context of AOI-driven
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quality, Cpk captures more than mechanical tolerances: it reflects how stable
and predictable the inspection + rework process is. When AOI precision is
low (i.e. many false positives), the inspection stage injects variability into the
production flow: good boards are diverted to re-inspection queues, buffers
grow (work in progress increases), operators are reassigned from value-
adding tasks to sorting and confirmation, cycle time elongates and variability
rises. All of this widens the effective standard deviation σ of the end-to-end
process and reduces Cpk. A lower Cpk means the process delivers fewer units
within “on-time, in-spec” boundaries, which in turn results in missed takt and
capacity loss.

In quantitative terms, automotive manufacturers generally require Cpk
≥ 1.67 (∼99.97% process capability, ∼30 ppm defects), whereas avionics
and aerospace production typically demands Cpk ≥ 2.0-2.33 (≥ 99.999%
accuracy, ≤ 3.4 ppm defects). Achieving such capability levels requires AOI
systems whose effective consistently exceeds 99.995% under process vari-
ability, a target that single deep networks rarely sustain under real production
variability.

Takt time defines the cadence the line must maintain to satisfy customer
demand as follows:

Takt time = Available production time / Customer demand (8.2)

In a stable flow, inspection adds a small, predictable overhead that can be
planned into the cycle time. But when AOI yields frequent false alarms, the
effective cycle time becomes stochastic: units are repeatedly stopped, routed
and re-tested. Two effects follow:

• Direct delay: each false positive consumes additional inspection time.
On a line producing 60 boards per minute, even a 2% false-positive
rate creates dozens of interruptions per hour, pushing average cycle time
beyond takt

• Propagation delay: re-inspection queues cause blocking and starvation
upstream and downstream. The line controller reacts conservatively,
throttling feed rates to prevent overflows, which further increases cycle-
time variance

As an illustrative example let us consider a line processing one million
boards per year with a true defect rate of 0.1% (1.000 defective boards).
A single-model AOI tuned to R = 0.999 and P = 0.990 yields roughly one
false negative but about 9.990 false positives, that is nearly ten thousand
unnecessary stops. If each re-inspection adds 45 seconds, the plant accrues
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more than 125 hours of non-value-added time, not counting the ripple effects
on buffers and scheduling. Cpk drops because the variance of completion
times increases and the line systematically misses takt during peaks or
tight delivery windows. Even when re-inspection is performed offline, the
accumulated rework time translates into substantial non-value-added effort
and increased work-in-progress. The resulting increase in completion-time
variability degrades process capability (Cpk), causing the line to miss takt
time during production peaks or tight delivery windows.

The upshot is clear: precision drives Cpk and takt time, while recall
drives safety. A single classifier rarely sustains both simultaneously at the
parts-per-million level. In practice, even classifiers reaching 97-98% accuracy
are insufficient when scaled to millions of units. The residual 2-3% error rate,
acceptable in consumer electronics, becomes catastrophic in safety-critical
manufacturing.

Recent work has explored multi-stage or multi-view AOI pipelines using
CNNs [3] or hybrid methods combining detection and filtering [4]. However,
these approaches typically optimise either precision or recall, but not both in
a statistically robust way. They also lack formal reasoning frameworks that
guarantee ppm-level safety under production variability.

The central industrial question addressed in this paper is therefore: Can
we raise recall to near unity (no defective PCBA escaping) without triggering
unsustainable growth in false positives, re-inspections and takt time?

Section 2 deals with the problem formalization (single-model limits).
In particular, it formalizes the problem by quantifying the theoretical lim-
its of single-model AOI in ultra-safe regimes. In particular, it shows that
under ppm-level constraints a single stage cannot simultaneously achieve
near-zero False Negatives (FN) and very low False Positives (FP) at produc-
tion scale. This analysis, grounded in the Bernoulli/Poisson envelope and
one-sided Clopper-Pearson bounds (often referred to as CP bounds), lays
the foundation for the multi-stage design that follows.

Section 3 introduces the main features of the three-stage pipeline
and operational control. It presents a three-stage complementary pipeline
that decouples safety from throughput: Stage 1 (T) is tuned for high recall
and broad coverage of suspicious regions (tolerating some FP); Stage 2
(K1) emphasizes high precision, filtering false alarms and recovering good
boards otherwise sent to rework; Stage 3 (K2) performs consistency checks
on both “good” and “bad” flows, removing residual rare errors and provid-
ing traceable justifications. This decomposition preserves recall early while
restoring precision downstream, stabilizing Cpk and keeping takt time within
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contractual limits. The section also addresses how to control variability in
a more complex system, via image registration, illumination checks, inter-
board similarity (IBS) and predictive maintenance on the vision/conveyor
chain, so that process drift does not degrade the expected FN and FP agreed
with the customer.

Section 4 points out the validation protocol and certification under
worst-case assumptions. A detailed description of the validation and certi-
fication protocol is given by combining Monte Carlo simulation of realistic
defect distributions with a rare-event reasoning framework inspired by, yet
more elaborate than, the sequential filter approach used at CERN for the
Higgs boson discovery [5]. Whereas CERN’s triggers maximize precision at
the expense of recall, our method balances both extremes: it minimizes defect
escape (recall ≈ 1) while maintaining production-flow stability (precision ≈
0.98), keeping Cpk high even under statistical variability.

Let DPPM denotes the number of defective units per one million pro-
duced units, this section also specifies what can be certified. We report
monthly and cumulative point-estimate DPPM for operational monitoring
together with one-sided 95% Clopper-Pearson DPPM for certification. We
further note that the monitoring and fallback logic, including FP trend analy-
sis, Inter-Board Similarity (IBS), illumination and focus drift detection, safe
profiles; golden set reaches and predictive maintenance, helps ensure that the
control system operates against worst-case conditions that may still arise in a
controlled environment, thereby keeping the process within the agreed false
negatives and false positives limits.

Finally, Section 5 previews industrial integration in VisioEdgeAI, a
robotic inspection platform where the three-stage logic operates over virtual
flows on a single conveyor. Defective candidates are physically removed
by a robot arm for laboratory confirmation, while “good” boards con-
tinue unimpeded. This architecture preserves high recall, restores high
precision, stabilizes Cpk and protects takt time, aligning AI-powered AOI
with the uncompromising reliability thresholds of automotive and avionics
production.

Related Work and Novelty of Our Approach

Several studies have proposed improvements to AOI systems using convo-
lutional neural networks (CNNs), transformers and hybrid visual models
[6], with a strong focus on enhancing classification accuracy. Other works
have explored cascaded CNN pipelines [7] or Bayesian post-classification
filters [8] to reduce false positives. However, these approaches rarely address
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process-level KPIs such as takt time or capability indices (Cpk) and gener-
ally offer no statistical guarantees regarding ppm-level defect escapes under
real-world production variability.

In contrast, the approach proposed in this paper differs fundamentally.
We introduce a complementary, multi-stage inspection pipeline, not merely
for boosting accuracy, but for formally guaranteeing less than 10 escaped
defects per million (≤ 10 ppm) with ≥ 90% confidence. Our design explic-
itly balances sensitivity and selectivity while preserving Cpk ≥ 1.67-2.33,
integrating statistical reasoning, explainability and real-time deploy ability
on edge AI platforms. To our knowledge, this is the first work to rigorously
analyse and simulate these trade-offs under realistic AOI constraints.

8.2 Theoretical Limits of Single-Model AOI

In high-volume digital manufacturing (millions of PCBAs/year), even tiny
error rates produce large absolute counts of misclassified units. We adopt the
standard metrics:

• Precision: fraction of flagged boards that are truly defective
• Recall: fraction of truly defective boards that are found
• True Positives (TP): defective boards correctly flagged
• False Positives (FP): good boards incorrectly flagged (waste)
• False Negatives (FN): defective boards missed (dangerous) where:

where:

FN = (1−−Recall)Ndefective,FP = (1−−Precison)Ngood

(8.3)
Because typically Ngood >> Ndefective even minute deviations from

perfect recall or precision amplify into thousands of errors.

8.2.1 Hypothetical Extreme Case (Proof by Contradiction)

This proof considers a hypothetical extreme case to effectively convey the
point in an engineering context. Assume a single-model AOI achieves near-
perfect Recall = 0.999 and Precision = 0.999. On a production line with 106

boards per year and a 0.1% defect rate:

• FN = (1 - 0.999) × 1’000 = 1 missed defect
• FP = (1 - 0.999) × 999.000 = 999 false alarms
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Even under this near-ideal scenario,≈ 1.000 total misclassifications occur
per million boards. This contradiction shows that statistical amplification
renders single-model perfection unattainable at scale.

8.2.2 Threshold Dependence and Trade-off

The precision-recall curve highlights an inherent trade-off. Lowering the
classification threshold increases recall (fewer FN) but reduces precision
(more FP); raising it has the opposite effect. Figure 8.1 illustrates that no
fixed threshold can simultaneously optimize both. This trade-off is not merely
theoretical: in AOI systems, lowering thresholds results in excessive re-
inspections, while raising them risks letting critical defects pass undetected.
Such tension makes static, single-model AOI unsuitable for high-assurance
manufacturing contexts.

8.2.3 ROC and Asymptotic Limit

The Receiver Operating Characteristic (ROC) curve further emphasizes this
limitation. As the decision threshold is relaxed, true positive rate or recall
(TPR) increases at the cost of the false positive rate (FPR). In the ROC
curve shown in Figure 8.2, the log-scaled x-axis highlights that pushing
recall toward 1 yields orders-of-magnitude increases in FPR, illustrating

Figure 8.1 Precision and Recall Vs Decision Threshold
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Figure 8.2 ROC curve (log-scaled FPR).

the asymptotic barrier: attempting to saturate specificity (also referred to
as selectivity) and sensitivity leads to a collapse in throughput rather than
improved operational safety.

8.2.4 Statistical Impact and the Binomial Limit

8.2.4.1 Bernoulli/Poisson envelope
Even if recall is pushed arbitrarily close to 1, any non-zero per-defective
escape probability implies a non-zero chance of at least one escape. Under
a Bernoulli model (independent trials) [10], the probability of observing zero
escapes decreases rapidly as the number of defectives tested grows; on large
runs you will typically observe x ≥ 1 escapes. Hence, “zero-escape” claims
cannot be certified with finite evidence.

8.2.4.2 Worst-case confidence bound (Clopper-Pearson, exact;
per-unit DPPM)

For certification we use distribution-free one-sided Clopper-Pearson bounds.
If escapes are observed over N_total shipped/tested units, let rU be the 95%
upper bound on the delivered escape rate, report:

DPPM95% = rU 106 (8.4)
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Table 8.1 Clopper-Pearson bounds
Observed escapes 95% worst-case escapes (count) DPPM95%
0 ∼3 .00 ∼ 3.00
1 ∼ 4.74 ∼ 4.74
2 ∼ 6.30 ∼ 6.30
3 ∼ 7.75 ∼ 7.75

Two practical cases (per-unit view):

• Zero events (x = 0) “rule of three”: DPPM95% = 3 ∗ 106 / Ntotal , i.e.
3 DPPM when Ntotal = 106

• At least one event (x > 0) bound rises above the “3 DPPM” floor

For large Ntotal, the 95% worst-case counts (then scaled to DPPM at
Ntotal =106) are reported in Table 8.1. Such values closely match the exact
Clopper-Pearson upper bound for large Ntotal. For 95% confidence, multiply
the counts (and DPPM) by ∼1.5 (i.e. 3 -> 4.6).

Implications for certification Bernoulli/Poisson view explains why zero
escapes are implausible at scale; the Clopper-Pearson bound provides the
formal worst-case DPPM to report. As soon as x ≥1, the 95% bound exceeds
the ∼ 3 DPPM floor of the zero-event case.

8.2.5 Avionic Safety Constraint (3 ppm Limit)

In avionics and safety-critical electronics, the allowable number of escaped
defects is typically below three per million units (3 ppm). Let p denote the
per-defective residual escape probability, i.e., the probability that a truly
defective unit is misclassified as acceptable. For N_defective = 1.000, the
expected residual number E of residual escapes must satisfy:

E [FN residual] = Ndefective·p≤3⇒p≤0.003 (8.5)

We may relate this bound to the classifier performance, by expressing:

p = (1−Precision)ϵ≤0.003 (8.6)

where ϵ denotes the defect prevalence introduced above. Assuming ϵ =
0.01, the above constraint yelds a required Precision ≥ 0.97. Therefore, if
Precision drops below 0.97, even Recall = 1 is not enough to meet safety
standards. Moreover, boosting recall to 1 typically inflates FP to unsustain-
able levels. Figure 8.3 (Avionic Acceptance Zone) plots this safety threshold:
only high-precision systems (> 0.97) can meet avionic requirements even
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Figure 8.3 Avionic Acceptance Zone.

under perfect recall. This confirms that single-model AOI fails to deliver both
safety and efficiency, especially in stringent sectors.

8.2.6 Empirical AOI Performance and Practical Limits

Real-world AOI systems, as reported in literature [3, 4], cluster around:

• Precision = 0.93-0.99
• Recall = 0.88-0.97
Recent surveys on these subjects, e.g., [9] show that even well-tuned

single-stage AOIs cannot meet both perfect sensitivity and precision. There-
fore, current AOI systems operate far from safety-optimal zones, validating
the need for reflective multistage architectures like the one proposed in §3.
This mainly depends on illumination, optics, surface complexity, and defect
type.

8.2.7 Key Points

This section has shown that:

• Statistical leakage prevents hard guarantees of zero-defect escape
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• Recall and precision are intrinsically in conflict
• For high-volume, safety-critical applications, single classifiers fail to

meet both targets
• Achieving Recall ≈ 1 inflates false positives, blocking the line
• Conversely, tightening precision causes defect escapes, violating safety

Hence, a modular, synergistic architecture with staged inspection
logic becomes necessary. Section 3 introduces such a design: a three-stage
AI pipeline that balances sensitivity and selectivity across inspection layers.

8.3 Multi-stage Architecture and Statistical Stability in
Industrial Processes

A robust way to detect rare defects at scale is to stage decisions: push recall
high at the front gate (to protect safety), then recover precision downstream
(to protect throughput). Unlike a one-way filter, the chain is reflective: later
stages can correct early over-flags and recheck borderline “good” items.

8.3.1 AOI Architecture (T -> K1 -> K2)

In brief, the multi-stage AOI comprises three stages:

1. T (front gate): a high-recall filter that flags anything suspicious
2. K1 (reject refinement): re-analyses flagged items to recover good units

and reduce false positives
3. K2 (final gate): re-checks the “good” stream to catch residual escapes

(false negatives)

The flows among T, K1 and K2 are as follows:

• From T (front gate)

◦ KO_T (predicted defective = TPT + FPT -> K1
◦ OK_T (predicted good = TNT + FNT -> K2

• At K1 (refines rejects from T)

◦ OK_K1 (now predicted good = TNK1 + FNK1 -> K2
◦ KO_K1 (still predicted defective = TPK1 + FPK1 -> scrap/repair

(exits the system)

• At K2 (final gate on the accepted stream)

◦ KO_K2 (predicted defective = TPK2 + FPK2 -> scrap/repair
◦ OK_K2 (predicted good = TNK2 + FNK2 -> ship to customer
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Figure 8.4 Block diagram of the three-stage AOI pipeline.

Table 8.2 Results (point estimates
Scenario FP (good scrapped) FN (escapes) DPPM (= FN at N = 10◦)

T only 556 0 0
T +K1 50 100 100

T +K1+K2 52(= 50 + 2) 1 1

Figure 8.4 shows the AOI pipeline pointing out that escapes are
the FNK2 contained in OK_K2, K1 recovers good units from KO_T
stream (cuts FP), while K2 catches residual defects that passed through T
(reduces FN).

8.3.2 Point-estimate simulation (106 boards; prevalence 0.5%)

Because point estimates reflect real on-line behaviour, they may be used
to reveal the superiority of the three-stage AOI over T-only and alternative
configurations. This is illustrated by the example below.

Assumptions per stage

• T: Recall = 1.00, Precision = 0.90
• K1: Recall = 0.98, Precision = 0.99
• K2: Recall = 0.99, Precision = 0.98
• Population: N = 106, prevalence = 0.5%,

where prevalence is defined as the number D of defective boards divided by
the total production volume, => D = 5.000 and good boards G = 995.000

Computation sketch:

• T: TPT = 5.000; FNT = 0; FPT ≈ 556
• K1 (on KO_T): TPK1 = 4.900; FNK1 = 100; FPK1 ≈ 50
• K2 (on OK_T + OK_K1): defectives-in = 100⇒ FNK2 = 1; FPK2≈ 2
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Result Interpretation

Table 8.2 is a deterministic operating estimate given nominal (Recall, Pre-
cision). For reporting/certification, it is suitable to use one-sided Clopper-
Pearson bounds (see §2.4.2 and [11]):

• T only with x = 0 escapes cannot claim “0 DPPM”; the 95% floor is ∼
3 DPPM at N = 106

• T+K1 with x = 100 escapes implies a 95% upper bound > 100 DPPM
(∼116 DPPM via Poisson/CP)

• T+K1+K2 with x = 1 implies ≈ 4.74 DPPM95%

Table 8.2 shows that the multi-stage chain significantly reduces the false-
reject burden. in our 1M/0.5% simulation FP drops by ∼10× versus T-only
(556 -> 52 per million), while escapes fall to ∼1 DPPM by point estimate
(T+K1+K2), instead of 100 DPPM with T+K1. Therefore, multi-stage AOI
makes the operating risk tiny (∼1 DPPM by point estimate) and the certifiable
risk acceptably low (∼4.7 DPPM). A single stage cannot substantiate a zero-
escape claim (its 95% floor is ∼3 DPPM even if x = 0).

8.3.3 Keeping FN and FP under control (few, frequent actions)

Controlling FP and a few stable process variables is essential to keep the
line statistically stable and to prevent hidden increases in FN. Routine moni-
toring, paired with simple, pre-agreed actions, keeps day-to-day performance
aligned with the one-sided 95% Clopper-Pearson bounds and prevents drift.
Suggested actions (derived from the above):

• Report two numbers (monthly + cumulative): Point DPPM (what
happened) and CP-bounded DPPM95% (what you can certify) is
important for evaluating the status of the production line as will be
discussed in the next section

• Watch the FP trend: simple per-shift FP chart with a stop-and-check
rule (run a small golden set before changing thresholds)

• Clear threshold split: give recall to T (lower its threshold if FN risk
rises) and precision to K1/K2 (they filter the extra FP)

• Weekly recall probe: inject a few known-defect boards; if recall drops,
lower threshold of T slightly and keep K2 strict until stable

• Deterministic repeatability checks: track inter-board similarity
(IBS) and re-scan one unchanged board; if IBS falls or repeatability
breaks, switch to a safe profile, re-run the golden board and correct
illumination/focus/registration before resuming
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These few controls keep the section actionable, tie directly to the formal
bounds in §2 and avoid over-engineering.

8.4 Multi-stage AOI System and Statistical Control on
Large-Scale Production

To meet ultra-low escape rates (automotive, avionics), we deploy a three-
stage AOI that separates concerns: a high-recall front gate, a high-precision
refinement on rejects and a final check on the “good” stream to catch residual
escapes. All claims are reported with one-sided Clopper-Pearson bounds (see
§2.4).

8.4.1 Annotation and classification-only strategy (no object
detection)

In our implementation each component is pre-indexed from CAD/BOM
and cropped into a fixed patch (one component per patch). This removes
object detection and turns the task into pure classification (“conforming/non-
conforming”). Benefits: higher accuracy (the model focuses on conformity),
full traceability (ID/position known) and stability (fixed ROIs).

8.4.2 Three-stage pipeline and threshold policy

In details, the AOI used in our prototype VisioEdgeAI are as follows:

AOI-1 - Tiny-autoencoder Filter (High Recall)

A Tiny-autoencoder trained on golden boards detects any deviation from
normality. Its threshold is adjusted to ensure recall ≈ 1.0, meaning that no
defective component is missed, even at the cost of many false positives.

AOI-2 - KMeans Refiner (High Precision)

Only the flagged components are passed to an unsupervised method such as
KMeans, which clusters them and isolates rare, subtle defect types. This stage
acts as a second filter, drastically reducing the false positive rate by operating
on a semantically aligned, low-dimensional space.

AOI-3 - Final Classifier (False Negative Recovery)

Despite the high recall of AOI-1, residual false negatives may still occur
due to statistical effects or rare defect patterns. The third stage acts as a
fall back detector, specifically optimized for FN recovery via a lightweight
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classifier trained on known defect prototypes. This final step ensures that even
statistically rare errors are caught with high probability. Threshold policy is
to allocate recall headroom to T and precision headroom to K1 (they filter the
extra FP). Stress P increases at K1 whereas K2 reinforces recall on critical
cases, improving robustness to statistic variation.

8.4.3 Analytical comparison with certification hooks (single vs.
multi-stage)

Given the practical scope of our study, this section explains the engineering
meaning of the three KPIs used in our analysis, i.e. Point, Bernoulli and
Clopper-Pearson, so that operational performance and certification claims are
interpreted consistently.

• Point (operational estimate): FP/FN expected on N units from the
nominal (R, P) at each stage (i.e. “what happened” in production)

• Bernoulli (likelihood at scale): probability of at least one escape given
per-defective escape PFN = 1 - R and the number of defectives i.e.
“how likely an escape is” under current setting. At production scale,
the probability of exceeding a tolerable number of escapes increases as
the probability that a single defect escapes increases.

• Clopper-Pearson (certification bound): one-sided 95% upper bound on
the delivered escape rate from the observed escapes x on N units;
reported as DPPM95% = rU 106 i.e. “what you can safely claim”

The following example (same setting unless noted) may clarify how they
are computed in practice. Assume N = 106 boards, prevalence = 0.5%
defectives D = 5.000, good G = 995.000.

1) Point (operational) - T only
Take RT = 0.98 and PT = 0.90

• FN = (1 - RT) ∗D = (1 – 0.98) ∗ 5000 = 100 DPPM
• TP = RT D = 0.98 ∗ 5000 = 4900
• FP = TP (1 - PT) / D ≈ 544

2) Bernoulli (engineering likelihood of ≥1 escape)
Per defective escape PFN = 1 - R, with n defectives reaching the gate

Probability of zero escapes: (1 – PFN)n ; hence P(≥1) = 1 - (1 – PFN)n

if RT = 0,999 => PFN = 0,001, n = 5000 then P(≥1) ≈ 99,33%
if RT = 0,98 => PFN = 0,02, n = 5000 then P(≥1) ≈ 100 % i.e., virtually

certain at this scale
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3) Clopper-Pearson (certification, 95% upper bound)
Report DPPM 95%= rU 106, where rU is the CP 95% one-sided upper

bound on the escape rate given observed escapes x over N. For N = 106

• x = 0⇒∼ 3.00 DPPM (zero-event “rule of three”)
• x = 1⇒∼ 4.74 DPPM
• x = 2⇒∼ 116 DPPM (CP one-sided 95%)

These examples clearly demonstrate that an AOI using T-only could be
enough for efficient certified production only if R is close to 1.

However, another example is suitable for illustrating that this is not
completely true neither under this extreme condition. Indeed, the following
Table 8.3, obtained using the same previour formulas, certifies that three stage
AOI achieves similar FN but at a lower FP. In this experiment we assume.
N= 106 boards; prevalence 0.5% => 5.000 defectives, good G = 995.000 ,

Nominal stage metrics:

• T: R = 1, P = 0,90
• K1: R = 0,98, P = 0,99
• K2: R = 0,99, P = 0,98

Before discussing the results, we first clarify the table’s columns and
the computation sketches (Point and Bernoulli) used in this experiment; the
Clopper–Pearson computation sketch follows the description provided above.

• Point = operational estimate from (R, P)
• Bernoulli (engineering view; [10]): probability of observing at least one

escape at the stage that determines delivery (K1 if no K2; K2 if present),
computed with n defectives reaching that stage and per-defective escape
probability PFN. It shows how likely an escape is in practice under the
assumed operating point

• Clopper-Pearson (certification view; [11]): one-sided 95% upper bound
on delivered DPPM from the observed count x of escapes (per §2.4.2):
with x = 0 the bound is the familiar ∼3 DPPM floor at 106; with x = 1 it
becomes ≈ 4.74 DPPM; with x = 100 it is ≈ 116 DPPM

Table 8.3 Results (point, Bernoulli, Clopper-Pearson)
Scenario FP

(point)
FN
(point)

Point
DPPM

Bernoulli
Pr [ ≥ 1 escape]

CP-bounded
DPPM (95%)

T only 556 0 0 0% ≈ 3.00
T + K1 50 100 100 ≈ 100% ≈ 116
T + K1+ K2 2 1 1 ≈ 63% ≈ 4.74
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Computation sketch (Point)

• T: TPT = 5.000 FNT = 0 FPT≈ 556
• K1: KOT TPT = 4.900 FNK1 = 100 FPK1≈ 50
• K2: OKT + OKK1 defectives-in = 100 FNK2 = 1 FPK2≈ 2

Computation sketch (Bernoulli)

• T: 0% (since RT = 1)
• K1: n = 5.000, RT = 0,02 PFN = 1 - 0,98 5000 => PFN≈ 100 %
• K2: n = 100, RT = 0,01 PFN = 1 - 0,99 100 => PFN≈ 63 %

With that in mind, the table confirms that a T-only system cannot occupy
the upper-right (high R, high P) corner at scale: raising PT lowers FP,
but any RT < 1 generates FN; no single threshold achieves both tiny FN
and tiny FP. Adding K1 (emphasizing precision) recovers most FP; adding
K2 (emphasizing recall) collapses residual FN with negligible FP increase.
Therefore, a multi-stage design is necessary, both operationally (point esti-
mates and formally Clopper-Pearson bounds). As outlined in §3, it is also
clear that reporting these two numbers monthly and cumulatively may give
clear indication about maintenance. Point DPPM clarifies “what happened”
and CP-bounded DPPM (95%) points out “what you can certify”.

The monthly estimate captures drift; the cumulative bound tightens
with volume (approximatively 3 ∗ 106 / Ncum) in the zero-event case), thus
aligning operational monitoring with certification requirements and avoiding
overclaims after quiet months.

Fixed per-component crops make the decision about conformity only; this
tightens feature distributions and improves both P and R versus detection-
based pipelines. We then stress stages by design: K1 toward precision on
the reject stream P increases, K2 toward recall on the accepted stream R
increases. The result is a stable operating point with FP ≪ T-only (i.e. 556
-> ∼52 per million) and escapes ∼ 1 DPPM by point estimate, paired with
defensible CP bounds per §2.4.

8.5 Concluding remarks

The approach detailed in this paper has been adopted in the final design
of the robotized conveyor AOI called VisioEdgeAI, both in the choice of a
three-stage processing pipeline while boards pass under the camera and in the
systematic reduction of variability sources that could jeopardize the targets.
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Three-stage AOI is on the line. As each PCBA traverses the imaging
station, the system executes: T (high-recall front gate), K1 (precision-oriented
refinement of rejects) and K2 (recall-oriented final check on the accepted
stream). This triplex design replaces earlier two-step error-recognition
schemes and proved necessary to achieve low escapes with low false rejects
at production scale. Two-step AOI remains a valid option for consumer-
grade electronics lots where the risk and volume profile are less stringent
[12]. Variability control by design has been taken into account. To minimize
context variability:

• Detection-free, classification-only processing: components are pre-
indexed from CAD/BOM; fixed crops (one component per patch)
remove localization noise and stabilize the feature space

• Pose/placement tolerance: exact mechanical centering of the PCBA is
not required; pre-processing alignment registers each image to a stable
reference before inference

• Illumination stability: per-shift and daily checks track inter-board bright-
ness drift; thresholds switch to a safe profile if limits are exceeded,
followed by recalibration

Compute platforms are another aspect under study to achieve good time
performance. Real-time execution is feasible on embedded GPU modules (i.e.
NVIDIA Jetson Orin/TX2-class); FPGA-based pipelines are under evaluation
to further reduce latency by exploiting data-parallel primitives in the image
pipeline.

Algorithmic targets and tuning is under study. K1 and K2 are being
characterized to deliver baseline R ≥ 0.98 and P ≥ 0.98 at nominal settings,
enabling controlled “stress” toward P increasing at K1 or R increasing at
K2 without materially penalizing the other metric. Early runs on small lots
showed zero observed escapes, consistent with the design. Further classifi-
cation algorithms are also under study to improve performance and assure a
certain degree of statistical independence among them [13].

The dataset used in these preliminary runs was obtained from a pro-
duction board. From images of this board, we extracted per-component
image patches and generated PCBAs with representative defect conditions
(e.g., missing components, rotations, burn marks, and overstressed or aged
components). Approximately one hundred PCBAs of the same type were
provided by HTS, with whom we are collaborating on the development
of the VisioEdgeAI prototype. Each board contains around 40 components
(resistors, capacitors, inductors, and integrated circuits).
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The training dataset comprises 500 PCBA images derived from the best-
quality image of the original HTS board. Each defective image includes four
defective components, covering a range of defect types such as rotated com-
ponents, missing components, burned components, imperfect solder joints,
and incorrect components (i.e., components mounted in the wrong locations).
Testing was conducted using defective images not included in the training set,
as well as HTS boards on which defects were intentionally introduced.

Defect modeling and data augmentation will be used to evaluate long
batches suitable for false-negative (FN) certification, which will follow the
one-sided Clopper–Pearson framework discussed in §2 (i.e., zero observed
events still imply a finite upper bound).

The paper stressed how maintenance and certification integration is also
one important aim. To achieve both operational stability and certification
credibility, we aim at integrating systematic/predictive maintenance into the
imaging-conveyor chain and report both Point DPPM and 95% CP-bounded
DPPM within an IATF QMS. Component maintenance, very relevant in this
context (i.e. [14], reduces drift in illumination, focus and transport dynamics)
primary drivers of FP/FN variance in digital inspection, while certification
framing, i.e. [15], aligns internal control with customer-facing, audit-grade
claims.

On the algorithmic side, patch-based anomaly detectors (i.e. PatchCore;
PaDiM) and self-supervised backbones (i.e. DINO-style ViTs) will be consid-
ered to provide high-recall, high-precision building blocks; for imbalanced
supervised stages, Focal Loss can further mitigate false decisions. Taken
together, these elements, triplex AOI, detection-free classification, engineered
variability control and certification-grade reporting, compose a coherent
system that meets the operational and formal requirements set out in this
work. The resulting architecture is explicitly designed to decouple safety
from throughput, allowing recall to be pushed toward unity without inducing
unsustainable false-positive rates, while preserving process capability and
takt-time stability at production scale.

These conclusions are further supported by recent few-shot SMD inspec-
tion benchmarks, such as the PCB-SAID dataset [16], which empirically
documents how rare and fine-grained defect distributions expose the practi-
cal limits of single-model AOI systems. In this sense, PCB-SAID provides
complementary experimental evidence that aligns with the statistical and
process-level arguments developed in this paper, reinforcing the need for
multi-stage, reliability-oriented inspection pipelines in safety-critical elec-
tronics manufacturing.
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Abstract

The rapid deployment of autonomous and semi-autonomous vehicles intro-
duces fundamental challenges in liability assessment, as existing legal and
regulatory frameworks are primarily designed for human drivers and do not
directly apply to autonomous decision-making systems. Traditional investi-
gation methods are manual, slow, subjective, and insufficient to capture the
complex interactions among vehicles, infrastructure, and evolving mobility
ecosystems. This work proposes an automated liability assessment frame-
work that integrates edge intelligence, machine learning technology and
graph theory to address the gaps and objectively and transparently assign
responsibility in self-driving vehicle accident scenarios. Sensor data from
vehicles, weather and roadside units is processed locally on embedded plat-
forms using lightweight AI models optimized for real-time inference and low
power consumption. The framework constructs event identity graphs to rep-
resent causal relationships among accident entities, factors, cross-referenced
with insurance codes, traffic regulations, and ethical policies. The proposed
framework integrates mechanisms that inherently support transparency, fair-
ness, and explainability throughout the decision-making process. By rethink-
ing liability assessment for autonomous vehicles, this approach reduces
investigation delays, enhances transparency, and supports scalable, secure,
and ethically aligned decision-making in the era of self-driving vehicles.
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9.1 Introduction

Road traffic injuries continue to represent one of the most critical global
public health and socio-economic challenge of the modern era. Despite
technological advancements in vehicle safety and the implementation of
road safety policies, the absolute number of fatalities resulting from road
crashes has continued to rise worldwide. According to [1], approximately
1.35 million people died in road traffic accidents in 2016, making road
crashes a more significant cause of mortality than HIV/AIDS, tuberculosis, or
diarrhoeal diseases. In Europe, 25,150 fatalities and approximately 135,000
serious injuries were recorded on roads in 2018 [2]. Beyond the humanitarian
dimension, the economic burden of road crashes within the EU is estimated at
=C280 billion annually, equivalent to roughly 2% of total GDP, representing a
significant drain on societal and economic resources. In 2022, approximately
891,831 reported road crashes resulted in 20,634 fatalities and 1,14,189
injured people in the EU member state as illustrated in Figure 9.1 [3].

The persistent burden of road traffic injuries underscores the need for
transformative approaches to mobility safety. One of the most promising
developments in this regard is the emergence of autonomous and semi-
autonomous vehicle (AV) technologies, which leverage advanced sensors,
machine learning algorithms, and real-time decision-making systems to

Figure 9.1 Number of road crashes, fatalities and injured people in the EU [3].
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enhance driving performance and reduce human error. Human factors, such
as distraction, fatigue, impaired judgment, reaction delay, alcohol, and drugs
contribute to more than 90% traffic accidents [4–6], making them a primary
target for intervention. AVs, by continuously monitoring the driving environ-
ment, predicting potential hazards, and executing precise control manoeuvres,
have the potential to significantly mitigate collisions attributable to driver
mistakes. Early studies and pilot deployments suggest that even partial
automation can improve situational awareness, optimize vehicle spacing, and
reduce collision severity, thereby lowering both fatalities and serious injuries
[7–9].

Beyond improving road safety, AV technologies offer significant societal
and economic benefits by transforming the way people and goods move. By
optimizing traffic flow and enabling coordinated vehicle interactions, AVs can
reduce congestion, shorten travel times, and increase overall productivity in
urban and intercity transport networks. They also enhance mobility access
for populations traditionally limited by age, disability, or the inability to
obtain a driver’s license, including the elderly, teenagers and individuals with
certain medical conditions. By combining enhanced safety with improved
accessibility and efficiency, AVs have the potential to create more inclusive,
resilient, and productive transportation systems.

Despite their potential to improve safety and mobility, AVs introduce
complex and unresolved challenges in liability and accountability assess-
ment. Traditional legal and regulatory frameworks are designed for human
drivers and do not directly apply to software-based decision-making. In
accidents involving AVs, fault may arise from multiple sources, including
vehicle manufacturers, software developers, fleet operators, infrastructure
managers, or even end users, making causal attribution highly complex.
Current approaches are manual, slow, subjective, and unable to capture the
interactions among vehicles, infrastructure, and adaptive mobility systems.
These challenges are compounded by privacy concerns and the proprietary
nature of AV data, which can limit access to crucial evidence for liability
determination.

The contribution of this work is a conceptual framework for automated
liability assessment in accidents involving AVs. The framework integrates
three strands of research that are rarely combined in this domain. First, it
employs lightweight artificial intelligence models on embedded platforms to
enable real-time, low-power processing of vehicle and roadside sensor data
at the edge. Second, it employs graph theory to capture causal relationships
of entities involved and connect them to insurance codes, traffic regulations,
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and ethical guidelines. Finally, the framework embeds fairness auditing
to systematically evaluate and mitigate bias in liability outcomes, keeping
transparency and explainability at the core. Together these elements form
a structured, scalable, and ethically grounded approach to liability assess-
ment that addresses both the technical limitations of traditional investigation
methods for software-driven vehicles.

9.2 Background and Related Work

Autonomous vehicles represent a transformative advancement in modern
transportation, combining sophisticated sensing, perception, and decision-
making systems to operate with minimal or no human intervention. The
Society of Automotive Engineers (SAE) classifies vehicle automation into
six levels (0-5), starting from no automation (Level 0), driver assistance
(Level 1), partial automation (Level 2), conditional automation (Level 3),
high automation (Level 4) to full automation without human oversight
(Level 5) [10].

Levels 0-2, associated with Advanced Driver Assistance Systems
(ADAS), are categorized as driver support features in which the human
driver retains full responsibility for monitoring the driving environment and
maintaining vehicle control. In contrast, Levels 3–5, representing Automated
Driving Systems (ADS), encompass automated driving features capable of
performing the entire dynamic driving task under specific (Level 3–4) or all
(Level 5) conditions. This classification framework underscores the techno-
logical evolution from assistive automation (using ADAS) to high and full
automation (using ADS), reflecting a fundamental shift toward autonomous
mobility [10, 11].

AV technologies rely on a combination of heterogeneous sensors, includ-
ing light detection and ranging (LiDAR), cameras, ultrasonic sensors, Global
Positioning System (GPS) etc, to perceive the vehicle’s surrounding environ-
ment [12]. Artificial intelligence (AI) lies at the core of processing these data
streams: sensor fusion techniques, powered by machine learning models, inte-
grate multiple inputs to generate robust and accurate representations of the
driving environment [13]. Perception and prediction systems, typically based
on deep learning and computer vision algorithms, not only detect and classify
objects such as vehicles, pedestrians, and traffic signals but also predict the
behaviour and intent of surrounding agents. AI enables vehicles to anticipate
the actions of other drivers, pedestrians, or cyclists, and supports motion plan-
ning algorithms that determine safe and efficient trajectories under diverse
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weather, lighting, and traffic conditions. AI empowers AVs to perceive their
environment, predict events, plan actions, and control the vehicle. Vehicle-
to-Everything (V2X) communication further enhances situational awareness
by allowing vehicles to exchange information with other vehicles, roadside
infrastructure, and cloud services. This connectivity supports coordinated
manoeuvres, real-time traffic management, and early hazard detection, which
are particularly critical in urban and high-density traffic environments.

Traditional approaches to road accident analysis rely primarily on post-
incident investigation, including police reports, witness statements, and
expert reconstruction of crash events [14, 15]. These standards say that all
possibilities for clarifying the course of a traffic accident must be exploited,
including use of digital evidence from vehicles, event data recorders, smart-
phones, etc. Also, when the police investigate an accident, they must reserve
traces at the accident scene and secure evidence at the scene: witness data,
spontaneous statements from involved parties, photographs of the scene, the
positions of vehicles, etc [15]. Each report so submitted should include,
at a minimum, the following information relating to the crash: location,
date, time, identification of drivers, owners, pedestrians, passengers, motor
vehicles, direction of travel each motor vehicle, a narrative description of the
events and circumstances leading up to the time of the crash and immediately
after the crash [14].

While these methods provide valuable insights, they are often time-
consuming, subjective, and limited in capturing the complex interactions
among vehicles, road infrastructure, environmental conditions, and human
behaviour. Accident reconstruction frequently depends on manual interpre-
tation of physical evidence, which may be incomplete or degraded, leading
to delayed or inconsistent assessments. Moreover, conventional analyses are
typically designed for scenarios involving human drivers, and are ill-suited
for multi-agent, automated, and connected traffic environments.

Road traffic crash analysis literature can be broadly divided into pre-crash
predictive models and post-crash severity models, both offering valuable
insights for safety and liability assessment. Pre-crash models estimate the
likelihood and potential severity of crashes using traffic, environmental, and
driver-related factors. [16] showed that traffic congestion significantly influ-
ences crash severity, highlighting how human driver behaviour interacts with
traffic conditions. It is demonstrated in [17] that interactions between vehicles
affect severity outcomes through a copula-based model, emphasizing the
interdependence of driver actions. [18] found that real-time weather condi-
tions significantly impact freeway crash risk, and [19] successfully predicted
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motorcycle crash outcomes using multivariate Bayesian models. While these
studies are effective for forecasting crash likelihood and risk exposure, they
focus on human-driven scenarios and cannot fully account for autonomous
system interventions, algorithmic decision-making, or control handovers,
which are critical in AV environments. Thus, these pre-crash models cannot
alone determine actual liability in post-crash scenarios involving autonomous
or mixed-traffic vehicles.

Post-crash models provide evidence of actual crash dynamics, occupant
injuries, and environmental impacts, essential for liability determination. [20]
linked kinetic energy dissipation to injury severity, illustrating how crash
physics predict harm. Vehicle and crash characteristics strongly influence
injury outcomes in side-impact collisions [21], while [22] demonstrated that
fixed roadside objects exacerbate injury severity. Correlation was established
between the extent of vehicle damage and occupant injury in head-on crashes
in [23]. While these models accurately capture outcomes in human-driven
crashes, they do not account for AV-specific factors such as automated brak-
ing, emergency manoeuvres, or interaction with mixed human-autonomous
traffic. Traditional post-crash severity models, such as [20] and [21], rely on
detailed vehicle dynamics, occupant injury data, and environmental factors
to reconstruct crashes and assess liability. In contrast, the model in [24]
analyses statistical trends in crashes and AV disengagements, making it a
macro-level post-crash analysis rather than a micro-level reconstruction of
individual crash mechanics.

The transition to autonomous and semi-autonomous vehicles further com-
plicates liability determination. In AV-related accidents, fault may arise from
a combination of factors, including vehicle software, sensor performance,
manufacturer design choices, operator intervention, or infrastructure defi-
ciencies. Current regulatory and legal frameworks are largely unprepared to
address these distributed sources of responsibility, creating ambiguity in fault
attribution and insurance claims. In addition, the increasing volume of sensor
and telematics data generated by AVs introduces both opportunities and chal-
lenges: while these datasets can provide high-resolution evidence of accident
dynamics, they also raise privacy, security, and data integration issues. These
limitations underscore the need for automated, data-driven frameworks that
can systematically analyse accident events, incorporate causal reasoning,
and provide transparent and equitable liability assessments in the context of
autonomous mobility.
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9.3 Event Identity Graph Framework

The paper proposes the Event Identity Graph Framework (EIGF) which
provides an automated, transparent, and fairness-aware approach to liabil-
ity assessment in autonomous vehicle accident scenarios. It integrates edge
intelligence, machine learning, and causal graph modelling to process dis-
tributed sensor data securely and interpret complex interactions among vehi-
cles, infrastructure, and environmental factors. The framework is designed
to capture the multimodal and dynamic nature of AV ecosystems, where
responsibility can no longer be attributed solely to human drivers but must
be inferred from a network of interconnected agents and decision-making
systems.

The EIGF operates through four primary steps: (i) event context data
ingestion and pre-processing at edge; (ii) Event Identity Graph (EIG) con-
struction using graph theory, which represents causal relationships among
entities (vehicles, humans, objects, regulators, insurer, police etc.) and con-
textual factors (vehicle condition, telemetry, environment conditions, insur-
ance codes, traffic rule) and (iii) liability assessment and report generation
using graph theory and large language model (LLM) and (iv) fairness,
transparency and ethicality assessment. The proposed EIGF models accident
analysis and liability assessment as a structured flow of information from data
acquisition to explainable decision outcomes. Figure 9.2 illustrates the overall
architecture of the proposed framework, organized according to the classical
input–processing–output paradigm. The input layer represents multimodal
data sources, including sensor streams, contextual metadata, and regulatory
texts. The processing layer captures causal reasoning and entity-relationship
modelling within the event graph, while the output layer delivers structured
liability assessments, interpretability reports, and fairness evaluations.

An Event Identity Graph is a directed graph, illustrated in Figure 9.3,
representing events and the entities involved, functioning as an advanced,
machine-readable equivalent of a traditional crash report. Unlike conven-
tional reports that primarily describe incidents in narrative form, the EIG
captures the full context of a crash, including the vehicles, drivers, sensors,
environmental conditions, and any preceding or resulting events. The EIG not
only facilitates the explanation of the crash by making explicit how different
factors contributed to the incident but also provides a foundation for privacy-
preserving, and ethically aligned systematic liability analysis, bridging the
gap between technical performance and legal accountability in autonomous
mobility. Moreover, its machine-interpretable format ensures interoperability
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Figure 9.2 Event Identity Graph Framework Architecture.

with AI-based assessment tools, predictive analytics, and fairness auditing
frameworks, making it an essential component in modern crash investigation
and liability determination. The subsequent sub-sections elaborate on the
fundamental processes and architectural elements that constitute the proposed
framework.

9.3.1 Data Acquisition and Preprocessing

Accurate and reliable data acquisition forms the foundation of the EIGF, as
liability assessment in AV accidents depends on the integrity and diversity of
multimodal information. The input layer of the framework acquires and pre-
process heterogeneous and distributed data streams originating from vehicles,
infrastructure, and Roadside Units (RSUs) to create a unified representation
of an event. The data includes onboard vehicle sensors data (e.g., LiDAR,
camera, GPS), vehicle telemetry data (speed, braking force, steering angle,
system state), human-related factors (driver profile, reaction time), traffic flow
from RSUs. Supplementary data such as traffic signal states, environment,
weather conditions, traffic laws, insurance codes, manufacturer guidelines
and map-based infrastructure information are also integrated to provide a
comprehensive situational view.

Each input is temporally stamped and semantically categorized to ensure
accurate event reconstruction. The preprocessing pipeline includes data
validation, temporal synchronization, across heterogeneous sensors, noise
reduction and filtering for signal integrity, and feature extraction to derive
semantically meaningful representations such as vehicle trajectories, relative
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Figure 9.3 Entity Identity Graph.

distances and context tagging before being structured into a graph-compatible
schema for downstream analysis. This multi-source approach ensures that
both micro-level driving behaviours and macro-level environmental interac-
tions are captured, enabling holistic and high-fidelity reconstruction of event
with causal reasoning and supporting granular liability attribution.

9.3.2 Event Identity Graph Construction

An EIG serves as the core analytical representation within the proposed
framework, translating complex accident scenarios into structured causal
relationships. Each graph as shown in Figure 9.3, is composed of nodes
representing entities such as vehicles, drivers, passenger, infrastructure com-
ponents, environmental conditions, and regulators, and edges denoting the
interactions and dependencies among them. These relationships capture both
temporal (e.g., sequence of braking or acceleration events) and causal (e.g.,
vehicle A’s manoeuvre causing vehicle B’s reaction) connections, allowing
for an interpretable reconstruction of the event chain. Machine readable JSON
and XML formats of an EIG can be found at [25]. Data streams collected at
the edge layer are abstracted into event descriptors and contextual attributes,
which are then mapped to graph components through a combination of
rule-based logic, temporal correlation, and causal discovery algorithms.
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Figure 9.4 Entity Identity Graph Example Walkthrough.

Once constructed, the EIG becomes a dynamic knowledge graph capa-
ble of representing both micro-level interactions and macro-level contextual
factors that influence accident outcomes. By encoding cause-effect relation-
ships, the EIG provides a foundation for explainable reasoning, enabling
the system to trace back the origin of each contributing factor and assess
its relative significance. The graph structure also facilitates multi-source
integration, linking sensor data with regulatory databases and insurance
codes for comprehensive liability assessment. This approach ensures that the
resulting interpretations are not only data-driven but also context-aware and
legally grounded, bridging the technical and normative dimensions of AV
accountability.

Let us explore this further with help of a simple example scenarios where
a manually driven vehicle (Vehicle B) performs an unsignalled lane change
into the path of an AV (Vehicle A). The AV detects the intrusion, initiates
an evasive manoeuvre, and a minor sideswipe occurs. This would result in
an event identity graph shown in Figure 9.4. The resulting EIG captures
a minimal causal chain: Lane change (Vehicle B) → detection by Front
Right Sensor and LiDAR (Vehicle A)→ evasive manoeuvre (Vehicle A)→
collision, with Vehicle B’s rule-violating manoeuvre as the primary causal
factor, and Vehicle A’s evasive action as a mitigating response.
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9.3.3 Liability Inference

The Liability Inference constitutes the reasoning core of the EIGF, transform-
ing the structured causal information encoded in the EIG into transparent,
legally grounded, and ethically defensible responsibility assessments. Each
node and edge in the EIG is evaluated to determine the contribution of vehi-
cles, pedestrians, infrastructure, and other entities to the sequence of events
leading to an accident. Established principles of causal inference and graph-
based influence propagation algorithms are employed to quantify influence,
identify proximate, estimate causal impact and distal causes, and ensure that
liability determinations are consistent with traffic regulations, and insurance
policies. The EIGF also draws on principles from neuro-symbolic AI [28]
and knowledge-graph reasoning [29], which demonstrate how structured
causal representations can support explainable, rule-consistent inference in
safety-critical domains.

To enhance interpretability and contextual understanding, the mod-
ule incorporates an LLM-augmented reasoning layer. The LLM interprets
graph-based relationships alongside unstructured textual data-such as regula-
tion documents, motor vehicle laws, police reports, and witness statements, to
generate human-readable explanations of liability assignments. It also cross-
validates outcomes against traffic codes and regulatory guidelines, providing
a semantic audit of decisions and highlighting potential inconsistencies or
biases. Outputs include structured liability assessments, confidence scores,
and traceable decision pathways, accompanied by natural-language reports
for investigators, insurers, or regulatory authorities as depicted in Figure 9.2.
By combining causal graph reasoning with LLM-augmented interpretive
capabilities, EIGF delivers a scalable, transparent, and traceable methodology
for automated liability assessment in autonomous vehicle ecosystems.

9.3.4 Fairness and Transparency, and Compliance Assessment

Ensuring fairness, transparency, and legal compliance is essential for
any automated liability assessment system, particularly in the context of
autonomous vehicles where decisions directly impact human safety, legal
outcomes, and insurance claims. The proposed framework incorporates a
dedicated auditing layer that evaluates both algorithmic bias and procedural
fairness. It ensures that every decision or liability attribution is transparent,
auditable, and ethically defensible.

Fairness is achieved by accompanying each inference or liability assign-
ment by contextual metadata, such as the underlying data source, model
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confidence score, and reasoning chain derived from causal inference models.
An EIG visually encodes these relationships, making it possible to trace
how specific actions, sensor readings, or environmental factors contributed
to the final liability outcome. Transparency is achieved through graph-based
explainability and LLM-augmented natural-language reports, which provide
human-interpretable rationales for each liability decision. Decision pathways,
causal weights, and contributing factors are logged in traceable and auditable
formats, enabling investigators, insurers, or regulatory authorities to verify
the reasoning behind each outcome. Regulatory compliance is further rein-
forced by integrating traffic laws, insurance codes, and normative guidelines
directly into the liability inference process.

9.4 Discussion

By representing incidents as structured causal graphs, the EIGF allows
investigators and insurers to quickly identify contributing factors, assign
responsibility, and generate interpretable reports. This structured approach
reduces reliance on manual reconstruction and subjective judgment, thereby
shortening investigation times and improving consistency in liability
assessments.

Beyond operational efficiency, the EIGF enhances transparency and
accountability in decision-making. Stakeholders, including vehicle manufac-
turers, regulatory agencies, and insurance companies, can trace the chain of
events leading to a decision, fostering trust in automated systems.

From a technical perspective, the framework introduces several inno-
vations. Edge intelligence allows real-time event detection on embedded
platforms, while graph-based causal modelling captures complex interactions
among vehicles, infrastructure, and environmental factors. The integration
of LLM-augmented reasoning adds semantic understanding of unstructured
data, generating interpretable explanations and validating outcomes against
regulations. Collectively, these features provide a scalable, explainable, and
robust mechanism for automated liability assessment.

9.4.1 Limitations and Challenges

Despite its conceptual strengths, the EIGF faces several limitations. Its
effectiveness depends on high-quality, synchronized, and comprehensive data
from vehicles, infrastructure, and environmental sensors. Gaps in sensor
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coverage, data loss, or inaccurate inputs could compromise graph construc-
tion and liability inference.

Another challenge lies in algorithmic misattribution. While causal infer-
ence and LLM reasoning provide structured analysis, errors in model predic-
tions or incomplete knowledge could lead to incorrect liability assignments.
Human oversight may still be required to validate and correct outcomes in
complex or ambiguous cases.

One significant challenge in developing and evaluating liability assess-
ment frameworks is the scarcity of publicly available, high-fidelity datasets
on autonomous vehicle collisions. Because such accidents are relatively rare
and often subject to proprietary, regulatory, or privacy constraints, researchers
lack large-scale, multimodal datasets that capture the full sensor, telemetry,
contextual, and legal data needed to validate causal and liability models.
For instance, the California Department of Motor Vehicles maintains an
Autonomous Vehicle Collision Reports database in which AV testing enti-
ties must report any collision involving property damage, bodily injury, or
death within 10 days [26]. As of October 10, 2025, the DMV has received
875 Autonomous Vehicle Collision Reports, with older reports archived and
available upon request.

Similarly, the National Highway Traffic Safety Administration (NHTSA)
has issued a Standing General Order [27] requiring manufacturers and oper-
ators of vehicles equipped with ADS or Level 2 ADAS to report certain
crashes involving these vehicles. This initiative aims to provide timely and
transparent notification of real-world crashes associated with ADS and Level
2 ADAS technologies, enabling NHTSA to respond to crashes that raise
safety concerns through further investigation and enforcement. While both
DMV and NHTSA are valuable initiatives, the dataset remains limited in
scope, coverage, and granularity, especially concerning raw sensor logs or
internal system states. Without extensive annotated datasets, concept frame-
works such as the Event Identity Graph Framework will face difficulty in
rigorous empirical validation and benchmarking, potentially slowing progress
toward real-world deployment.

The adoption of such systems also raises ethical, legal, and societal chal-
lenges. Trust in automated liability decisions may vary across stakeholders,
and regulatory acceptance will depend on demonstrable accuracy, fairness,
and transparency. Public perception and the willingness of insurers, regu-
lators, and the legal system to rely on AI-driven assessments are critical
factors.
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9.4.2 Future Directions

Future research will focus on developing a functional prototype of the EIGF
framework to demonstrate its practical feasibility. For edge computing plat-
forms NVIDIA Jetson Nano and Raspberry Pi will be employed to host
lightweight AI models for real-time event detection and local inference.
Graph databases such as Neo4j will be used to model accident events and
relationships among entities, supporting efficient traversal, causal reasoning,
and graph analytics.

Additionally, LLM-based models such as LegalBERT or GBERT will be
integrated to extract and interpret regulatory, traffic, and insurance-related
textual information, enabling the framework to link unstructured legal and
policy data to structured graph representations. Since such LLMs exceed the
computational capabilities of edge devices, the LLM-augmented reasoning
layer described earlier will be executed on a cloud or backend service. This
allows the edge to remain lightweight and real-time while the cloud handles
the heavier semantic reasoning tasks.

Ensuring fairness and transparency will continue to be a central objective.
Toolkits such as AI Fairness 360 will be utilized to audit liability assessments,
detect potential biases, and enforce fairness across sensitive attributes such as
driver demographics, vehicle types, or geographic regions. Hybrid human–
AI workflows will be developed to combine automated causal reasoning with
expert oversight, enhancing reliability and trust.

9.5 Conclusion

This paper has proposed Event Identity Graph Framework for automated lia-
bility assessment in autonomous vehicle accident scenarios. The framework
integrates causal graph modelling, edge intelligence concepts, and LLM-
augmented reasoning to provide a structured, interpretable, and scalable
approach for analysing complex interactions among vehicles, infrastructure,
and environmental factors. It emphasizes the integration of traffic regulations,
insurance policies, and safety guidelines, while incorporating fairness audit-
ing and explainability mechanisms to ensure that liability assessments are
socially and legally defensible. Future work will explore implementing the
framework for multi-agent traffic networks, integrating regulatory, insurance,
and urban planning considerations, and incorporating semantic analysis of
legal and policy texts using models such as LegalBERT or GBERT.
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Abstract

This work addresses the challenge of real-time vehicle re-identification
(ReID) on resource-constrained edge devices. Our research aims to design
and deploy a modular, edge-optimized system that integrates object detection
and ReID for intelligent transportation applications. The proposed architec-
ture combines a lightweight detection module with a ReID embedding gen-
erator, enabling accurate multi-camera vehicle tracking under strict computa-
tional limits. We evaluate the system on NVIDIA Jetson platforms, applying
quantization, pruning, and TensorRT optimization to achieve low-latency
inference while maintaining accuracy. Additionally, we explore scheduling
strategies for day and night operations to optimize energy consumption
and performance. The impact of 360-degree fisheye camera distortion on
detection and ReID accuracy is analyzed. Experimental results demonstrate
that the system achieves real-time performance on edge hardware without
sacrificing reliability, making it suitable for large-scale deployment in smart
city environments. This study highlights the feasibility of deploying deep
learning computer vision pipelines on edge AI platforms for robust, privacy-
preserving vehicle analytics.

Keywords: edge AI, privacy preservation, image recognition, object detec-
tion, object re-identification, 360-degree fisheye camera.

169



170 Edge-Optimized Modular Architecture for Real-Time Vehicle Re-Identification

10.1 Introduction and Background

If the same vehicle drives past a person two times, during different parts of the
day and in different locations, how often would a person be able to re-identify
this vehicle? If such a task is not trivial for the human eye and memory,
it is even less likely that it could somehow be a trivial, out-of-the-box
computerized solution. Vision-based object re-identification is a problem of
growing interest in security, traffic monitoring, and environment monitoring
applications. Real-time footage analysis from network-connected cameras
that contain imagery of vehicles in transit is a topic that the research commu-
nity has taken the greatest interest in regarding vision-based re-identification
problems [1, 2].

In [3] T.Zutis et al., who are also co-authors of this article, presented a
multi-step object Re-identification pipeline - a prototype (proof-of-concept)
with specifications comparable to those needed for deployment on edge
devices. This Vehicle Re-Identification pipeline can be a valuable tool for
identifying vehicles and tracking them in real-life scenarios without using
license plate information and compromising personal information. A fully
connected pipeline was presented that consisted of steps to detect objects in
video streams, crop them from the corresponding frames, assign IDs, track
their position through the field-of-view (FOV), and, once the vehicle had left
the FOV, save it into a vector database. The vector database could later be
queried for the vehicle from cameras in other locations. During development,
this pipeline was split into two parts: vehicle detection and re-identification
(or feature extraction, saving, and querying) itself. The first step in the larger
pipeline was object detection. For this, the authors used an out-of-the-box
YOLO v8 [4] model. For tracking, the ByteTrack [5] package was chosen to
assign IDs and track them through consecutive frames of the same camera
FOV. For the re-identification part, however, a precise and effective feature
extraction model had to be trained and tailored. The development of this
model and the training results are described in the cited article. The model
was tested both with publicly and non-publicly available datasets and network
camera video gathered at the Institute of Electronics and Computer Science
of Latvia.

The most recent work, however, focused on delivering this pipeline for
a true edge computing architecture. The concept and design of the system
have undergone many iterations of improvements in speed, implementa-
tion, deployment, versatility, and compatibility. True to the original concept
of splitting the pipeline into vehicle detection and re-identification during
development, the pipeline has been modularised and consists of separate
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systems for object detection, feature extraction, and vector database opera-
tions. The development of the object detection, feature extraction, and partly
also database operator by separate development teams fulfils many other
system requirements and makes each component reusable and functional in
different contexts. The integration of the object detection system and the
feature extraction module is also one of the key development steps that will
be described in this article. The modular architecture has required research
into integration and data flows. These data flows are enabled by a pub/sub
messaging system based on the MQTT stack.

Even though the object detection system is designed also as a standalone
obstacle and road conditions perception software, in this article, it fits into a
role that seeks to replace the vanilla YOLO v8 solution that was used previ-
ously. The system focuses on embedded AI platforms through compression
and quantization techniques (ONNX), while using custom inference engines
(ONNX Runtime or TensorRT) for inference efficiency and resource mini-
mization. Additionally, it integrates motion-gated frame admission (MOG2,
hysteresis), ROIs (Regions of Interest), image tiling and tile scheduling for
adaptive load management and low latency. Post-processing after object
detection and tracking requires logical reasoning such as zone violation.

Another key aspect of improvement is the deployment of this pipeline on
the Nvidia Jetson Orin [6] edge computing device. This proves the applica-
bility of the system in real-world circumstances and enables measuring the
performance and computing requirements of our systems. The models and
accompanying software have been optimized for the Nvidia Jetson Orin.

An additional direction of experimentation in this work, though still in
its earliest stages, has been the use of fisheye cameras for object detection
and vehicle re-identification. Such cameras offer a drastically wider field
of view compared to conventional surveillance optics, potentially allowing
a single unit to cover larger intersections or parking areas. However, the
severe geometric distortion introduced by fisheye lenses poses challenges for
detection, tracking, and feature extraction, as the vehicle appearance may be
warped differently depending on its position in the FOV. Early investigations
have been exploratory rather than conclusive, and the research performed
so far aims to offer practical engeneering solutions to analysis of distorted
vehicle input.

In the following chapters, we aim to describe this proof-of-concept solu-
tion on edge devices, the evaluation that has been done to substantiate our
claims of success and the results that the authors find consequential for the
advancement of these technologies.
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In the last chapter - Discussion and Future Work we present the envi-
sioned architecture. Its main aim is to describe the departure from the
proof-of-concept version that functions on a single Jetson device to one
including a meta edge server and removal of the vector database from the
deep-edge. This chapter can be read in paralel to the rest of the article as it
gives more context for why the edge optimisation is ultimately necessary.

10.2 Approach

10.2.1 Overall modular architecture

10.2.1.1 Object detection system
The primary models for the object detection system are the YOLOv8’s
line models provided by Ultralytics which are exported to ONNX (FP16 is
preferred) and executed in pure inference engines.

The system is initiated through frame acquisition determined by hardware
limitations, influencing the quality and quantity of frames, that pass through
the pipeline. It utilizes the FFmpeg video decoder that can feed raw BGR
frames into the pipeline.

Next, a motion-gating (frame-level prefilter) technique is incorporated
with a background subtractor (MOG2-downscaled) to generate the binary
mask. This represents the relative area per frame and performs a morpho-
logical cleanup, followed by a simplistic hysteresis approach to avoid brief
dropouts.

Initially, the frames are cropped via predefined regions, capturing the
keypoints inside the image topology, maximizing the effective resolution for
potential activity and simultaneously reducing the tiling load balancing, with
fewer necessary tiles per image. Each tile is formatted to accommodate the
inference model’s inputs, with image tiling accounting for overlapping, thus
correctly covering detection in a tile’s edges. When ready, the tiles are fed
one-by-one to generators and are then batched for concurrent inference.

Frames are also parsed through generators to be called only when neces-
sary, reducing memory overload. This micro-batching reports the inference
results from the GPU, which is where the ONNX Runtime with CUDA
providers or a pure TensorRT engine are employed. During inference, inputs
and outputs are bound to CUDA buffers and in both cases, the model is
"warmed-up" for each batch shape, stabilizing latency and building of the
engines. Prebinding outputs results in reusing memory that has already been
allocated. Once the results have been obtained, an initial mutliclass NMS is
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performed on each tile and while this may lower operational performance,
it reduces the size of the batched tensor detections. Then, all detections are
rescaled into the original input’s format and are captured on top of their cor-
responding frame. The inference results (pre-NMS) are a single tensor (raw
inference) and after NMS these become end-to-end four outputs including the
bounding boxes, scores and class confidence scores for every detection.

Inference results are decomposed into meaningful information with post-
processing mapping tile boxes onto the original frames. These are enhanced
and validated using a global Non-Max Suppression (NMS), mixing batched-
NMs and single-class NMS. Between engine inference and post-processing,
minimal CPU traffic is generated with small tensors or metadata. Tracking is
also enabled via the ByteTracker model to identify vehicles through frames,
which is integrated in a custom way to enable seamless cooperation with
the compressed detection model. Lastly, the system crops the finalized out-
puts, keeping only the detected objects, to maximize transmission efficiency
between systems.

10.2.1.2 Re-identification system
The main component of the re-identification system is the re-identification
model. The architecture of this model is applicable to re-identification of
all types of objects; however, it has been specifically trained to recognize
and extract features of vehicles. The model, its training, and the results have
been described in the previously mentioned paper [3]. Here, we describe the
model regarding its deployment on the edge, the model’s and the surrounding
software’s optimization.

The feature extraction model (originally built in Pytorch) was first con-
verted to run on ONNX runtime inference engine. This has also been the
first step in optimizing the model, slightly decreasing its size. This way,
we also standardized the model for deployment across different runtime
environments (e.g., Jetson, CPU/GPU, cloud). Then, considering the goal of
edge deployment on a Jetson device, a further conversion of the model to
a TensorRT engine was performed. TensorRT [7] is an Nvidia GPU native
engine format that further reduces latency and memory footprint. In fact,
when converting the model to a TensoRT engine, some optimizations are
performed automatically, like layer fusion and kernel auto-tuning.

Beyond model-level optimizations, consecutive load management strate-
gies have been built into the algorithms surrounding the re-identification logic
and feature extraction model. This reduces redundant computation across the
detection, feature extraction, and database layers.
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1. At the feature extraction stage, a zone-based filtering mechanism is
applied: FOV’s are divided into configurable sub-regions and embed-
dings are only generated when a tracked object enters a new zone. This
prevents unnecessary feature extraction for vehicles that remain static or
confined to a single region of interest. This also lets us focus on saving
the features of vehicles in different poses/locations, improving the ReID
precision.

2. On the detection side, a binary ROI mask is used to restrict the effective
input area of the model, allowing the system to ignore irrelevant regions
such as sidewalks or sky and thereby reduce the number of unnecessary
detections.

3. Finally, database operations employ lightweight caching and periodic
cleanup: repeated queries for the same vehicle ID within short timescales
are resolved locally, while expired entries are automatically purged to
maintain storage efficiency and improve ReID precision.

Together, these mechanisms balance resource usage across the pipeline
and support real-time performance under limited computational resources.

10.2.1.3 System integration, data flows etc.
This proof-of-concept indicates that the system integration and data flow are,
in most cases, beyond the state of the art (SoTA) and not readily found in
the available literature, since most research concerning this matter is still
very cloud-centric and relies on simple benchmark testing to signal ReID
capability.

The first step in deploying the system onto an edge device was preparing
the code for NVIDIA Jetson ORIN. The chosen strategy for this was the
separation of the system into 3 different modules with 2 additional exter-
nal services needed to run the pipeline. The 3 different modules of the
pipeline: the object detection system, the feature extraction/Re-Identification
module and the database operations module were developed by different
entities; hence they had to be run in different environments and with different
requirements.

The chosen path that has worked best for the implementation of these
different modules on the NVIDIA Jetson has been containerization. Each
module was transferred to a Docker container by crafting a Docker image
that is suited both for the software requirements and the Jetson architec-
ture, including the limited and specific software distributions available. In
this prototype version both the MQTT broker and the Opensearch database
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have also been deployed as docker containers in the same network as the 3
modules.

The Dockerization process itself was non-trivial, as the Jetson architec-
ture (based on JetPack L4T) only supports specific CUDA, cuDNN, and
TensorRT versions. This required building the containers on top of NVIDIA-
provided base images (e.g., nvcr.io/nvidia/tensorrt:23.10-py3 for the feature
extraction model) to ensure compatibility with the hardware. Furthermore,
since the detection, feature extraction, and database operation modules were
developed independently with heterogeneous dependencies, each had to be
isolated in its own container to avoid version conflicts. GPU access also
needed to be explicitly configured using the NVIDIA container runtime, as
mismatches between JetPack libraries and container environments often led
to runtime errors. Finally, resource limitations of the Jetson platform neces-
sitated careful management, particularly because the database and inference
engines competed for CPU and memory.

Figure 10.1 Depiction of the logical dataflow in the modularised re-identification pipeline.
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After the separation of the pipeline into different modules, a data
flow solution was devised (see Figure 10.1). The communication between
containers is done via MQTT. The idea behind the data flow is as follows:

1. The object detection system detects different object classes on the roads
and intersections. These object classes can be various, including Peo-
ple, Vehicles, and different obstacles. Some of these detections will be
valuable for other systems unrelated to ours.

2. For this pipeline, the object detection system will then proceed to select
the vehicle detections exclusively. These detections will be forwarded to
the feature extraction module. Forwarding a detection means sending
an MQTT message consisting of tracking ID, camera ID, bounding
box (bbox) coordinates, and Numpy image array of the cropped vehi-
cle. MQTT messages between the different modules are presented for
comparison in Figure 10.2.

3. Upon reception into the feature extraction module, the vehicles will
be filtered by the zone-based mechanism. The mechanism will take
the bbox coordinates from the detection outputs into consideration to
establish in which zone the current detection is located and if it has
changed its zone from the previous time it was detected. If the zone
has indeed been changed for the detected object with the same track
ID, then it will proceed forward to the feature extraction model. If the
vehicle with the same track ID is detected in the same zone as before,
it will be discarded. More on this logic can be found in the previously
published article.

4. In the next step, the cropped image of the detection is passed through
the feature extraction model and converted into a feature vector.

5. Subsequently, the feature extraction model will construct an MQTT
message that will be sent upstream to the database operations module.
Even though this will be heavily changed upon departure from the proof-
of-concept version. The message will consist of the track ID, camera ID
and the feature vector.

6. Upon receiving the message, the database operations module first checks
whether this track from the same camera has already been cached
locally. If so, it avoids redundant queries and directly updates the
database with the new vector.

7. If the track is new, the module queries the vector database (in this case,
OpenSearch, configured with vector fields and k-NN search). The query
uses cosine similarity to compare the incoming feature vector against
stored vehicle embeddings.
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Figure 10.2 MQTT messages being sent from one module to another.

8. Depending on the result of the similarity search:

a. If a sufficiently similar vehicle is found, the feature vector is added
to that vehicle’s existing entry (reinforcing the embedding).

b. If no match is found, a new ID (composed of the camera ID + track
ID) is generated and inserted into the database.

9. The database operations container also runs periodic cleanup. A time-
based deletion process removes vectors older than a configured thresh-
old (e.g., 60 seconds in one test setup)

The networking between modules has been another challenge: the pro-
totype communication via MQTT required configuring a shared Docker
network that also included the Opensearch database and broker.

10.2.1.4 Switching to Fisheye camera usage
To expand the real-world applicability of the pipeline, the design has shifted
to considering the possible inclusion of fisheye cameras for vehicle detection.
The motivation for this shift stems from the growing deployment of wide-
angle surveillance cameras in intersections and parking environments, where
a single fisheye lens can cover multiple lanes or regions of interest.

10.2.2 Fisheye camera usage in object detection

The initial step in preprocessing fisheye camera frames is to calibrate the cam-
era lens. Calibration acquires camera intrinsics (K) and distortion coefficient
(D) for the specific camera utilized. Calibration is essential for determin-
ing a metric mapping between image pixels and the real-world scene. For
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preliminary experimentation, the object detection pipeline was fed the Fish-
Eye8K [8] dataset, which has been evaluated with YOLOv8. However, since
it does not ship per-camera calibration, capturing the distortion intrinsics for
true metric calibration is challenging and often ill-posed.

Existing literature proposes self-calibration or surrogate calibration [9] to
fit parameters using scene constraints. Typically, these methods initialize a
principal point near the image centre to perform grid-search on a global FOV
to estimate distortion. Refinements are necessary to enforce straight edges to
lane markings, poles, and building edges. Plumb-line optimization techniques
exploit long line segments across small frame set to optimize K, D without
requiring a calibration target. For each candidate FOV, the process involves
de-warping a few tangent views and validating line straightness, with the FOV
that minimizes curvature being selected. Although these approaches exist and
can work without a "checkerboard", their accuracy depends on how much
geometric signal is contained within the dataset, leading to noisier results
than target-based calibration.

A computationally efficient and calibration-free alternative is distorting
the initial frames to match the model’s rectilinear profile. Conceptually,
this constitutes a domain shift problem, from fisheye imagery to rectilinear.
Precise K, D aren’t required as we can approximate undistortion, leveraging
barrel correction to straighten edges near borders while mild center cropping
is used to remove the most warped peripheral regions. In fisheye imagery,
the strongest distortion regions occur near the periphery, whereas the central
region closely approximates a pinhole projection. Accordingly, a "de-fish"
warp functionality compresses outer regions and expands inner ones, remap-
ping pixels so that radial lines appear straighter. When the projection type
is unknown, radial or polynomial distortion models can serve as estimation
tools. Radial undistortion applies the inverse of such models, compensating
for radial deviation by introducing a mapping that restores line straightness.
This method assumes a generic k that flattens curvature enough to determine
a pinhole image.

While de-fishing inherently stretches central pixels and compresses the
edges which will result in resolution loss near the periphery and undefined
regions at the corners it remains a real-time deployment mechanism with
minimal computational overhead. It provides a practical replacement when
neither calibration nor retraining is feasible, acting as a fast heuristic to
recover baseline detection accuracy. For future extensions of the object detec-
tion pipeline, a geometry-based calibration procedure will be incorporated to
obtain accurate K, D and achieve true metric undistortion.
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10.2.3 Fisheye camera usage in feature extraction

For vehicle feature extraction, experiments were conducted to evaluate the
performance of the feature extraction model under fisheye camera conditions.
To simulate this scenario, the existing AICity [10] test dataset was modified
by applying synthetic fisheye distortion to each frame, mimicking the radial
deformation characteristics of such optics. The modified dataset also adjusted
the ground truth annotations, enabling a direct comparison of model precision
between standard and distorted inputs.

While no dedicated fisheye-specific training or correction layers were
applied at this stage, running the pipeline on this experimental footage estab-
lishes a baseline for future work with geometric adaptation and fisheye lens
effects.

10.3 Evaluation
10.3.1 Object detection system

The object detection system must not be evaluated only on the detection
performance of the well-established YOLO models but should address the
accuracy and effectiveness holistically. The KPIs recommended in this sub-
section align directly to the structure of the pipeline. On the model’s side,
the fundamental mAP/Precision/Recall and F1 are computed on the finalized,
full-frame outputs after the post-processing mechanism is completed, hence
right after the global-NMS. This provides a clear measurement of detection
quality, when utilizing ONNX or TensorRT backends. Such metrics alongside
Frames-per-Second are standard in literature as per [11], where a streaming
evaluation protocol is introduced to assess latency-aware detection and report
the FPS vs accuracy comparison. Similarily, approaches can be found in [12]
and [13], which have a more focused end-to-end benchmarking scheme, inte-
grating NMS performance and on edge devices such as Jetson-enabled GPUs.
For this work’s pipeline NMS is incorporated for evaluation, specifically
duplicate rate across tiles which are removed by NMS (suppression ratio).
Additionally, misses near tile boundaries directly validate per-tile NMS and
final-frame global NMS strategy with tile overlap. Background motion gating
is validated by accounting for frames saved (background-filter lift) and recall
under motion gating as per [14], thus ensuring the pipeline skips frames
without missing vehicles. Contextually aligned, tracking can be validated
through the traditional MOTA (Multi-Object Tracking Accuracy) and the
modern HOTA (Higher Order Tracking Accuracy) [15] are attained to reflect
how well the ByteTrack stiches final detection into stable tracks.
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Such a pipeline is required to be applicable for resource-constrained plat-
forms. Measurements, mostly involve the throughput (FPS) and end-to-end
latency with the p50/p95/p99 percentiles to yield the system’s response times
and to capture real-tile performance. Also, a pipeline stage breakdown shows
time expenditure based on each component and allows for fair comparison
between the inference engines. Batch efficiency, indicated as the ratio of
tiles inside the buffer per the maximum buffer size and suppression ratio for
the global NMS quantify processing concurrency and deduplication. Lastly,
GPU utilization and peak RAM memory allocation can be combined with
CPU utilization and outlier counts or dropped frames to connect performance
back to the hardware limitations and data movements. These are tailored for
tuning image tiling, batch sizes and gating parameters to hit the target FPS
and latency budget without sacrificing detection and tracking quality.

10.3.2 Feature extraction

The following subsections describe the ways we have evaluated the optimi-
sation of our solution. We looked at the inference speed per image for the
feature extraction model optimization and the precision of re-identification
on distorted fisheye projection imagery together with a comparison of the
embedding similarity in the feature space for normal and distorted images.

10.3.2.1 Inference speed per image
The feature extraction model will be embedded into a Jetson + Docker +
TensorRT setup. This setup is what allows us to deploy a real-time solution
on the edge. Feature extraction models have been successfully converted to
ONNX and further optimized to run with TensorRT.

The evaluation compares the original PyTorch implementation of the re-
identification model, the ONNX and TensorRT conversions. First the model
was exported to the ONNX format for hardware-agnostic inference combined
with several automatic graph-level optimizations (constant folding, operator
fusion, and elimination of redundant nodes). Following this step, the ONNX
model was compiled using NVIDIA TensorRT. TensorRT applies additional
layer and precision optimizations, such as kernel auto-tuning, dynamic tensor
memory management, to achieve substantial runtime acceleration on the
Jetson platform.

The evaluation of the three model representations: PyTorch, ONNX, and
TensorRT, was performed using the same AICity test dataset and batch size,
with two metrics.
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The first metric is inference time measured as the average inference time
per image (in milliseconds). Inference time is crucial to real-time deploy-
ments. When processing inputs from a live-stream video of detected vehicles,
processing one image should take as little time as possible. If inference time
is too long, the feature extraction risks becoming a bottleneck in the pipeline
and disrupting real-time re-identification. It is also noteworthy that there is
no set limit to how many vehicles the model would have to process in a
second, as traffic is irregular, and some moments can see more cars on the
road than at others. The second metric is memory consumption, recorded
as the average GPU memory usage (in gigabytes) during the inference test.
Having low memory consumption for feature extraction is crucial because the
computation will be done on an edge device. The feature extraction module
is also planned to be the most resource consuming process in the entire
pipeline.

For the same feature extraction model, these metrics can vary when
deployed on different devices; hence, it is important to test them on the Nvidia
Jetson ORIN device. These metrics provide a crucial understanding of the
model’s performance on a resource-limited computational device.

10.3.2.2 Re-identification on Fisheye projection images
The evaluation of Fisheye distorted image impact on the extracted vehicle
features consisted of two main analyses. First, the pipeline’s re-identification
Rank-1 accuracy [16] was measured on the distorted dataset, showing how the
existing model, trained on (mostly but not exclusively) perspective projection
camera images, generalizes to fisheye conditions. Second, feature vector
cosine similarity [17] was examined in the embedding space, comparing
cosine distances between features extracted from the same vehicles before
and after distortion. This allowed for a quantitative estimation of how the
distortion affects the learned feature representations.

Re-running the tests of the previous article, where the model was first
presented, with distorted images is an obvious choice due to the direct
comparability between the two types of images. If the Re-identification test
results were to fall it could be directly attributed to the image distortion.

Measuring the vector distance in the embedding space is a slightly more
in-depth analysis of the distortion effects. If images of the same vehicles were
further apart in the embedding space after fisheye distortion was applied, we
could directly indicate that the model’s learned embedding function is sensi-
tive to geometric deformation, causing vehicles that should be recognized as
identical to occupy disjoint regions of the feature space. Conversely, a small
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or negligible change in intra-class distances would suggest that the feature
extractor preserves its discriminative capability despite the altered image
geometry. This embedding-based comparison thus provides a quantitative
complement to the precision and recall measurements, offering deeper insight
into how fisheye distortion affects the internal feature representations used for
vehicle re-identification.

10.3.2.3 System integration
The fully containerized system, consisting of the object detection, feature
extraction, and database operations modules, is to be deployed and executed
on the NVIDIA Jetson Orin edge device. Successful operation of these
modules will confirm the feasibility of running the complete pipeline as each
module depends on at least one other.

To evaluate the reliability of the data flow between modules, message
transmission metrics were recorded. Specifically, the number of detection
messages sent from the object detection module was compared against the
number of messages received by the feature extraction module. This mea-
surement served to confirm that the MQTT communication setup was stable
and lossless under continuous operation.

A second comparison was made between the number of detections
received by the feature extraction module and the number of feature vec-
tors it produced and sent onward to the database operation module. This
ratio reflects the effectiveness of the load-reduction mechanisms within the
feature extraction module, such as motion gating and zone-based filtering,
which intentionally suppress redundant detections to optimize processing
throughput.

10.4 Results

10.4.1 Object detection performance

Experimentation of the object detection system was executed through real-
time, publicly available camera sources, set on top of highways. For reference
the current results have all been gathered for a 1920x1080 resolution video
in rectilinear format extracted from these sources, capturing 2 minutes and
3 seconds. For this evaluation ONNX runtime and TensorRT engine were
separately used. We consider that the GPU and RAM utilization start from 0
for ease of demonstration purposes.



10.4 Results 183

Table 10.1 Object detection system speed and resource consumption overview of ONNX
Runtime and TensorRT

Metric ONNX Runtime TensorRT
Total Execution Time (s) 294.8 344.1
Peak Memory Usage (MB) 211.07 210.92
GPU Utilization (%) 29.2 7.96
Avg. Inference time (ms) 70.52 122.70
Mean FPS 5.49 4.7

Both systems were executed with a batch size of 16 tiles. Preprocessing
involved motion-gating, initial ROI cropping and transformation into tensors.
Image tiling is performed with a grid of (2,4) tiles. NMS is performed per tile
before depicting the finalized detection back to the original image and then a
global NMS ensures no duplicates are remaining. Tracking is also enabled.

In Table 10.1 ONNX runtime which uses the CUDA execution provider,
appears faster but more memory-intense due to the more brute-force and less-
optimized execution pattern, which keeps the GPU busier and less resource
efficient. It achieves higher FPS, due to lighter setup overhead and more
aggressive kernel dispatching. Hence, ONNX runtime reflects higher kernel
activity and shorter inter-kernel gaps despite less optimization. Conversely,
TensorRT performs layer fusion and kernel optimization during engine
building, leading to longer setup times, but saves execution time during
warmup.

Analytically the p50/p95/p99 per operation and mean time are depicted in
Table 10.2. Precision handling influences both systems in how they operate.

Table 10.2 Object detection performance comparison in seconds between ONNX Runtime
and TensorRT

Metric TensorRT ONNX Runtime
Setup Process (mean) 1.25 1.49
Setup Model (mean) 5.46 3.37
Setup Logic (mean) 4.7 6.1
Setup MQTT (mean) 0.203 0.202
Warmup Session (mean) 5.58 9.51
ROI Cropping (mean) 0.202 0.301
Motion-Gating (mean) 0.85 0.86
Post Process (mean) 1.025 1.094
Frame Time p50 0.201 0.168
Frame Time p95 0.310 0.279
Frame Time p99 0.332 0.291
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ONNX Runtime is set up for FP32 (full precision). TensorRT engine is also
built for FP32, thus limiting acceleration benefits for smaller precision. while
keeping all the overhead required. Additionally, total inference time includes
synchronization points, forcing all asynchronous streams to be completed,
making the measured time much longer. By default, ONNX runtime hides
this by pipelining operations on multiple streams.

It is important to contextualize the overall performance of the pipeline
in terms of end-to-end FPS, due to this metric showcasing the cumulative
cost of all separate processing stages rather than the raw model inference,
explicitly. The reported measurements, thus, reflect the complete system,
including the motion-gating mechanism, model warm-up, optional image
tiling, ROI handling, and also post-processing steps such as frame crop-
ping, sub-mask generation and downstream communication or in-memory
buffering. In its current state, the pipeline underperforms compared to state
of the art deployments, which handle regular camera feeds. Isolated from
the rest of the system, the detection model achieves an effective latency of
approximately 60 ms per batch (≈3.75 ms per frame for a batch size of 16),
but inference on high-resolution fisheye imagery increases to roughly 100
ms per batch (≈6.25 ms per frame). By comparison optimized TensorRT
deployments of YOLOv8 on embedded AI platforms have reported mean
inference latencies of approximately 3.2 ms per frame under comparable
conditions. While this highlights a current performance gap, ongoing opti-
mization efforts across preprocessing, memory transfers and post-processing
are steadily reducing latency, with successive iterations returning measurable
improvements towards state of the art performance.

10.4.2 ReID Feature extraction performance

10.4.2.1 Inference speed per image results
The results are summarized in Figure 10.3, showing that, specifically for the
feature extraction perfromed by the ReID model, the TensorRT implementa-
tion achieves the lowest latency and the smallest memory footprint among the
three frameworks, confirming its suitability for real-time edge deployment of
our usecase.

The average inference speed on Jetson ORIN per image fell from around
40 milliseconds (ms) for the PyTorch model to approx. 35 ms for the
optimized ONNX model. Implementation of the model in the TensorRT
framework resulted in a decrease of a further 20 ms. The 15 ms per image
is explained by the deep optimization capabilities of TensorRT, including
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Figure 10.3 Comparison of average inference speed and average GPU memory usage
between the three different iterations of the re-identification model implementation in different
frameworks: Pytorch, ONNX and TensorRT.

kernel fusion, layer reordering, and dynamic tensor memory management.
These optimizations allow the engine to exploit the Jetson’s GPU and tensor
cores more effectively than generic inference runtimes.

In addition to latency improvements, a notable reduction in average GPU
memory usage was observed across the three versions. The PyTorch imple-
mentation consistently required the largest memory allocation (∼2GB) due
to its dynamic computation graph, while ONNX reduced memory overhead
(∼1,4GB) through static graph optimization. The NVIDIA native TensorRT
engine achieved the lowest average GPU memory footprint (∼0.2GB),
indicating efficient memory reuse and reduced buffer fragmentation during
inference.

Overall, these results confirm that deploying the model through Ten-
sorRT significantly enhances both inference speed and resource efficiency,
enabling the proposed re-identification system to operate within the real-time
constraints on the edge.

It is also worthy of mentioning that the results gained in this chapter
do not nescessarily correspond to the preference that the ONNX Runtime
garnered in the chapter for Object detection results. It is evident that each
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of the models (and their surrounding software systems) may better perform
with a different engine and runtime than the other. These differences may
be attributed to the different models used, the various software packages
enabling the systems and various surrounding code implementations like
batching, pre- and post- processing, filtering or motion gating, sizes of input
data and others.

10.4.2.2 Re-identification on Fisheye projection images results
To evaluate the potential effect of fisheye distortion on vehicle re-
identification performance, the previously used AICity test scenario was
reprocessed with a synthetic fisheye lens transformation applied to all frames.
The same model was then evaluated on both the original and the distorted
datasets under identical conditions.

The accuracy results are summarized in Table 10.3. The overall accuracy
difference between the normal and fisheye-transformed versions is minimal,
suggesting that the current model maintains a largely stable performance
despite geometric distortion.

The minor difference in re-identification accuracy, together with the
nearly identical average cosine similarity in the embedding space, indicates
that the model’s feature representations are relatively robust to moderate fish-
eye distortion. Given the small scale of variation, these results are considered
preliminary and within expected uncertainty.

10.4.2.3 System integration results
To verify the reliability of the deployed modular system and the effective-
ness of its internal data flow, message transmission and reception statistics
were collected during testing with the AICity dataset. The three key metrics
observed were the number of detection messages published by the object
detection module, the number of messages received by the feature extraction
module, and the number of vehicle detections that were finally processed and
forwarded to the database module.

The results are summarized in Table 10.4. The one-to-one correspondence
between published and received messages confirms the stability and lossless

Table 10.3 Effect of fisheye distortion on vehicle feature extraction
Metric Normal video Fisheye video
Re-ID CMC Rank-1 Accuracy (%) 72.90 73.24
Average Cosine Similarity (across IDs) 0.6526 0.6317
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Table 10.4 MQTT communication and filtering statistics during test on AICity dataset
videos

Metric Count
Detection module messages published 5771
Feature extraction module messages received 5771
Feature extraction module detections processed and forwarded 473

operation of the MQTT-based communication setup. Furthermore, the sig-
nificantly lower number of forwarded detections demonstrates the intended
behaviour of the zone-based and motion-gating filtering mechanisms within
the feature extraction module to reduce processing load on the edge device.

These results validate that the system integration is operational and that
the intra-pipeline communication is reliable. The filtering mechanisms effec-
tively reduce the computational load, allowing the feature extraction model
to focus on the most relevant vehicle observations for re-identification.

10.5 Discussion and Future Work

As described in [2], scaling a network camera perception system across a
wider area is possible. The prototype implementation described in the pre-
vious chapters served as a proof of concept for validating the pipeline under
real-world constraints. This setup has been deployed on a single Jetson device
with a MQTT-based communication layer. This configuration successfully
demonstrated the technical feasibility and performance of the ReID system.

Additionally, detecting and monitoring traffic via computer vision and
deep learning methods require moving away from a single data collection
and management site, as stated in [18]. Both the processing power of a
single machine and the capacity of network paths are bottlenecks in smart
city scenarios and a multi-tier edge computing based architecture is pro-
posed. This architecture extends our proof-of-concept version to a distributed,
multi-layered infrastructure with secure communication between multiple
Road-Side Perception Units (RSPUs) and a meta-edge server.

In the envisioned architecture, the modular design established so far
is preserved, but communication and data management responsibilities are
expanded across two levels: a deep-edge layer, comprising the Jetson-based
RSPUs, and a meta-edge layer, hosting data aggregation, indexing, and
visualization services. This separation allows for efficient message handling,
cross-device data fusion, and secure long-term storage, while maintaining low
latency for inference tasks executed at the edge.
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The following subsections describe in detail the communication mecha-
nisms, data security provisions, and operational scheduling that enhance the
envisioned system architecture.

10.5.1 Explanding the architecture

While the current proof-of-concept architecture featured a local MQTT bro-
ker and OpenSearch database deployment on the same Jetson device, this
architecture will be improved in the deployments going forward with parts of
the architecture having already been tested out.

Since the OpenSearch database can quickly grow during real-world
deployment, it might not be possible to have it on the individual Jetson edge
device. The Jetson edge devices will be joined by the meta-edge server in the
architecture. On board the Jetson, we will have an MQTT broker and it will
be coupled with an InfluxDB [19]. At the meta-edge server, we will also have
a stack comprising Kafka and OpenSearch. Although there might be a small
gain in using InfluxDB for the ReID case, it will be used by other regions
of interest. The dataflow will be enabled by an MQTT broker on the Jetson
that’s connected to a Kafka Proxy (on the same Jetson), streaming data to the
OpenSearch on the meta-edge and further to Grafana.

A dedicated module forwards MQTT messages published on the corre-
sponding topic to a Kafka broker that is hosted on a server at higher edge
layer (meta-edge) and aggregates messages from multiple Jetson devices.
Another module at the meta-edge forwards messages published on a dedi-
cated Kafka topic to a corresponding index of the database operations module
(OpenSearch repository).

10.5.2 Dual Data Fusion mechanism for supporting
communications

Communication within each module on board the Jetson and communication
between multiple Jetson devices is made possible via a dual data fusion
mechanism.

This mechanism is based on the use of the pub/sub messaging pattern
that allows for loosely coupled and scalable interaction between modules,
efficient and robust exchange of information [20, 21], thus facilitating
integration and interoperability. In this context, a distributed messaging sys-
tem is employed on a dual level: (1) at the level of each RSPU Jetson device
(deep-edge layer) enabling communication between modules and micro-
services hosted on board the device and (2) at the level of a central server
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(meta-edge layer), enabling communication between multiple RSPU Jetson
devices through the server. On each level, the messaging system is responsible
for aggregating and fusing data from modules that act as data producers and
re-distributing it to all necessary modules that act as data consumers. At the
deep-edge layer, the messaging system is implemented through the use of an
MQTT message broker, which is more lightweight in terms of computational
resource demands, while at the meta-edge layer, it is implemented through the
use of an Apache Kafka broker that requires increased resources, but offers
enhanced reliability and scalability features.

The data fusion mechanism is complemented with the following modules:

1. On board the Jetson devices, a proxy service is deployed that is
responsible for subscribing to selected MQTT topics of the deep-edge
message broker and relaying the received information to the meta-edge
by publishing it to corresponding topics of the Kafka message broker.

2. At the meta-edge server, a data repository based on the OpenSearch
stack is deployed, where information published to the Kafka message
broker is persistently stored. This is achieved using a dedicated inges-
tion service that subscribes to selected Kafka topics and registers the
incoming published data to corresponding indices of the OpenSearch
data repository. The data remains on this repository for any subsequent
access, including the use of vector search queries, natively supported by
the API exposed by OpenSearch.

The data fusion mechanism includes a security layer implemented on
both architecture levels (i.e., deep-edge and meta-edge). At the deep-edge
level, the security layer refers to the protection of communications between
the MQTT pub/sub messaging system and MQTT producer and consumer
clients within each RSPU device. In such a configuration, even though both
MQTT broker and clients are hosted on the same RSPU device, the clients
could still be exposed to local threats, such as privilege escalation, malware
or insider threats, while the communication could be susceptible to Man-
in-the-Middle (MitM) attacks. In addition, future needs of the data fusion
mechanism may demand the connection of the MQTT broker to clients that
are deployed on other hosts. The provided solution addresses all these issues
and is based on X.509 certificates that are used for authenticating MQTT
clients and enabling TLS encryption in communications and is complemented
by custom RBAC configurations that can provide fine-grained authorization
of clients to access MQTT topics. At the meta-edge level, a similar solution
is provided, i.e., X.509 certificates, mTLS authentication and encryption, a
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centralised PKI and RBAC mechanisms are used to protect communications
with the Kafka-based pub/sub messaging system. In this case, there are
multiple producer clients at the deep-edge level that propagate data from the
deep-edge level to the meta-edge level, where the Kafka broker is hosted.
Each such producer client is embedded within the aforementioned proxy
service that acts as a central gateway on each RSPU for communications
with the meta-edge. This design of a single point-of-contact further reinforces
cyber-security protection as it reduces the attack surface to a single service
on board each RSPU. Finally, it should be noted that the entire deployment
is limited to the edge layer and only extends to a meta-edge system. All
the host computational infrastructure is self-managed and/or on-premises,
thus contributing to a further increase of secure and reliable edge analytics
by design. The absence of a cloud layer or infrastructure managed by a
third party provides an additional level of security, as (a) data control is
exclusively maintained and not delegated to a third party, (b) there is a
reduced risk of unauthorized access and data breaches because the involved
resources, networks and data can be physically or logically isolated from
external sources and (c) the entire deployment is less exposed to external
access, leading to a reduction of the potential attack surface.

10.5.3 Scheduling plan for deployment

The Jetson devices are deployed as part of a networked infrastructure of
multiple Road-Side Perception Units (RSPUs) that are responsible for a series
of functions apart from the ones that explicitly support the re-identification
use case described herein. For example, RSPUs are also used to collect
data from deployed environmental sensors and to process these data to
perform Air Quality Index (AQI) Forecasting. In this use case, RSPUs are
also used for local ML model training based on locally aggregated data and
are connected through a server at the meta-edge layer, as part of a Feder-
ated Learning framework. Special provisions have been made to allow for
complementarity between the vehicle re-identification use case and the AQI
Forecasting use case. In particular, a challenge that was considered was that
the local ML model training for the AQI Forecasting use case has a significant
computational footprint, demanding increased resources for a period of a few
hours per day in order to process the data collected within the day and produce
an updated ML model. A concurrent operation of the ML training and the
inference for vehicle re-identification would not be possible, as the latter is
also considerably demanding in terms of consumed computational resources.
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This conflict was solved by scheduling the ML training process to be activated
during nighttime, when the vehicle re-identification use case is inactive due
to lack of visibility from the deployed cameras. This results in an efficient
and complementary operation for both use cases and demonstrates the wide
spectrum of application fields that the RSPU can handle.
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Abstract

The ability to deploy complex vision pipelines at the edge is crucial for
next-generation smart city infrastructures. Running inference locally avoids
transmitting raw images, thereby reducing bandwidth usage, preserving
privacy, and improving system robustness through a distributed paradigm.
Achieving this, however, requires models that are both powerful and efficient.
In this context, the multi-task paradigm emerges as a key enabler, supporting
concurrent prediction across diverse tasks such as object detection, panoptic
segmentation, and depth estimation. We introduce a novel pipeline built
around a multi-task model explicitly designed to balance expressive power
with inference efficiency under resource-constrained conditions. In parallel,
we propose an optimization workflow that minimizes inference costs for
edge deployment. Experimental results in a real-world setting demonstrate
the effectiveness of our approach and establish a strong baseline for future
smart city applications.

Keywords: smart city, edge inference, multi-task learning, model compres-
sion.
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11.1 Introduction

Camera-based smart-city systems leverage computer vision, machine learn-
ing, and data anonymization techniques to monitor public areas in real
time, detecting and recognizing vehicles and pedestrians. Processing cam-
era streams locally mitigates network bottlenecks and enhances privacy
preservation. However, this edge-side processing also introduces significant
computational challenges, as modern perception pipelines rely on deep neu-
ral networks that are typically resource-intensive. Achieving low-latency
inference is crucial to enable real-time interaction between the smart city
infrastructure and connected vehicles, thereby extending vehicle perception
capabilities with contextual environmental information.

11.1.1 Use Case Definition

The HAura device, previously introduced in [1], is a smart roadside unit
designed for safety management and data analytics in urban and industrial
environments. The system continuously processes image data from two
cameras. The resulting metadata is transmitted to a central server that can
implement various urban monitoring and management policies based on
the extracted information. At the core of HAura lies the NVIDIA Jetson
Orin Nano embedded platform. This platform is a popular choice for edge
computer vision applications due to its integrated NVIDIA GPU, which
delivers a favorable balance between performance, power efficiency, and
programmability within a compact form factor.

11.1.2 Multi-Task Perception Model Deployment

This work focuses on the deployment and optimization of a multi-task per-
ception pipeline on the HAura edge device. The perception model, based on
a DINOv2 backbone, jointly performs semantic segmentation, instance seg-
mentation, object detection, and depth estimation within a unified architecture
(see Figure 11.1). This paradigm significantly reduces the computational
overhead compared to the use of multiple single-task models, leading to a
more efficient and scalable deployment on resource-constrained hardware.
The primary contribution of this work lies in the integration, adaptation,
and optimization of the perception stack for real-time execution on the
NVIDIA Jetson Orin Nano platform. The goal is to achieve an end-to-end
processing latency below 100ms per frame, including all post-processing
stages, while maintaining task performance. The paper details the software
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Figure 11.1 Sample outputs for the Multi-task perception pipeline deployed in a smart-city
scenario. Right to Left: object detection, instance segmentation, semantic segmentation, and
monocular depth estimation.

stack (Section 21.3), runtime configuration (Section 21.4), and performance
evaluation methodology used to reach this target on a resource-constrained
embedded platform (Section 21.5).

11.2 Related Work

Traffic and urban monitoring have been widely addressed in the literature.
The needs, perspectives, and enabling technologies of an urban monitoring
system are discussed in [2]. In [3] the authors propose a method for counting
vehicles at an intersection using recorded or live video. In [4] a deep neural
network is proposed to identify emergencies in the streets. Similarly, in [5] the
model recognizes human abnormal activity in an urban area. In [6] computer
vision is used to retrieve changes in the urban environment.

The cited approaches require huge computation or a centralized server.
This scales poorly, as the number of monitoring areas in a city can be very
large, eventually reaching computational and latency limits. A distributed
approach, in which each intersection has its own embedded system, can
overcome this problem. To achieve this situation is important to use smart
cameras or sensors equipped with an embedded GPU, as in [1]. In this work,
we show the trade-off between the accuracy and latencies on an embedded
system for a model that addresses most of the tasks required in traffic and
urban monitoring.

11.2.1 Vision Models for Urban Monitoring

In the considered scenario, multi-task models are the most promising solution
[7]. They leverage the Vision Transformers (ViTs) [8, 9] that can extract
rich features from images. One of the most popular models that use ViTs
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is Dino-v2 [10, 11]. Using Dino-v2 makes it possible to train a multitask
model since it was used in different tasks such as Object Detection [12, 13]
or Segmentation [14]. In this work, we show that the multitask models can be
used on an embedded system for urban monitoring, and we investigate how
to reduce the latencies of these models to meet the real-time requirements.

11.3 Model Description

The multi-task perception model analyzed in this work is derived from an
extension of the architecture presented in [15]. This architecture combines
the powerful Dino-V2 foundation transformer as a shared feature extractor
with a shallow upscaling decoder and per-task projection layers to produce
the task-specific outputs. The rationale behind this design is multifold: lever-
aging Dino-v2 as the shared deep feature encoder provides a strong feature
representation that has been extensively shown to achieve state-of-the-art per-
formance on several downstream tasks. The shared shallow decoder upscales
the patch-level Dino-V2 embeddings to pixel-level, keeping the projection
shared across the tasks. Finally, the per-task projection is used to map the
shared pixel-space to produce the correct feature dimension required by each
task (see Figure 11.2).

Specifically, the Dino-V2 encoder is based on the ViT architecture [16]
with a patch size of 14×14, the authors provide four different architectural
variations which are compared in Table 11.1. The model analyzed in this
paper is based on the Large backbone, which was chosen for its superior
performance. The analysis presented can easily be extended to different

Figure 11.2 Schematized architecture of the considered Multi-modal model.
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Table 11.1 DINOv2 model variants and core architecture specs
Variant Architecture Emb dim # Parameters # Attention heads # Blocks
SMALL ViT-S/14 384 21M 6 12
BASE ViT-B/14 768 86M 12 12
LARGE ViT-L/14 1024 300M 16 24
GIANT ViT-L/14 1536 1,100M 24 40

variants to satisfy different latency-performance tradeoffs. Given an input
image I∈R3×H×W each encoder block produces an intermediate output

zb∈R
H
p
×W

p
×d there p denotes the patch size and d denotes the embedding

dimension.
The upscaling decoder takes as input the intermediate patch-level embed-

dings Dino-V2 ViT blocks, concatenated along the embedding dimension

zc = [zb1|zb2 |zb3|zb4]∈R
H
p
×W

p
×4d. First, it projects to the decoder embedding

dimension e with a 1×1 convolution, then it gradually up-scales to the pixel-
space with four layers of transposed convolution. This yields an 8× upscaling
of the patch space, which corresponds to 8

p of the original input resolution.

11.3.1 Multi-Task Design

The output of the upscaling decoder, described in the previous section, is
used as input by the Task Projectors. The considered Task Projectors are:
Object detection (OD), Instance Segmentation (IS), Semantic Segmenta-
tion (SS), and Monocular Depth estimation (MDE). All these tasks are
trained simultaneously using labels from the COCO dataset [17], except
MDE, which is pseudo-labeled on COCO images, leveraging state-of-the-
art zero-shot depth estimation DepthAnything-V2 [18]. The design of the
task-specific projectors is detailed hereafter.

Semantic Segmentation: The SS task is cast as per-pixel multi-class classifi-
cation. The projection for this task is a single 3×3 convolution to project from
the decoder embedding dimension e to the number of semantic classes CS .
The semantic class is trivially decoded with a per-pixel argmax operation.

Instance Segmentation: Conversely, IS uses the most complex encod-
ing, proposed in [15]. The IS projection head produces an output
OIS∈RHO×WO×4L, each location (i, j) regresses the coordinate of the mask
centroids it belongs to, or a void centroid for unlabeled regions. Denoting as
O(u, v) the set of pixel locations belonging to the instance mask with centroid
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(i, j), the regression target is formalized as:

OIS (i, j) =

 concat (γ (u) , γ (v)) if (i, j) ∈ O(u, v)

−→
0 ∈R4L otherwise

(21.1)

where the positional encoding γ(p) derived from [19] is defined as:

γ(p) = (sin
(
2lπp

)
, cos

(
2lπp

)
)L−1
l=0 (22.2)

This encoding, while achieving strong performance on the task, poses
significant challenges for deployment. Post-processing OIS to obtain the
decoded instance mask poses a substantial overhead on end-to-end execution
latency. In the next section, we detail the implementation of an efficient
CUDA-accelerated post-processing stage that can be built in the TensorRT
inference engine, achieving substantial speedup over the baseline Pytorch
implementation.

Object Detection: The object detection is based on anchor-free YoLo [20].
The input image is mapped to a S×S grid, at each grid location B candidate
bounding boxes are regressed, each encoded as (cx, cy, w, h, p) with (cx, cy)
denoting the normalized center point coordinates expressed in cell-relative
coordinates, (w, h) box width and height normalized with respect to the
image dimensions and s a confidence score. In addition, a single Co class
classification is regressed at each cell location. Therefore, the OD projection
produces an output:

OOD ∈ RS×S×(5B+C) (22.3)

Decoding YOLO-style predictions requires mapping grid-relative box
coordinates to image coordinates, followed by Non-Maximum Suppression
(NMS) to remove overlaps. While TensorRT’s INMSLayer efficiently handles
NMS, it lacks the preceding coordinate transformation. To enable end-to-end
inference without breaking the TensorRT execution graph, we implement a
custom CUDA plugin that performs on-device box decoding and filtering,
keeping all postprocessing within the optimized graph.

Monocular Depth Estimation: The depth estimation is cast as a raw per-
pixel regression problem. In this case, no additional post-processing is
required. Similar to SS, the MDE projection simply up-scales the decoder
features to the output resolution, producing the single-channel depth map.
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11.4 Deployment

Our target application involves distributed smart city monitoring, which
imposes two key constraints: the model must run on embedded hardware and
operate in real time. Achieving these requirements depends on an appropriate
deployment configuration, including the backbone size, input resolution,
batch size, and arithmetic precision (FP32, FP16, or INT8). Each of these
parameters directly affects both accuracy and task performance. A critical
step is defining a latency deadline: the maximum acceptable inference time
per frame. In practice, processing results that arrive too late (e.g., one second
after capture) become irrelevant, as the scene has already changed. The
deadline should not exceed the camera’s frame period; otherwise, the system
remains idle between frames. For our use case, we adopt a 100ms deadline,
which ensures timely scene updates without perceptible information loss.
Driven by this observation, in the remainder of this section we detail the
main technical solution experimented with to meet the latency constraint.
Later, Section 21.5 presents experimental results used to identify the optimal
deployment settings

11.4.1 Mixed-Precision Inference

Out of the box, TensorRT supports mixed-precision inference with FP32,
FP16, and INT8 arithmetic, all natively accelerated on the NVIDIA Orin
Nano via Ampere Tensor Cores. In addition, the TensorRT model com-
piler applies aggressive graph-level optimizations; in our case, self-attention
layers are automatically fused and replaced with FlashAttention-V2 [21] at
FP16 and INT8 precision, yielding more efficient memory access and higher
throughput. While FP16 arithmetic can be enabled without additional steps,
INT8 arithmetic requires an additional calibration stage to determine the
scaling values that map floating-point activations and weights into the discrete
8-bit integer range.

Post Training Quantization: TensorRT’s explicit quantization workflow rep-
resents INT8 computation using Quantize (Q) and Dequantize (DQ) operator
pairs inserted directly into the network graph, explicitly defining the quanti-
zation boundaries for each tensor. During Post-Training Quantization (PTQ),
calibration data is used to collect activation statistics and determine the
scaling factors that map FP32 tensors into the INT8 domain, typically through
entropy or percentile-based range estimation. Weight tensors are quantized
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offline, while activation quantization parameters are computed dynamically
during calibration. For this work, we leverage the Post Training Quantization
(PTQ) pipeline provided by Nvidia TensorRT-Model-Optimizer (ModelOpt);
specifically, leveraging ModelOpt’s implementation of the SmoothQuant
calibration method [22] which redistributes activation ranges into the cor-
responding weights to mitigate outliers and improve quantization robustness.
We employ per-channel quantization for weights and per-tensor quantization
for activations. In Section 21.5, we compare the performance-speed tradeoff
under different arithmetic.

11.4.2 Processors Plugins

Instance Segmentation: Since the entire model, from input to output, is
subject to real-time constraints, we accelerated the processors using Nvidia
CUDA. The encoded output of this task is defined in Eq. 1 each element
OIS(i, j) stores a tuple representing an estimate of the coordinates of the
centroid (i.e. the mask) associated with pixel (i, j). The proximity between
this tuple and the actual centroid coordinates serves as a confidence score:
the closer the value, the higher the likelihood that the corresponding point is
a true centroid.

To compute these scores, we calculate the distance between each pixel
and every potential centroid. This is performed by launching a CUDA kernel
in which each thread is associated with a pixel of OIS and a candidate
centroid. Each thread computes the two-dimensional distance and stores the
corresponding score derived from this distance. Since multiple pixels may
contribute to the same centroid, their scores are accumulated. To minimize
memory accesses, we exploit CUDA shared memory and the syncthreads()
primitive to coordinate partial sums efficiently. Next, a second kernel is
launched in which each candidate centroid is assigned to a thread. Each thread
examines neighboring centroids and, if it holds the highest accumulated
score, it designates itself as the centroid of a distinct mask. Finally, a third
kernel is executed, where each thread corresponds to a pixel–mask pair. If a
pixel is associated with a specific mask (recall that, as defined in Eq. 1, some
pixels may correspond to a null mask), the thread writes a value of 1 at the
corresponding position for that mask.

Since all these phases operate at the pixel level, they can be executed
in parallel, resulting in significant speedup. Some operations require coor-
dination between neighboring pixels to prevent race conditions, but the
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use of shared memory and the syncthreads() primitive effectively reduces
synchronization overhead.

Object Detection: To post-process the object detection output defined in
Eq. 3, a single CUDA kernel is employed. Each thread is assigned to a
cell of size S×S and selects the optimal bounding box among the available
candidates based on the corresponding confidence score. The thread then
computes the bounding box coordinates using the parameters (cx, cy, w, h)
of the selected box. Similarly, the object class is determined according to the
class confidence score, which is also stored in the output.

The final result consists of three arrays: (i) the bounding box coordi-
nates, (ii) the associated class for each box, and (iii) the corresponding
class confidence values. The CUDA implementation significantly acceler-
ates this computation, as each cell is processed independently, enabling full
parallelization across threads.

11.5 Experiments

11.5.1 Experimental Setup

Performance Assessment: To comprehensively evaluate the effectiveness
of our multi-task model, we assess the performance of each task-specific
head using standard benchmarks commonly adopted in the literature: mean
Average Precision at 0.5 IoU threshold (mAP@50) [23] for object detec-
tion, mean Intersection over Union (mIoU) [24] for semantic segmentation,
Panoptic Quality (PQ) [25] for instance segmentation, and Root Mean Square
Error (RMSE) [26] depth estimation. We report task metrics on the COCO
validation split, using the pseudo-labels for the MDE task.

Benchmarking: The multi-task model is implemented in PyTorch, following
the standard deployment pipeline of exporting the network to the ONNX for-
mat via JIT tracing. This export process preserves the Quantize/Dequantize
(Q/DQ) operators introduced during Post-Training Quantization (PTQ), as
well as any custom CUDA plugins, which are automatically recognized and
integrated by the TensorRT builder with their corresponding device-level
implementations. All latency and memory measurements are collected on
an NVIDIA Jetson Orin Nano running JetPack 6.1, which includes Ten-
sorRT 10.3 and CUDA 12.x. Benchmark results are obtained under identical
inference conditions across precision modes (FP32, FP16, and INT8) to
ensure fair comparison of performance and efficiency. Latency measurements
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are obtained using the TensorRT trtexec utility with real-time scheduling to
ensure deterministic timing:

$ trtexec –loadEngine=model.trt –useCudaGraph –noDataTransfers –useSpinWait

–iterations=100 –avgRuns=100 –exportTimes=measure.json

The reported latency corresponds to end-to-end inference time, averaged
over multiple runs after warm-up. Memory footprint is assessed using the
TensorRT Python inference API, implementing a custom CUDA memory
allocator to track dynamic allocations and measure peak device memory
consumption during inference. All benchmarks are performed under identical
runtime conditions across precision modes (FP32, FP16, and INT8) to ensure
fair and reproducible comparison.

11.5.2 Post-Processing Acceleration

First, we discuss the impact of the proposed implementation on the efficient
decoding of the Instance Segmentation and Object Detection outputs. To this
end, we benchmark and compare only the post-processing layer, comparing
side-by-side the TensorRT and reference Pytorch implementations.

Instance Segmentation: Instance segmentation represents the most compu-
tationally demanding component of the multi-task pipeline, primarily due to
the high cost of mask post-processing. We evaluate two implementations
under two feature map resolutions: 192×192 (corresponding to an image
resolution of 336×336) and 256×256 (corresponding to an input resolution
of 448×448). By default, the proposed TensorRT plugin aggregates centroid
candidates over a coarse grid of 32×32 buckets and explicitly decodes all
1024 candidate masks. In contrast, the baseline PyTorch implementation
accumulates candidates on a finer 80×80 grid but decodes only a subset
of selected masks. As summarized in Table 11.2, at an input resolution
of (336×336), the plugin achieves ∼3× speedup when using a coarser
bucket grid 32×32 and a ∼2.5× speedup when both implementations use
the same grid configuration. While the plugin exhibits a higher memory
footprint, caused by the CUDA buffer allocations, it substantially reduces
inference latency, demonstrating the benefit of GPU-resident post-processing
for instance segmentation.

Object Detection: We perform a similar evaluation for the post-processing
stage of the object detection task (see Table 11.3). compares the PyTorch
baseline with our custom TensorRT plugin implementation, including both
cases with and without Non-Maximum Suppression (NMS). The TensorRT
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Table 11.2 Benchmarking of Instance Segmentation Post-processor
Framework Buckets Feature res Infer (ms) Memory (MB)

Pytorch
80×80

192 134.39 30.72
256 150.85 50.04

32×32
192 100.70 29.82
256 117.28 48.98

Plugin 32×32
192 34.89 162.81
256 62.07 289.42

Table 11.3 Benchmarking of Object Detection Post-processor
Framework NMS Infer (ms) Memory (MB)

Pytorch
No 4.014 0.029
Yes 43.22 8.17

Plugin
No 0.017 0.02
Yes 0.451 0.03

version leverages the optimized INMSLayer for NMS execution, which
is fully integrated into the inference graph. As shown in Table 11.3, the
plugin achieves a substantial latency reduction compared to the PyTorch
implementation, yielding up to two orders of magnitude speedup in both
configurations. When NMS is enabled, the TensorRT INMSLayer adds mini-
mal overhead (0.451 ms vs. 0.017 ms), whereas the PyTorch implementation
incurs a significant slowdown due to host-side execution. Memory usage
remains nearly constant across settings, confirming that the proposed plugin
and INMSLayer enable fully GPU-resident post-processing with negligible
additional footprint.

11.5.3 Performance Assessment

We conducted different experiments varying: (a) The input resolution (b) The
precision format (FP32, FP16, INT8) (c) post-processors implementation.
We measured both the task metrics (mAP@50, mIoU, PQ, RMSE) and
their runtime performance and memory footprints. The results, summarized
in Table 11.4, show that lower precision formats (FP16 and INT8) intro-
duce negligible degradation in the task metrics while offering substantial
reductions in inference latency.

For the Object detection tasks (mAP@50 metric) and Instance Segmen-
tation (PQ metric), we compare PyTorch-based post-processing (reported
in braces) with custom CUDA-optimized runtime plugins. Interestingly,
the mAP@50 consistently improves when using the efficient decoding
implementation. Conversely, the PQ metric shows a slight degradation with



206 Edge Deployment of Multi-Task Vision Models for Smart City Infrastructures

Table 11.4 Multi-task model performance assessment under different configurations of input
resolution and arithmetic precision. map@50 and PQ are evaluated both using the proposed
post-processors plugin and with the Pytorch reference implementation (value in brackets).

Res. Precision mAP@50 mIoU PQ RMSE Infer (ms) Mem (MB)

336

FP32
23.22
(17.28)

63.65
43.27
(46.62)

0.56
272.0
(377.8)

1585.7

FP16
23.21
(17.35)

63.65
43.26
(46.63)

0.56
126.3
(232.7)

864.4

INT8
22.58
(16.99)

63.60
42.94
(46.41)

0.56
112.0
(218.3)

556.0

448

FP32
35.54
(26.80)

64.35 44.06
(46.18)

0.47 544.0
(638.8)

1795.9

FP16
35.58
(26.73)

64.35
44.06
(46.19)

0.47
225.8
(322.0)

1029.8

INT8
35.53
(26.05)

64.10
43.86
(46.02)

0.47
200.0
(295.3)

725.8

the efficient post-processing, likely due to the reduced number of accumu-
lation buckets (32×32 compared to 80×80), which limits the precision of
instance-level mask aggregation.

11.5.4 End-To-End Results

The analyzed optimizations collectively nearly enable end-to-end perception
pipeline execution under 100ms per frame at a resolution of 336×336,
demonstrating promising results for fulfilling the real-time processing
requirement for deployment on the HAura platform. In Figure 11.3 we

Figure 11.3 Latency breakdown of the perception pipeline for backbone only (“Dino”), full
model (“Dino+Tasks”), and end-to-end execution.
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further dissect the source of latency, comparing the execution of the back-
bone alone (“Dino”), the complete model of decoders and task projectors
(“Dino+Tasks”), and the end-to-end execution including post-processing
(“End-To-End”). In the most optimized INT8 configuration, post-processing
time accounts for approximately 1/3 of the end-to-end execution time. Con-
sidering this, future developments will focus further on improving decoding
efficiency, especially for the task of instance segmentation.

11.6 Conclusions

In this paper, we investigated the deployment of a multi-task deep neural
network in an urban monitoring scenario. We first discussed how system-level
constraints, such as real-time deadlines and the number of video streams to
process, affect the overall design and performance. We then identified several
tunable parameters that can be adjusted to meet timing requirements. Fur-
thermore, we proposed an accelerated implementation of the post-processing
modules used in multi-task models, which significantly improves end-to-end
latency.

Our experimental evaluation demonstrated how the selected parameters
influence overall performance, confirming that optimizing post-processing
can yield substantial latency reductions. As future work, we plan to further
enhance the post-processor implementation and investigate additional tuning
parameters, such as batch size, to generalize our approach and meet a wider
range of system requirements.
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Abstract

This work presents the ongoing development of a handgun detection system
for a smart city. This detector is expected to continuously analyse images
taken by a surveillance camera installed at the entrance hall of a public
building. The detector is deployed on a Jetson Orin Nano-based device with
constrained computational resources. The development process began with an
analysis of hardware limitations, which guided the design of lightweight yet
effective deep learning models. Several processing pipelines were considered:
a two-stage approach involving person detection followed by hand-region
classification, and a direct handgun detection approach. Custom datasets were
built and used to train models adapted to the device, while carefully avoiding
overfitting. Performance was systematically evaluated using metrics such as
mean Average Precision (mAP) and frames per second (FPS). The best trade-
off between accuracy and inference speed was obtained with a YOLOv8s
model trained exclusively for handgun detection, achieving 75.15% AP50 on
the test set and sustaining 20 FPS. The detector was further integrated with
MQTT for seamless communication with ThingsBoard, enabling the auto-
matic transmission of detection events. Additional necessary work included

211
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fully headless execution and real-time parameter adjustment through terminal
commands. Current work focuses on refining detection performance and
exploring alternative models to further improve efficiency and accuracy.

Keywords: weapon detection, edge AI, deep learning, real time, computer
vision, MQTT.

12.1 Introduction and Background

Gun violence remains a major threat to public safety, especially in crowded
urban areas where rapid intervention is critical [1]. Detecting firearms in real
time has thus become a key objective of intelligent surveillance systems. Tra-
ditional methods rely on controlled screening environments (such as baggage
inspection or millimetric wave scanners) where image acquisition is highly
structured [2]. In contrast, open-scene detection introduces challenges such
as varying illumination, occlusions, and limited computational capacity at
the edge.

Recent advances in deep learning have significantly improved visi-
ble firearm detection in CCTV footage, enabling reliable recognition in
unconstrained environments [3]. Mehta et al. [4] proposed a multi-purpose
YOLOv3-based system capable of detecting both guns and fire in real time,
processing video streams at 45 frames per second, and demonstrating high
robustness across several datasets, achieving a maximum accuracy of 89.3%.
Similarly, Bhatti et al. [5] compared multiple deep learning detectors, includ-
ing VGG16, Faster R-CNN, and YOLOv4, and found YOLOv4 to deliver the
best performance for handgun identification in surveillance videos, reaching
an mAP of 91.72%.

Despite their accuracy, these appearance-based methods often produce
false alarms, motivating pose-aware approaches. One study [6] showed that
integrating body pose information into CNN detectors, such as RetinaNet and
YOLOv3, reduces false positives and improves precision (YOLOv3 achieved
a precision of 96.23%). Building on this idea, another work [7] incorporated
a full-body pose classifier to distinguish threatening from non-threatening
postures, further enhancing reliability in real-world scenes.

Beyond visible imagery, researchers have also addressed concealed
weapon detection. Khan et al. [8] introduced a real-time 3D radar imaging
framework using a modified U-Net to localize hidden weapons regardless of
orientation, achieving both accuracy and speed suitable for security check-
points. Complementary work combined thermal imaging and deep learning
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in a two-stage pipeline for wearable devices [9], enabling mobile detection of
firearms with reduced false positives and practical real-time performance. The
method achieved an mAP@50–95 of 64.52% on a custom thermal dataset.

Nevertheless, most of these methods remain confined to laboratory set-
tings. The present work advances this field by focusing on the real-time
deployment of an efficient handgun detection system on an edge device
integrated into a communication framework for automated event reporting.
This direction aligns with ongoing efforts in smart city research, such as
the CLASS project [10], which developed an edge–cloud analytics frame-
work validated in the Modena Automotive Smart Area (MASA); the HAura
platform [11], which supports privacy-preserving inference on the edge;
and the AI-CAM initiative [12], which promotes cooperative, infrastructure-
assisted perception. Together, these developments provide the technological
foundation for the real-world implementation described in this work, to be
tested within the MASA environment as part of ongoing experimentation in
intelligent urban surveillance.

12.2 MASA and the HAura system

Since 2018, the University of Modena and Reggio Emilia (UNIMORE) and
the Municipality of Modena have been jointly developing the Modena Auto-
motive Smart Area (MASA). MASA is both an infrastructure and a physical
test area of approximately 2 km2 within the city of Modena (see Figure 12.1).
It was conceived as a living laboratory for smart city technologies, designed to
generate actionable data that can enhance urban mobility, sustainability, and
safety. The initiative builds upon the expertise of the HiPeRT Lab, a research
group within the Department of Physics, Computer Science, and Mathemat-
ics (FIM) of UNIMORE, directed by Prof. Marko Bertogna. The Lab has
established a strong track record in high-performance real-time computing
on embedded platforms, particularly in the domain of autonomous driving.
In 2020 gave rise to Hipert s.r.l., which continues to industrialise and scale
these technologies, focusing on autonomous robotics. MASA thus represents
a natural extension of this research, where the smart city itself becomes
a technological enabler and support system for connected and automated
mobility.

A central technological element within MASA is the HAura system,
developed and industrialised by Hipert s.r.l. HAura is a modular and dis-
tributed platform for detection, analysis, and event management in real time
(see Figure 12.2). Its architecture is composed of multiple HAura Edge units
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Figure 12.1 Modena Automotive Smart Area (MASA).

deployed in the urban environment. Each Edge device integrates dual RGB
cameras, GPS, and a high-performance embedded computing board, enabling
on-site execution of AI-based detection and tracking of different categories
of road users. Anonymized metadata (including position, class, velocity,
and direction) are generated and transmitted with minimal latency. The
HAura Aggregator then consolidates data from multiple Edge units, removes
redundancies, and provides a unified geo-referenced view of the monitored
area. Importantly, the Aggregator incorporates predictive models capable of
forecasting potential collisions and disseminating warnings in real time. At
the system boundary, On-Board Units (OBUs) act as recipients of these alerts,
which may correspond to connected vehicles or autonomous vehicles. In
this perspective, the OBU’s perception is extended by the “eyes” of the city
infrastructure, thereby augmenting situational awareness and safety.

The design of the MASA and the HAura emphasizes low-latency oper-
ation, with end-to-end communication times of less than 100 milliseconds
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Figure 12.2 Overview of the HAura edge-to-end architecture within MASA, showing the
data flow from camera acquisition to inference, smart RSU processing, and end-device
communication with increasing latency [12].

between the detection of a road user and the reception of the corresponding
alert by an OBU, within the MASA. Such real-time guarantees are essential
for safety-critical urban applications. Furthermore, the system is designed
with scalability and extensibility in mind. Each HAura Edge unit relies
on a general-purpose computing board (based on NVIDIA’s Jetson Orin
Nano), enabling the deployment of additional software packages and future
functionalities. The integration of Over-The-Air (OTA) updates, which now
cover both application-level software and the operating system, ensures that
the installed infrastructure can be securely and continuously upgraded. As
such, MASA provides a replicable model of a smart city platform, capable of
hosting advanced services such as smart parking, traffic management, envi-
ronmental monitoring, and support for cooperative, connected, and automated
mobility.

12.3 Dataset Creation

The development of the weapon detection system began with the construc-
tion of a dedicated dataset. Images were collected from a wide variety of
sources, including publicly available internet repositories, video material
from YouTube, frames extracted from commercial video games, and video
recordings produced in the VISILAB laboratory at the University of Castilla-
La Mancha (UCLM). Particular attention was given to acquiring images
that resembled the perspective of a surveillance camera, typically positioned
at a medium distance and slightly elevated relative to the subjects. This
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Figure 12.3 Test Set images comparison. Left: test set A; middle: test set B; right: test
set C.

choice was motivated by the intended application of the system in smart city
environments (in MASA).

In order to increase the size and variability of the dataset, several data
augmentation techniques were applied. These included geometric transfor-
mations such as rotations, as well as photometric adjustments to simulate
different environmental and acquisition conditions. The initial dataset con-
tained 7,783 images. After augmentation, this number increased to 46,632,
which was subsequently divided into 37,308 images for training and 9,324
for validation. Images and data augmentation techniques presented in [13]
were used.

Furthermore, to develop and evaluate a region classifier, the bounding
boxes (BBoxes) corresponding to each annotated weapon instance were
cropped and stored as independent images. This procedure produced an
additional dataset consisting of 54,180 images for training and 11,610 for
validation.

To assess model generalisation, a distinct test set of 310 images was
assembled, referred to as Test Set A. To evaluate robustness under different
visual conditions, two derivative sets were also created: Test Set B, which con-
sists of the same images as Test Set A but with reduced brightness (simulating
low light), and Test Set C, generated by simulating greater distance between
the camera and the subject. Examples of these sets are shown in Figure 12.3.
All quantitative results presented later in this article are computed with
respect to these three test sets.

12.4 Architectures and Experimental Platform

Several deep learning architectures were employed in this work, selected for
their balance between accuracy and computational efficiency, with consider-
ation for the constraints of embedded platforms.
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For object detection, we adopted YOLOv8s (You Only Look Once, ver-
sion 8, small variant), a single-stage detector that predicts bounding boxes and
class probabilities in one forward pass [14]. This design achieves higher infer-
ence speed than two-stage methods while maintaining competitive accuracy.
The small variant of YOLOv8 [15] offers an effective trade-off between per-
formance and computational cost, making it suitable for real-time inference
on the Jetson Orin Nano.

To estimate human poses, we evaluated pose-based YOLO models and
MediaPipe Pose. Pre-trained YOLOv8n, YOLOv11n, and YOLOv11x [16]
models were compared to assess the trade-off between model size, accu-
racy, and latency. The smaller (n) variants prioritize efficiency, whereas the
larger v11x model provides greater precision at higher computational cost.
In parallel, we experimented with MediaPipe Pose [17] a lightweight two-
stage framework predicting 33 body keypoints. It is specifically optimized for
real-time applications on CPUs and mobile-class devices, requiring signifi-
cantly fewer computational resources than conventional deep learning–based
detectors. This made it a valuable baseline to compare against more compu-
tationally demanding architectures, particularly in scenarios where inference
latency is critical.

For weapon classification within cropped hand regions, two convolu-
tional neural networks were explored: EfficientNet [18] and MobileNetV2
[19]. EfficientNet employs compound scaling to balance depth, width, and
resolution, achieving high accuracy with reduced complexity. MobileNetV2,
based on depthwise separable convolutions and inverted residuals, offers even
greater efficiency and is particularly suited to real-time edge applications,
albeit with slightly lower accuracy.

All experiments were performed on the NVIDIA Jetson Orin Nano Devel-
oper Kit [20], integrating an Ampere GPU with 1,024 CUDA cores and 32
Tensor Cores, and 8 GB of LPDDR5 memory.

12.5 Detector and Communication Workflow

Two detection strategies were developed to address real-time weapon recog-
nition under the computational constraints of the target hardware. Each
was first implemented as an independent prototype and later adapted for
integration into the final system. The first approach followed a single-stage
object detection pipeline using YOLOv8s applied directly to full camera
frames. This configuration aimed to localize and classify weapons in one
step, maximizing frame rate on the Jetson Orin Nano. The small (s) variant
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offered an optimal balance between accuracy and efficiency, preventing the
detector from monopolizing system resources required for concurrent smart
city processes. The second approach implemented a two-stage pipeline to
improve robustness and reduce false positives. A pose-based model (either a
YOLO-based pose detector (v8n, v11n, v11x) or MediaPipe Pose) was first
used to locate individuals and extract keypoints. Based on these keypoints,
regions around the wrists and hands were cropped and analysed by a classifier
(either EfficientNet or MobileNetV2). The former achieved higher accuracy,
while the latter offered lower latency, enabling flexible trade-offs between
precision and computational cost. This design explicitly linked detected
weapons to human subjects, minimizing erroneous detections on back-
ground objects, albeit at a reduced frame rate compared to the single-stage
method.

Both pipelines were developed and tested locally on a Jetson Orin Nano
Developer Kit, enabling rapid prototyping before remote deployment. For
the latter, the system was first adapted for headless operation via secure
SSH access. Runtime parameters could be adjusted dynamically through
a curses-based terminal interface, ensuring flexible configuration without
restarting services. Moreover, upon detecting a weapon, the system gener-
ates a structured JSON message containing detection metadata (timestamp,
confidence, device ID) and publishes it via MQTT to a ThingsBoard broker.
This enables reliable, real-time transmission and logging of smart city events
for visualization, analytics, while decoupling edge processing from backend
services for improved scalability and resilience.

Both detection strategies were encapsulated within Docker containers to
ensure portability, reproducibility, and consistent performance across Jetson
devices and deployment environments.

12.6 Training Process

The training process was designed to maximize detection and classification
performance while minimizing overfitting. To this end, extensive experimen-
tation was carried out with key hyperparameters, primarily the number of
epochs, the learning rate, and the batch size. Hyperparameter values were
adjusted iteratively, guided by validation accuracy and average precision
(AP) on the test sets. This approach ensured that improvements in training
performance did not come at the expense of model generalisation. The main
hyperparameters selected can be seen in Table 12.1.
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Table 12.1 Hyperparameters chosen to train the models used in the experiments
Trained Model Epochs Batch

size
Input Resolution
(pixels)

Learning rate

Single-stage detector 30 16 640x640 10−2

Region classifier 30 16 224x224 10−6

12.7 Results

The evaluation of object detection models typically relies on two complemen-
tary aspects: accuracy and efficiency. In this work, accuracy is measured using
Average Precision (AP), while efficiency is assessed in terms of inference
speed, expressed as frames per second (FPS).

To make AP meaningful, several fundamental concepts must first be
defined [21].

• Ground truth. Human-annotated bounding boxes specifying object loca-
tions and class labels. These serve as the reference for evaluating
detections.

• True Positive (TP). A detection correctly matching a ground-truth
object, determined by the Intersection over Union (IoU): the overlap
area between a predicted box Bp and a ground-truth box Bgt divided
by their union,

IoU =
area (Bp ∩Bgt)

area (Bp ∪Bgt)
(12.1)

A prediction is considered a TP if its IoU exceeds a predefined threshold
(e.g., 0.5), following standard one-to-one matching rules.

In addition to IoU, we also employed the Intersection over Minimum area
(IoMin) metric [22]. IoMin is defined as:

IoMin (Bp, Bgt) =
Bp ∩Bgt

min (Area (Bp) ,Area (Bgt))
(12.2)

Unlike IoU, which penalises size discrepancies, IoMin produces high
scores when the predicted box is fully contained within the ground-truth
region, even if their sizes differ substantially.

This distinction is crucial in our pose-based detection setup, where hand
regions are cropped using fixed-size bounding boxes around detected key-
points. Such crops may include irrelevant background or omit parts of the
forearm, leading to artificially low IoU values even when the handgun is
correctly captured. IoMin mitigates this issue by prioritising whether the
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object of interest (the handgun) lies within the predicted region, aligning
with our operational goal of early weapon detection in surveillance scenarios.
Figure 12.4 illustrates the difference between IoU and IoMin.

• False Positive (FP). A predicted box with no sufficient overlap with
any ground-truth object, or a duplicate detection for an already matched
instance.

• False Negative (FN). A ground-truth object not detected by the model.
• True Negative (TN). Not typically defined in object detection, as the

set of possible negative boxes is effectively infinite; evaluation therefore
focuses on TP, FP, and FN.

Given the counts above, precision and recall quantify two complementary
aspects of detector behaviour:

Precision =
TP

TP + FP
(12.3)

Recall =
TP

TP + FN
(12.4)

Precision measures the proportion of correct detections (penalising false
alarms), while recall measures the proportion of detected ground-truth objects
(penalising misses). A strict detector tends to have high precision but low
recall, whereas a permissive one exhibits the opposite.

Figure 12.4 Examples of IoU and IoMin values for 3 different overlaps between detection
and ground truth [22].
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By varying the detection confidence threshold, a precision–recall (PR)
curve is obtained. Average Precision (AP) is then computed as the area under
the PR curve, summarising the trade-off between precision and recall across
all thresholds (see Equation (12.5)).

AP =

∫ 1

0
Precision(R)dR (12.5)

where R represents recall.
When multiple classes are involved, mean Average Precision (mAP) is

reported as the arithmetic mean of per-class AP values (see Equation (12.6)).

mAP =
1

N

N∑
i=1

APi (12.6)

where APi is the average precision for class i.
In this study, only one class (“Handgun”) is evaluated, so mAP reduces to

a single AP value.
In addition to accuracy metrics, detector speed is a critical factor. A low

frame rate (FPS) can cause frames to be skipped, risking missed detections if
an armed individual passes quickly through the camera’s view. The required
FPS thus depends on the subject’s movement speed: faster motion demands
higher FPS to ensure at least one frame captures the weapon.

To establish a realistic reference, we analysed surveillance footage
from the 2023 Nashville school shooting, measuring how long the weapon
remained visible across three camera views (examples of these views are
shown in Figure 12.5). From these durations, we estimated the minimum FPS
necessary to guarantee at least one processed frame per scene, with results
presented in Table 12.2.

This criterion only guarantees a single processed frame during the visi-
bility window. In practice, detectors require multiple frames with the weapon
visible. A more realistic requirement is therefore FPSmin = N/T, where N
is the required number of frames (e.g., 5–10). For instance, with T = 5s in

Table 12.2 Duration of weapon visibility in each camera view during the Nashville school
shooting (2023) and the corresponding absolute minimum FPS required to ensure at least one
processed frame contains the handgun.

Camera view Visibility T(s) Minimum FPS (1/T)
Entrance Hall 5 0.2
Corridor 27 0.037
Lobby 10 0.1
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Figure 12.5 Surveillance camera views from the Nashville school shooting (2023) used to
estimate visibility times: entrance hall (top left), corridor (top right), and lobby (bottom). The
analysed video was taken from Wikipedia.

the entrance hall, the requirement becomes 1 FPS for N = 5 and 2 FPS for
N = 10. These values remain modest compared to the 15–20 FPS typically
achieved on the deployment hardware, but they better reflect the need for
redundancy and reliable detection.

One should also account for the detector’s per-frame detection probability
“p”. If the model only detects the weapon with probability p on any single
processed frame, then multiple frames are needed to achieve a desired overall
reliability. The probability of at least one success across N independent
frames is:

P (≥ 1 detection ) = 1− (1− p)N (12.7)

Let us suppose that we want a target reliability of Ptarget. An example
value of 0.95 would indicate that we want a 95% probability of detecting the
weapon at least once while it is in view. Then the required number of frames
is:

N =

⌈
log

(
1− Ptarget

)
log(1− p)

⌉
(12.8)
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For example, if p = 0.5, then N = 5 frames are required to reach 95%
reliability; if p = 0.8, N = 2 frames suffice. Combining this requirement
with the visibility window T gives the operational frame-rate threshold
FPSmin = N/T. Now, we considered a target probability Ptarget = 0.99 and
three representative per-frame detection probabilities p ∈ {0.75, 0.80, 0.85}.
Obtaining N values using Equation 8 and using FPSmin = N/T across the
three Nashville scenes (Table 12.2), results are shown in Table 12.3.

After establishing the evaluation metrics and the theoretical requirements
for real-time operation, we now present the results obtained with the different
detection strategies. Comparing the two main pipelines explained, the goal of
these experiments was to systematically analyse the trade-offs between accu-
racy, measured by AP50 across the three test sets, and efficiency, expressed in
frames per second (FPS) on the target Jetson Orin Nano platform.

The results in Table 12.4 highlight the trade-off between accuracy and
inference speed across the evaluated strategies. Each strategy achieves the
FPSmin value for each Nashville camera view. The single-stage YOLOv8s
detector provided balanced performance, sustaining 20 FPS with an AP50

around 0.70–0.75 across the test sets. This makes it a robust option for scenar-
ios where real-time responsiveness is essential. The two-stage pipeline with
YOLOv11x pose + EfficientNet classification achieved the highest accuracy
(AP50 above 0.81) but at the cost of significantly reduced speed (3.5 FPS),
which may limit its usability in continuous surveillance applications. Using
lighter pose models (YOLOv11n) improved efficiency (6 FPS) but with some
loss of precision.

The MediaPipe-based pipeline delivered intermediate efficiency (10 FPS)
but suffered from poor accuracy, especially under degraded conditions (Test
Set C), indicating that its lightweight design sacrifices robustness for handgun

Table 12.3 Operational frame-rate thresholds (FPSmin) required to achieve 99% detection
reliability (Ptarget = 0.99) for three per-frame detection probabilities (p = 0.75, 0.80, 0.85)
across the three Nashville camera views.

Camera View Visibility T (s) p Required Frames N FPSmin = N/T
Entrance Hall 5 0.75 4 0.80

0.80 3 0.60
0.85 3 0.60

Corridor 27 0.75 4 0.15
0.80 3 0.11
0.85 3 0.11

Lobby 10 0.75 4 0.40
0.80 3 0.30
0.85 3 0.30
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Table 12.4 Comparison of detection strategies showing accuracy (AP50 on three test sets)
and inference speed (FPS) on the Jetson Orin Nano platform

Strategy Models used %AP 50
Test Set A

%AP 50
Test Set B

%AP 50
Test Set C

FPS

Full frame
weapon
detection

YOLO 8s
(detection)

75.15 71.45 70.24 20

Region
proposal +
classification

YOLO 11x
(pose) +
EfficientNet
(classification)

83.11 80.99 81.42 3.5

Region
proposal +
classification

YOLO 11n
(pose) +
EfficientNet
(classification)

75.09 74.75 78.71 6

Region
proposal +
classification

MediaPipe
(pose) +
EfficientNet
(classification)

65.42 49.59 32.65 10

Region
proposal +
classification

YOLO 8n
(pose) +
MobileNetV2
(classification)

57.36 53.06 45.22 20

detection. Finally, the combination of YOLOv8n pose with MobileNetV2
classification achieved the highest efficiency (20 FPS) but with the lowest
accuracy (AP50 < 0.58).

Overall, the comparison confirms that no single configuration domi-
nates both metrics. For practical deployment on the Jetson Orin Nano, the
YOLOv8s full-frame detector emerges as the best compromise, offering
sufficient accuracy together with real-time performance (>15 FPS). The two-
stage pipelines provide useful insights into how accuracy can be improved,
but their higher computational cost makes them less attractive under strict
resource constraints.

12.8 Future work

Future work will involve deploying the handgun detection system within
the Modena Automotive Smart Area (MASA) using the HAura Edge device
for on-site inference and integration with the smart city network. This will
allow evaluation under realistic conditions, considering lighting changes,
occlusions, and movement, while assessing interoperability, latency, and
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communication reliability. Concurrently, efforts will focus on improving
accuracy and efficiency through optimized training, model compression, and
hyperparameter tuning. Long-term testing will monitor continuous operation
to ensure stability, scalability, and sustained performance on the Jetson Orin
Nano platform.

12.9 Conclusion

This work presented the development of a real-time handgun detection
system designed for deployment in smart city environments. The proposed
detector was implemented on a Jetson Orin Nano platform, addressing the
constraints of embedded computing while maintaining a balance between
accuracy and inference speed. Two complementary detection strategies were
explored: a single-stage approach based on YOLOv8s and a two-stage
pipeline combining pose estimation with region classification. Experimental
results demonstrated that the YOLOv8s full-frame detector achieved the best
trade-off, sustaining 20 FPS with an AP50 of 75.15%, making it suitable for
continuous surveillance applications on resource-limited devices.

Beyond model optimization, the system was integrated into an MQTT-
based communication framework, enabling automatic event reporting and
real-time configuration. This end-to-end design (from dataset creation to
deployment) illustrates a practical approach to embedding AI-driven percep-
tion in urban infrastructures. The forthcoming integration of the detector into
a HAura Edge unit within the Modena Automotive Smart Area (MASA) will
extend this work to large-scale, real-world testing. These experiments will
validate system robustness under dynamic conditions and confirm its role
as a functional component of the HAura smart city ecosystem, paving the
way for future research on intelligent, privacy-aware, and responsive urban
surveillance solutions.
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Abstract

Modern mobility systems are rapidly advancing through automation, connec-
tivity, and remote operation technologies. Across land and sea, autonomous
and teleoperated vehicles are redefining safe, efficient, and sustainable
transportation. This work presents a 3D simulation framework for training
and evaluating Behavior Cloning (BC) models on edge-AI-enabled micro-
mobility platforms. The framework integrates physics-based simulation with
lightweight visual-policy learning to enable autonomous navigation under
limited computational resources. The best configuration achieved a weighted
F1 score of 0.99 and maintained near- real-time performance on CPU-only
setups (44.7 ms per frame, 22 FPS, 1.55 GB RAM), demonstrating the
practicality of efficient learning-based control for next-generation e-scooters
and smart urban mobility systems.

Keywords: behavior cloning, e-scooter, autonomous vehicles, path
planning.
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13.1 Introduction and Background

Modern mobility systems are undergoing a significant transformation through
the integration of automation, connectivity, and remote operation tech-
nologies [1]. Across land, sea, and air, autonomous vessels, aerial drones,
teleoperated cars, and intelligent e-scooters are reshaping the way people
and goods are transported in urban and maritime domains. These emerging
solutions aim to improve safety, efficiency, and sustainability while enabling
new modes of transportation that reduce the need for human control onboard
[2]. This technological shift has been further accelerated by advances in edge
computing, low-latency communication (e.g., 5G/6G), and lightweight Arti-
ficial Intelligence (AI) models, which now allow intelligent agents to operate
with real-time perception and control even on resource-constrained embed-
ded platforms [3]. Edge intelligence reduces reliance on cloud infrastructure,
increases resilience to communication delays, and supports autonomous
operation in bandwidth-limited environments.

However, many existing mobility architectures still rely on rich multi-
sensor setups, such as RGB-D cameras, LiDAR, IMU, and radar, and on com-
plex perception–planning pipelines originally designed for larger autonomous
vehicles. Even recent Foundation Models (FMs), despite their advances in
unified and semantically rich perception, remain computationally demanding
and unsuitable for low-power embedded platforms [4]. As a result, such
high-capacity configurations become impractical for compact micro-mobility
systems, including e-scooters and small delivery robots, which operate under
strict constraints in weight, cost, power consumption, and onboard computa-
tional capacity [5]. These challenges motivate the exploration of simplified
perception modalities and task-specific visual encodings that enable efficient,
real-time decision-making without heavy sensor fusion or GPU-intensive
processing.

Moreover, the same principles extend beyond ground and maritime
mobility. Aerial and underwater vehicles increasingly adopt similar hybrid
architectures that combine autonomy with teleoperation, especially in com-
plex or safety-critical environments. Drones, in particular, share the same
constraints on onboard computation, energy efficiency, and perception under
uncertain conditions. As a result, lightweight image-based and imitation-
driven frameworks offer a unified methodology for intelligent navigation
across land, air, and sea domains.

Despite this progress, there remains a gap in exploring minimalist sensory
modalities in particular, using extremely simplified visual representations
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(e.g., binary, black-and-white encoding) to drive navigation policies. How-
ever, transferring visually trained navigation policies from simulation to
real micro-mobility platforms remains a major challenge due to the well-
known sim-to-real gap. Recent studies show that discrepancies in sensing
fidelity, motion blur, and actuation nonlinearities can significantly degrade
real-world performance [6]. Similar domain gaps have also been docu-
mented in autonomous-driving perception pipelines, where models trained
on CARLA synthetic data struggle to generalize to real-world lane geometry
and appearance without explicit domain-adaptation mechanisms [7]. If such
methods prove viable, they could dramatically lower the barrier to deploy-
ing autonomous or teleoperated systems on micro-mobility platforms (such
as e-scooters), where payload, power, and compute budgets are extremely
limited.

In this context, the primary objective of this work is to develop a Behavior
Cloning (BC) model that can serve as a pretrained policy for subsequent
Reinforcement Learning (RL) stages. Such a model enables the agent to start
from an informed behavioral prior rather than learning entirely from scratch,
accelerating convergence and improving stability in complex environments.

Building on these innovations, our work is organized around four key
contributions:

• Image-Based Autonomous Pipeline with Binary Path Encoding:
Proposal of a novel learning pipeline for autonomous or teleoperated
navigation using binary image input.

• BC from Human Demonstrations: Development and training of a
BC model that learns navigation policies directly from human driving
trajectories, enabling data-efficient imitation without requiring reward
signals or environment-specific tuning.

• Lightweight Binary Image Backbone for Onboard Inference: Inte-
gration of a compact CNN-based (or transformer-based) visual back-
bone that processes binary (black-and-white) image input, extracting
minimal yet informative spatial features optimized for real-time infer-
ence on resource-constrained micro-mobility platforms.

• Path Planning through End-to-End Imitation: Direct mapping from
binary image input to control commands for safe and efficient naviga-
tion, bypassing classical feature extraction.

The complete implementation, including training scripts, simulation
setup, and BC models, is available as open-source code at: https://github
.com/icsa-hua/Ecomobility---Behavior_Cloning_Model.git.

https://github.com/icsa-hua/Ecomobility---Behavior_Cloning_Model.git.
https://github.com/icsa-hua/Ecomobility---Behavior_Cloning_Model.git.
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The rest of the paper is structured as follows: Section II reviews related
work on BC and imitation learning for autonomous navigation. Section III
details the proposed framework, including the e-scooter modelling, dataset
preparation, and model architectures. Section IV presents the experimental
evaluation and discusses the obtained results. Finally, Section V concludes
the paper and outlines future research directions.

13.2 Related Work

A variety of studies have examined e-scooters from multiple perspectives,
reflecting their growing role in modern micro-mobility systems. Prior work
has analysed their contribution to sustainable transportation, highlighting
reduced congestion, emissions, and environmental impact [8]. Additional
research has explored their integration into urban transport networks, empha-
sizing infrastructure compatibility and user behavior [9]. On the autonomy
side, several prototypes have investigated core capabilities such as stabiliza-
tion, obstacle detection, GPS-based navigation, and high-precision localiza-
tion [10]. At the control level, dynamic modelling and safety remain key
topics: PD-based controllers have been used to study riderless e-scooter
balancing [11], and teleoperation frameworks have been proposed to improve
responsiveness and collision avoidance [12].

However, while these efforts demonstrate substantial progress in under-
standing and automating e-scooter behavior, research that applies learning-
based control, and in particular behavior cloning (BC), to micro-mobility
platforms remains limited. To situate our work within the broader imitation-
learning landscape, we next review the main variants of BC that have emerged
in autonomous navigation. As illustrated in Figure 13.1, existing approaches
can be broadly grouped into three principal categories: (i) Foundational and
Extended BC, (ii) Hybrid and End-to-End BC, and (iii) Applied and Human-
Centric BC. The following paragraphs summarize representative methods in
each category.

For Foundational and Extended BC, early works focused on direct
imitation from expert demonstrations, where neural networks learned con-
trol policies by mapping sensory observations to actions [13]. While these
approaches achieved data efficiency, they often suffered from covariate
shift and poor generalization in unseen conditions. To overcome these
limitations, advanced variants such as DAgger and Generative Adversar-
ial Imitation Learning (GAIL) introduced expert feedback and adversarial
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Figure 13.1 Behavior-Cloning-based Categories.

optimization mechanisms to enhance robustness and trajectory alignment
[14]. These methods form the theoretical basis for modern imitation learning
systems.

Hybrid and End-to-End BC approaches emerged to combine the data effi-
ciency of imitation learning with the adaptability of reinforcement learning,
leveraging the strengths of both paradigms. In such frameworks, BC typically
serves as a pretraining stage that accelerates policy convergence and stabilizes
exploration during reinforcement fine-tuning [15]. Representative examples
include DDPG+BC, TD3+BC, and Forward-Prediction-Based Active Explo-
ration BC [16], which integrate exploration mechanisms for improved sample
efficiency. In parallel, end-to-end visual learning pipelines emerged, using
convolutional or transformer-based backbones to jointly learn perception and
control [17], leading to more generalizable and interpretable models suitable
for embedded systems [18]. This comparative setup enables quantifying the
performance trade-offs between compact CNNs, efficient mobile models, and
large-scale foundation transformers in terms of accuracy, latency, and model
footprint

Finally, Applied and Human-Centric BC research extends imitation
principles to real-world systems such as micro-mobility and teleoperated
vehicles. Prototype systems, including e-scooters and mobile robots, have
demonstrated that imitation-driven controllers can ensure stable, safe, and
adaptive navigation in constrained environments [10], [19]. Similarly, minia-
ture autonomous vehicles have been used as low-cost testbeds to validate
real-world BC steering and throttle prediction under resource-constrained
settings [20]. Beyond technical control, socially aware models incorporate
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Table 13.1 Feature Comparison Across BC Categories and The Proposed Method

human comfort and perceived safety through mechanisms such as time-
to-collision estimation and social force modelling [21-23]. These advances
highlight the transition of BC from theoretical imitation learning toward
context-aware, deployable.

Overall, the literature reveals an evolution from pure BC toward hybrid,
perception-integrated, and socially aware learning architectures. This pro-
gression motivates the development of lightweight, binary image-based imita-
tion pipelines capable of real-time navigation on resource-constrained micro-
mobility platforms, as pursued in the proposed system. The comparison in
Table 13.1 summarizes the distinguishing characteristics of foundational,
hybrid, and applied BC frameworks relative to the proposed approach.

13.3 Behavior Cloning Framework Description

The objective of this work is to learn an autonomous navigation policy
through BC, enabling a strong initial policy that can later be fine-tuned using
RL techniques.

Given a dataset of expert demonstrations

D = {(si, ai) }Ni=1 (13.1)
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where si denotes the observed state (e.g., images) and ai the corresponding
control action (e.g., steering, throttle, brake), the goal is to learn a mapping

πθ : s→a (13.2)

parameterized by θ, which minimizes the discrepancy between predicted and
expert actions. The policy network πθ is trained in a supervised manner by
minimizing a loss function:

L (θ) = 1

N

N∑
i=1

ℓ (ai, πθ (si)) (13.3)

where ℓ(·) corresponds to the mean squared error (MSE) for continuous
actions or cross-entropy loss for discrete action spaces.

13.3.1 e-Scooter Modeling

The vehicle model adopted in this work represents a compact, lightweight
electric scooter designed for autonomous navigation in urban micro-mobility
environments. The 3D geometry of the vehicle, along with its coordinate
system definition, is illustrated in Figure 13.2.

Figure 13.2 e-scooter geometric model and coordinate system definition. The 3D model was
created in Blender and integrated into the CARLA simulation environment.
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The model was created in Blender, allowing precise control of physical
proportions, wheelbase, and was subsequently exported into the simulation
environment for dynamic and perception-based experiments.

Unlike conventional two-wheeled scooters, the adopted configuration
includes two rear wheels that ensure static stability even when the vehicle
is stationary. As a result, the system maintains lateral equilibrium without
requiring active balance control. The vertical and lateral forces acting on the
scooter are therefore assumed to be in static equilibrium

∑
Fy = 0, and roll

dynamics are neglected. The vehicle is thus modeled as a planar rigid body
operating on the horizontal plane, where only longitudinal motion and yaw
rotation are considered.

To ensure physical realism and safe operation, the control limits, includ-
ing maximum acceleration, braking deceleration, and steering angle, are
defined according to the mechanical constraints of commercial e-scooters.
Moreover, the vehicle’s velocity is constrained to comply with the speed
limits defined in the CARLA Town01 environment, as shown in Figure 13.3,
preventing unrealistic motion or collisions due to excessive speed. This
formulation preserves physical plausibility while maintaining computational
efficiency, enabling stable and reliable policy learning within the CARLA
simulation platform.

Figure 13.3 Speed-limit sign in the CARLA Town01 environment defining the maximum
allowed vehicle velocity.
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13.3.2 Framework Overview

The proposed BC framework follows a modular design composed of four
main stages:

1) Data Collection and Preprocessing: Extraction of state–action pairs
from simulation or expert teleoperation.

2) Feature Representation: Encoding of multimodal sensory inputs using
pretrained backbones such as ResNet, MobileNet, or DINOv2 to obtain
compact visual embeddings.

3) Policy Learning: Training of a lightweight policy head (e.g., MLP or
XGBoost) on top of the embeddings to predict expert actions, either as
a classification or regression problem depending on the action space.

4) Evaluation: Assessment on unseen driving scenarios using success rate,
trajectory deviation, and collision count as performance metrics.

This BC setup serves as a foundation for subsequent RL fine-tuning,
where the pretrained policy πBC

θ provides a warm start, improving con-
vergence speed and stability during online interaction with the CARLA
environment.

Figure 13.4 illustrates the overall BC architecture employed for
autonomous navigation. The input to the network corresponds to a 2D projec-
tion of the desired path, providing a compact and interpretable representation
of the vehicle’s intended trajectory. This projection is processed by a convolu-
tional neural network (CNN) backbone, such as ResNet or MobileNet, which
extracts high-level spatial features encoding curvature, direction, and local
geometric structure. The resulting feature vector is passed to a fully connected
classification head that predicts one of four discrete control commands:

Figure 13.4 Behavior-Cloning-based learning pipeline for autonomous navigation in
CARLA
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forward, left, right, or stop. Each control command is represented as a one-
hot encoded vector, serving as the target label during supervised training.
This classification-based formulation simplifies the control space and enables
efficient learning of navigational behaviors directly from visual inputs.

To investigate the trade-off between representational power, computa-
tional efficiency, and generalization capability, two complementary model
configurations were developed within this framework.

a) Deep Policy Network (PolicyNet). This configuration employs a pre-
trained visual backbone followed by a lightweight multi-layer percep-
tron (MLP) head. The backbone is interchangeable, supporting architec-
tures such as ResNet50, MobileNetV3, and DINOv2-ViT-B/14. These
networks act as high-level feature extractors, encoding semantic and
geometric cues from the input trajectory images, while the MLP head
maps the resulting embeddings to discrete control actions. This end-to-
end differentiable design enables joint policy optimization with minimal
architectural complexity, ensuring efficient deployment on embedded
hardware (e.g., NVIDIA Jetson).
The selection of visual backbones was driven by the goal of covering a
broad spectrum of feature representations, from conventional convolu-
tional encoders to recent foundation vision transformers, thus enabling a
systematic comparison between compact task-specific models and large-
scale pretrained architectures. ResNet50 serves as a well-established
CNN baseline, offering strong spatial feature extraction and proven
robustness in visual navigation tasks. MobileNetV3 was selected as
a lightweight, computationally efficient architecture suitable for real-
time inference on resource-constrained platforms, balancing accuracy
and latency. In contrast, DINOv2-ViT-B/14 represents a modern foun-
dation model trained on massive self-supervised datasets, capturing
semantically rich and highly transferable visual representations. By
incorporating both CNN-based and transformer-based backbones, this
configuration enables a comprehensive evaluation of whether large-scale
pretraining enhances policy transferability and generalization to unseen
driving scenarios within the CARLA environment.

b) Hybrid Embedding + Gradient Boosting Model (ResNet50 + XGBoost).
In this configuration, visual embeddings are first extracted from a frozen
ResNet50 backbone and subsequently used to train an XGBoost classi-
fier. This hybrid approach combines the strong representational capacity
of deep convolutional features with the interpretability and robustness
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of tree-based ensembles. By decoupling feature extraction from policy
learning, it allows faster training and flexible experimentation with
tabular learning algorithms even on CPU-only setups.

Overall, the two complementary architectures, covering traditional CNNs,
efficient mobile models, and foundation vision transformers, enable a unified
and systematic comparison, helping to identify which configuration offers the
best trade-off between robustness, efficiency, and generalization in behavior-
cloned driving policies.

13.3.3 Dataset Preparation

The dataset was collected within the Town01 map of the CARLA simulator,
using the in-built GlobalRoutePlanner and LocalRoutePlanner modules to

Figure 13.5 Bidirectional routes (A→B and B→A) in CARLA Town01, used to ensure
balanced left and right turns in the collected dataset.
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generate structured navigation trajectories. A set of ten waypoints ahead of
the vehicle was visualized to provide local context, allowing the model to
anticipate upcoming turns and adjust its velocity accordingly.

Each sample in the dataset consists of:

• a grayscale image representing the predicted path projection, where
white pixels indicate the intended trajectory to be followed by the model;

• a one-hot encoded action label corresponding to one of four discrete
control commands: forward, left, right, or stop;

• and the file path to the associated image stored in a structured CSV file.

Two routes were recorded within the CARLA environment, one from
point A to point B and another in the reverse direction (B to A), as illustrated
in Figure 13.5. This bidirectional setup ensured a balanced distribution of left
and right turns, enabling the model to generalize equally well across both
maneuver types.

Furthermore, the routes include intersections with traffic lights and stop
signs, allowing the vehicle to experience and learn stopping behaviors
associated with traffic control elements, as shown in Figure 13.6.

Figure 13.6 Four discrete control commands (forward, left, right, stop) with their one-
hot encoded labels. White paths indicate the intended trajectory; the red dot denotes a stop
position.
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The resulting dataset therefore captures a diverse range of driving con-
texts, combining geometric cues, directional variation, and traffic-related
stopping events, providing a well-rounded foundation for supervised BC.

13.3.4 Evaluation Metrics

Model performance was assessed using standard multi-class classification
metrics, complemented by computational profiling to evaluate runtime effi-
ciency.

Performance Metrics: For a classification task with C classes, let TPc, FPc,
and FNc denote the true positives, false positives, and false negatives for class
c. Each metric is defined as follows:

• Accuracy: proportion of correctly predicted actions among all samples.

Accuracy =

∑C
c=1 TPc∑C

c=1 (TPc + FPc + FNc)
(13.4)

• Precision: correctness of positive predictions for class c.

Precisionc =
TPc

TPc + FPc
(13.5)

• Recall: fraction of correctly identified samples for class c.

Recallc =
TPc

TPc + FNc
(13.6)

• F1-score: harmonic mean of precision and recall.

F1c = 2
Precisionc × Recallc
Precisionc +Recallc

(13.7)

• Macro and Weighted Averages: global scores across classes.

Macro− F1 =
1

C

C∑
c=1

F1c (1.8)

Weighted− F1 =
1

N

C∑
c=1

nc × F1c ,

where nc is the number of samples in class c and

N =
C∑
c=1

nc (23.9)
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The confusion matrix M ∈ RC×Csummarizes prediction consistency:

Mij = number of samples with true label i and predicted as j

Computational Profiling: In addition to accuracy-based metrics, the follow-
ing efficiency indicators were logged:

• Memory Usage: peak CPU/GPU memory consumption.
• Model Size: storage footprint of the trained policy.
• Inference Speed: average processing time per frame and corresponding

frame rate

FPS =
1

Average Inference T ime
(23.10)

Together, these metrics provide a balanced evaluation of predictive
accuracy and computational efficiency, reflecting the model’s suitability for
real-time autonomous navigation.

13.4 Experimental Evaluation

All experiments were conducted on a workstation equipped with the hard-
ware specifications shown in Table 13.2. The dataset was divided into 75%
for training, 15% for validation, and 10% for testing, ensuring stratified
sampling across all four control actions (forward, left, right, stop).

Tables 13.3 and 13.4 summarize the training and test performance of all
evaluated models. Among them, ResNet50+MLP achieved the best over-
all accuracy (99.6%) and weighted F1-score (0.996), followed closely by
ResNet50+XGBoost and DINOv2+MLP. In contrast, MobileNetV3+MLP
exhibited limited generalization, highlighting the trade-off between efficiency
and representational power in lightweight CNNs.

During training, the ResNet50+XGBoost configuration reached perfect
performance (100% accuracy and F1-score of 1.0), indicating that the hybrid

Table 13.2 System Specifications Used for Model Training and Evaluation
Component Specification
CPU Intel Core i7-12700KF (12 cores / 20 threads, 3.6–5.0 GHz)
RAM 32 GB DDR4
GPU NVIDIA GeForce RTX 3060 (12 GB GDDR6 VRAM)
CUDA Version 12.9
Python Version 3.11
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Table 13.3 Comparison of Model Performance on the CARLA Training Set
Model Accuracy (%) Macro F1 Weighted F1
ResNet50 + MLP 99.5 0.9910 0.9947
MobileNetV3 + MLP 60.1 0.470 0.624
DINOv2 + MLP 99.1 0.9869 0.9915
ResNet50 + XGBoost 100.0 1.000 1.000

Table 13.4 Comparison of Model Performance on the CARLA Test Set
Model Accuracy (%) Macro F1 Weighted F1
ResNet50 + MLP 99.6 0.9936 0.9960
MobileNetV3 + MLP 64.9 0.525 0.659
DINOv2 + MLP 98.4 0.9750 0.9842
ResNet50 + XGBoost 99.2 0.9875 0.9922

model fully captured the patterns of the training data. However, when eval-
uated on unseen test samples, ResNet50+MLP achieved slightly higher
accuracy (99.6% vs. 99.2%), suggesting stronger generalization ability. This
implies that while XGBoost tends to overfit the training distribution, learning
even small, noise variations, the MLP head produces smoother decision
boundaries, enabling better transferability to new environments and lighting
conditions.

The DINOv2+MLP model also demonstrated competitive performance
(98.4%), confirming that pretrained foundation models can effectively learn
visual cues even from simplified grayscale trajectory maps. Nevertheless,
its slightly reduced accuracy compared to ResNet50-based variants can
be attributed to the high-level semantic abstraction inherent in founda-
tion models. Since DINOv2 was pretrained on diverse multimodal data,
its internal representations prioritize semantic structure over fine-grained
geometric detail, which limits its precision when processing low-texture or
monochromatic inputs such as synthetic path images.

In contrast, the MobileNetV3+MLP configuration exhibited evident
underfitting, reaching only 60.1% training accuracy and 64.9% test accuracy.
The lightweight architecture of MobileNetV3 provides excellent compu-
tational efficiency but lacks sufficient representational capacity to capture
subtle differences between visually similar directional cues (e.g., left vs.
right turns). As a result, the model fails to converge to a consistent decision
boundary, confirming the trade-off between efficiency and discriminative
power in compact CNN backbones.

The confusion matrices in Figure 13.7 provide deeper insight
into the per-class behavior of each model. For ResNet50+MLP and
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Figure 13.7 Normalized confusion matrices for all evaluated models, including three
MLP-based policies (ResNet50, MobileNetV3, DINOv2) and one hybrid approach
(ResNet50+XGBoost). Each heatmap shows per-class prediction accuracy for the four control
actions (forward, left, right, stop), with strong diagonal values indicating consistent and
reliable policy behavior.

ResNet50+XGBoost, all four actions are predicted with near-perfect accu-
racy, with values above 0.99 across the diagonal, indicating that both models
consistently distinguish between straight motion, left/right turns, and stop-
ping. DINOv2+MLP also performs robustly, though minor off-diagonal
activations reveal that the model occasionally confuses Left and Right actions
(0.04 and 0.05 misclassification rates, respectively). This suggests that while
the transformer backbone effectively captures global context, it may overlook
small geometric asymmetries in trajectory curvature that are more easily
captured by convolutional filters.

In contrast, MobileNetV3+MLP shows significant confusion between
Forward and Right commands (22% of forward samples predicted as right).
A similar pattern appears between Left and Right, and even the Stop class
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is entirely misclassified as Right. This indicates that the compact feature
maps of MobileNetV3 lack sufficient spatial resolution to encode angular and
motion-related cues, resulting in a strong directional bias toward the “Right”
action.

Overall, these per-class results validate that higher-capacity models pre-
serve finer geometric distinctions, while smaller backbones trade discrimina-
tive strength for efficiency.

After confirming the training consistency and generalization behavior, the
three best-performing models were further compared in terms of inference
speed on the same GPU-enabled system described in Table 13.2, as shown
in Figure 13.8. Among them, the ResNet50+MLP configuration achieved
the highest throughput (140 FPS), benefiting from its fully end-to-end GPU
execution. The hybrid ResNet50+XGBoost model achieved slightly lower
speed (97.6 FPS) due to the additional CPU-bound inference stage required
for the boosting classifier. The DINOv2+MLP model was the slowest (89.1
FPS), reflecting the higher computational complexity of its transformer-based
backbone.

Since the ResNet50+MLP configuration achieved the best overall perfor-
mance, it was also tested under CPU-only execution to assess its feasibility

Figure 13.8 Inference speed comparison among the three best-performing models
(ResNet50+MLP, DINOv2+MLP, and ResNet50+XGBoost). The ResNet50-based policy
achieves the highest throughput (140 FPS), while all three maintain real-time performance
suitable for deployment on embedded platforms.
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on systems with limited computational resources. Although benchmarked
primarily on a GPU-enabled workstation, the model remains computationally
lightweight, requiring only 94 MB of storage, 1.1 GB of RAM, and 288 MB
of GPU memory. When executed on CPU-only configurations, the model
achieved an average inference time of 44.7 ms per frame (22 FPS) while
utilizing approximately 1.55 GB of system memory, confirming its ability
to maintain near-real-time performance even on computers with constrained
processing capabilities. Such efficiency highlights the potential for deploy-
ment not only in e-scooter platforms but also in other low-power autonomous
systems, including drones, ground robots, and marine vessels operating under
similar hardware constraints.

13.5 Conclusion and Future Directions

This paper presented a comprehensive 3D simulation and learning frame-
work for BC applied to the image-based navigation of edge AI-enabled
e-scooters operating in realistic urban environments. The framework inte-
grates a lightweight visual perception pipeline with efficient policy learning
mechanisms within the CARLA simulator, allowing autonomous decision-
making to be achieved in real time under stringent computational, latency, and
energy constraints. The overall design emphasizes scalability, interpretability,
and deployability, bridging high-level policy learning with the physics-based
simulation of mobility systems. Through this combination, the proposed
setup provides a complete digital twin environment for data generation,
model training, and safe validation before real-world deployment.

The conducted experiments revealed that compact convolutional and
transformer-based visual backbones can effectively learn navigation behav-
iors from minimal trajectory encodings, essentially binary visual maps,
without the need for handcrafted features or complex sensor fusion. The
evaluation demonstrated that such compact representations are sufficient to
encode critical motion cues, lane geometry, and obstacle boundaries, enabling
policies that generalize well to unseen environments while maintaining low
inference latency. Among the tested configurations, the ResNet50+MLP
model achieved the most favourable trade-off between accuracy, inference
throughput, and memory consumption. Specifically, it reached 99.6% test
accuracy and 140 FPS while requiring less than 1.2 GB of system memory,
validating its suitability for real-time control loops in constrained embedded
setups. When executed under CPU-only conditions, the model maintained
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near-real-time inference performance at 22 FPS and consumed only 1.55 GB
of RAM, thereby demonstrating its practicality for deployment on standard
computing platforms without dedicated GPUs. This balance of efficiency
and predictive performance underlines the potential of such lightweight poli-
cies to support energy-efficient autonomy in cost-sensitive or power-limited
settings.

Beyond the e-scooter scenario, the proposed pipeline is inherently
platform-agnostic and can be seamlessly adapted to other robotic or vehicular
domains. The same architecture could be deployed on small aerial drones,
autonomous surface vessels, or ground robots, where energy constraints and
limited onboard processing power necessitate compact yet robust visual poli-
cies. In these contexts, the trained policy network could act as a perception-
to-action bridge, transforming raw visual inputs into safe and interpretable
motion decisions. Furthermore, its modular nature allows additional percep-
tion modalities, such as RGB cameras, depth sensors, LiDAR, or IMU units,
to be incorporated into the same learning loop, supporting multi-sensor fusion
and richer scene understanding for complex environments.

Such flexibility promotes the development of a unified learning stack
capable of operating across land, air, and sea vehicles within the same
algorithmic framework.

From a methodological standpoint, the pretrained policies derived
through BC can also serve as strong initialization priors for downstream rein-
forcement learning or safe imitation learning pipelines. This transferability
accelerates adaptation to dynamic and uncertain conditions, reducing training
time and minimizing safety risks associated with exploration in real-world
deployments. In the RL stage, we plan to extend the input representation
beyond binary projections by incorporating both grayscale and RGB imagery,
allowing the agent to capture richer environmental cues while still benefiting
from the lightweight pretraining structure. Future extensions will focus on
integrating hybrid Safe Reinforcement Learning schemes that combine risk-
aware policy optimization with BC, enabling continuous online learning
while preserving safety guarantees. Additional research directions include
dynamic obstacle management, cooperative multi-agent path planning,
and communication-aware control strategies for interconnected mobility
ecosystems.

Overall, this work establishes a scalable, interpretable, and energy-
efficient foundation for trustworthy Edge AI autonomy. By unifying visual
perception, policy learning, and control within a single 3D digital twin
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framework, it contributes to the long-term vision of adaptive, safe, and sus-
tainable intelligent transportation systems that can operate seamlessly across
land, air, and sea domains.
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Abstract

Digital Twin (DT) technology is becoming an essential tool for improving
safety, availability, and maintenance in critical infrastructure. In hydrogen
refueling stations (HRS), detecting anomalies quickly is vital to prevent
failures, avoid costly downtime, and maintain operational reliability. In this
work, we propose an Edge-AI ready lightweight Digital Twin framework
for anomaly detection, built using historical operational data from a real
HRS; a dataset with 110 features and around 3 million complete records.
Our methodology takes a step-by-step approach. We start with unsuper-
vised learning methods including statistics-based techniques like clustering
and PCA, prediction-based methods like linear prediction and MLP, and
reconstruction-based approaches like autoencoders and AE+CNN; to detect
anomalies without labelled data. In the second step, we validate and refine
these findings using supervised learning, applying both classical machine
learning and deep learning classifiers. We then optimize the best-performing
models for edge deployment using multi-phase quantization, structured prun-
ing, and resource-aware execution strategies. Since we do not have a physical
edge device, we create an edge simulation environment to mimic real-time
data streaming and evaluate accuracy, latency, and model size. While our first
deployment target is edge devices, future versions may run in the cloud for
greater scalability. Our results show that starting with simple methods and
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progressively applying optimizations can significantly enhance HRS safety
and reliability, while keeping the solution practical for resource-constrained
hardware.

Keywords: Edge AI, Digital Twin, Anomaly Prediction, Predictive Mainte-
nance.

14.1 Introduction

14.1.1 Background

Since the Industrial Revolution, maintenance strategies have evolved sig-
nificantly with technological advancements. Early Corrective Maintenance
(CM) was based on the principle of not intervening until the system failed.
However, this approach was unsustainable due to high costs and unplanned
downtime. Consequently, Preventive Maintenance (PM) emerged over time.
The PM approach relies on replacing equipment at regular intervals. While
effective in reducing the risk of failure, it can be cost-ineffective because it
sometimes results in replacing parts that are still usable [1].

With the acceleration of digitalization, especially in the age of Industry
4.0 and the Internet of Things (IoT), maintenance paradigms have evolved
towards Condition-Based Maintenance (CBM) and subsequently Predictive
Maintenance (PdM). CBM is based on monitoring parameters such as vibra-
tion, pressure, and temperature via sensors and intervening when certain
thresholds are exceeded. PdM, on the other hand, aims to predict the remain-
ing useful lifetime (or safe operating time) after detection of potential failures
using machine learning and data analytics methods [2, 3].

Advances in Big Data, IoT, and Artificial Intelligence (AI) technologies
have enabled the more effective implementation of PdM in industrial systems.
Digital Twins (DT) have played a critical role in this process. As a virtual
replica of a physical asset, DT, when fed with real-time data, not only
reflects the current state of the system but also strengthens decision-support
mechanisms by simulating potential scenarios [4, 5]. In this respect, DT has
become a fundamental component of modern maintenance strategies in terms
of both operational efficiency and safety.

14.1.2 Motivation

Hydrogen Refueling Stations (HRS) are one of the most critical elements of
the clean energy transition. These stations support the widespread adoption of
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hydrogen fuel cell vehicles while reducing the carbon footprint of the energy
infrastructure. However, HRSs pose a high safety risk due to the storage and
transfer of high-pressure gases. Gas leaks, valve failures, compressor-related
problems, or sudden pressure changes in tanks can lead to serious safety
incidents. Therefore, early detection of anomalies and the development of
timely warning mechanisms are vital not only for operational continuity but
also for human and environmental safety [6, 7].

14.1.3 Problem

In current industrial applications, Digital Twins (DTs) are typically run
on cloud-based architectures. While this approach offers the advantages of
robust processing capacity and scalability, it has significant limitations in
safety-critical systems such as HRS: (i) latency, (ii) dependence on cloud
connectivity, (iii) data security risks, and (iv) the cost of continuously moving
large data volumes. The dataset used in this study has approximately 3 million
records and 110 features; continuously transferring this amount of data to the
cloud is not feasible in terms of bandwidth and sustainability [8, 9].

Another fundamental problem is labelling constraints. In HRS datasets,
events corresponding to anomalies are often represented by alarm signals.
These alarms are often sparse, unbalanced, and can contain false posi-
tives/negatives. This makes approaches based solely on supervised learning
algorithms vulnerable. On the other hand, using solely unsupervised methods
results in high false alarm rates due to station-specific noise and reduces
operator confidence [10, 11].

14.1.4 Related Work and Research Gap

In critical industries, Digital Twin (DT) applications have become an inno-
vative and promising tool, particularly for maintenance and fault prevention
processes. Creating virtual copies of physical systems, enabling real-time
monitoring and scenario-based simulation, provides a powerful framework
for Predictive Maintenance (PdM) strategies. Recent studies have shown
that DT-based PdM efforts are maturing from smart manufacturing-focused
applications to energy infrastructures [2, 10, 21]. The European Union’s
AIOTI (2024) white paper highlights the importance of edge-based digital
twins in distributed energy systems [9]. A study presented in the context of
the 2024 HRS demonstrated the role of digital twins in the analysis of leakage
and explosion risks by proposing a DT model that integrates CNN-based
decision support with 3D simulation [7]. The concept of the “smart digital
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twin” has emerged as recent work combines DT frameworks with machine
learning to produce predictive analytics that go beyond rule-based monitoring
approaches [4, 10, 18].

In the context of the Industrial Internet of Things (IIoT), anomaly detec-
tion is divided into three paradigms: supervised, unsupervised, and hybrid.
Supervised learning (SL) methods (e.g., SVM, LightGBM, and MLP) pro-
vide high accuracy on large and balanced labelled datasets; however, their
applicability in environments such as HRS is low due to the scarcity of labels
and the sparseness of alarm data [8]. Unsupervised learning (UL) methods
(PCA, k-means, density-based clustering, and auto encoders) extract anomaly
trends from unlabelled data [10, 11]. The main drawback of these methods is
their high false alarm rate (FAR) [11]. Therefore, hybrid and semi-supervised
methods have gained importance. These approaches produce more reliable
classifiers by combining the scores obtained from unsupervised methods with
limited labels [13]. This work similarly aims to both reduce the FAR value
and preserve sensitivity to critical alerts by adopting a hybrid label fusion
strategy that combines unsupervised representations with sparse alert labels
[9, 13, 20]. Recent studies have started to report early warning metrics (e.g.,
lead time, FAR) in addition to classical metrics such as F1 and AUC, allowing
for more operationally interpretable evaluations [14, 21].

Implementing real-time decision support mechanisms in critical infras-
tructures depends not only on developing accurate models but also on their
executable on edge devices. Therefore, in recent years, model compression
and optimization techniques – quantization (especially 8-bit), pruning, and
knowledge distillation (KD) – have received intense attention in the TinyML
and Edge-AI literature [8, 15, 19]. Among these techniques, KD, in partic-
ular, enables lightweight structures suitable for edge devices by transferring
knowledge from high-capacity teacher models to smaller student models [19].
In practice, toolchains such as ONNX Runtime and TensorFlow Lite support
these optimizations, enabling portable and low-latency inference on CPU-,
NPU-, and MCU-based devices. Recent technical reports show that ONNX
Runtime provides low latency and performance gains after quantization,
especially in batch-1 scenarios [3, 13, 16]. In line with this trend, in this study,
information distillation, quantization and pruning techniques were applied
together and lightweight student models that meet accuracy-delay-memory
constraints were obtained.

The literature for the 2021–2025 period points to three parallel trends:
(i) the shift of DT applications from smart manufacturing to energy infras-
tructures and safety-critical systems such as HRS; (ii) the rise of hybrid
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approaches in anomaly detection; and (iii) the joint optimization of accuracy,
latency, and size (or memory) for edge applications. However, among existing
studies, there is no comprehensive study that demonstrates the end-to-end
UL→SL→Edge chain on HRS data and compares accuracy, latency, and
memory consumption simultaneously. Furthermore, operational metrics such
as false alarms/hour (FA/h) and lead-time are still rarely reported compared
to traditional metrics such as F1/accuracy/AUC. This work fills this gap
by presenting an end-to-end framework evaluated with both traditional and
early warning metrics by integrating label fusion with lightweight model
deployment [6, 7, 9, 12, 15, 17, 21].

14.2 Objectives and Methodology

The objective of this study is to develop an end-to-end digital twin frame-
work capable of performing early anomaly prediction in hydrogen refueling
stations (HRS) through a unified unsupervised–supervised–edge learning
pipeline. The research aims to bridge the methodological gap between unla-
belled and labelled data by integrating unsupervised feature extraction with
limited alarm information, enabling reliable detection of anomaly tenden-
cies even under sparse labelling conditions. Furthermore, the study seeks
to optimize the resulting predictive models for edge deployment, ensuring
that they maintain high accuracy and stability while operating under strict
computational and memory constraints. Ultimately, the framework targets
achieving macro-F1≈ 0.62 with latency below 0.5 ms, demonstrating the fea-
sibility of lightweight yet high-performing digital twins suitable for real-time
monitoring in safety-critical hydrogen infrastructures.

The proposed method consists of three stages: (I) unsupervised repre-
sentation learning, (ii) hybrid label fusion and supervised modelling, (iii)
lightweight optimization and edge-aware deployment. This chain aims to
automatically learn anomaly trends in large-scale HRS time series data and
associate them with limited alarm labels to create a digital twin model that
can be run on edge devices.

14.2.1 Unsupervised Representation Learning

In the first stage, a Convolutional Autoencoder (CNN-AE) is trained on
unlabelled multivariate time-series data from the hydrogen refueling station.
The encoder, composed of three Conv1D layers (kernel sizes 7, 5, and 3)
with ReLU activations and a 16-dimensional latent space, compresses the
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input data, while the mirrored decoder reconstructs it. By analysing the recon-
struction error, the model detects deviations from normal operating patterns
and identifies latent anomaly tendencies even without labelled data. This
approach was chosen because CNN-AE can effectively capture nonlinear
temporal and spatial dependencies among correlated process variables such
as pressure, temperature, and valve states, making it well suited for modelling
degradation behavior that precedes alarms.

14.2.2 Hybrid Label Fusion and Supervised Modelling

The anomaly scores obtained from the CNN-AE are then fused with sparse
field alarm data to create a hybrid three-class label structure—Normal,
Propensity, and Alarm—which better reflects the gradual evolution of anoma-
lies. These fused labels are used to train two complementary teacher models:
a Multilayer Perceptron (MLP) implemented in PyTorch and a LightGBM
gradient boosting model. The MLP, with two fully connected layers (64–32
neurons) and dropout (p = 0.2), is designed to capture complex nonlin-
ear interactions within latent features, whereas LightGBM, configured with
num_leaves = 31 and learning_rate = 0.05, provides interpretable and robust
decision boundaries for high-dimensional tabular data. This dual-teacher
configuration balances interpretability and predictive accuracy, ensuring both
generalization capability and stability before knowledge transfer.

14.2.3 Knowledge Distillation and Edge Optimization (KD)

In the final stage, Knowledge Distillation (KD) is applied to transfer knowl-
edge from the high-capacity teacher models to compact student networks
(Tiny-MLP or 1D-CNN). The training objective combines cross-entropy loss
with softened teacher predictions according to the formulation proposed by
Hinton et al. [23]:

L = α× LCE(y, ps) + (1− α)× LKD(pt(T ), ps(T ))

where LCE is the cross-entropy loss between the true labels y and the student
predictions ps, LKD is the distillation loss between the teacher predictions
pt(T) and student predictions ps(T) at temperature T, and α balances the con-
tribution of each term. In this implementation, α = 0.5 and T = 2. Following
distillation, the student models undergo quantization-aware training (QAT)
and structured pruning (30–50%) to reduce model size and latency. These
optimization steps allow the resulting models—exported in ONNX INT8
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Table 14.1 Overview of PyTorch models and the training pipeline
Model Role Main Parameters Purpose
CNN-AE Unsupervised

feature
extractor

3 Conv1D (7,5,3), latent
= 16, lr = 1e−3, Adam,
batch = 64

Learn latent representa-
tions and detect anomaly
tendencies

MLP Supervised
classifier

64–32 neurons, ReLU,
dropout = 0.2, 50 epochs

Model nonlinear relation-
ships using hybrid labels

LightGBM Gradient boost-
ing

num_leaves = 31, lr =
0.05, early_stop=10

Provide interpretable deci-
sion boundaries for tabular
data

KD Distilled
lightweight
model

α = 0.5, T = 2, QAT =
10 epochs, pruning = 30–
50%

Enable edge-ready infer-
ence with latency < 0.5
ms

format—to retain teacher-level accuracy while achieving real-time inference
performance. This phase is critical because it enables efficient Edge-AI
deployment in safety-critical infrastructures, where computational resources
are limited but reliability and response time are crucial.

14.2.4 Evaluation and Benchmarking

All models in the Test-L set. Performance was reported across three dimen-
sions:

i) accuracy (macro-F1, PR-AUC, early-warning recall),
ii) reliability (FA/h, calibration curves), and

iii) efficiency (p50/p95/p99 latency, model size, RAM usage).

The observed student–teacher macro-F1 differences ranged between
−0.154 and +0.153, model sizes between 0.06–0.15 MB, and single-sample
latency between 0.39–0.47 ms. Memory usage was reported as process-
level RSS, and statistical significance was assessed using bootstrap 95%
confidence intervals.

14.3 Case Study: HRS System and Data Description

14.3.1 HRS System and Data Description

Hydrogen Refueling Stations (HRS) represent a crucial component of the
emerging hydrogen economy, serving as the key interface between hydro-
gen production and end-user consumption, especially for fuel cell vehicles
(FCVs). As green hydrogen gains prominence as a clean and zero-emission
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energy carrier, the establishment of safe, efficient, and data-driven refueling
infrastructures has become vital [24].

An HRS continuously monitors numerous physical and operational
parameters, such as gas pressure, temperature, flow rate, and valve posi-
tions, through an extensive network of sensors. These data streams enable
real-time supervision and support advanced methodologies like predictive
maintenance (PdM) and digital twins, which enhance safety, reliability, and
cost efficiency [4]

Structure of the HRS can be decomposed into its main systems, subsys-
tems, supply components, and sensors. This modular structure allows detailed
modelling of each process layer and facilitates the creation of digital twins for
predictive analysis. Major systems of our use case HRS are below.

1. Entrance System (ES): The process begins at the Entrance System,
where hydrogen transported by trailers is transferred into the station.
Depending on the trailer pressure (typically 200 bar or 300 bar) hydro-
gen enters through separate lines. This system regulates the gas intake
and ensures that flow and pressure remain within safe operational limits.

2. Low-Pressure System (LP): The Low-Pressure System stores hydrogen
temporarily at moderate pressures (up to ≈ 90 bar). It functions
as a buffer reservoir, stabilizing supply flow and supporting process
continuity before compression.

3. Compressor System (CS): Hydrogen from the LP tanks is directed to
the Compressor System, which raises the gas pressure to the required
level for vehicle refueling. The CS system generates high-frequency
process data such as inlet/outlet pressure, compressor temperature, and
vibration, making it central to predictive maintenance applications.

4. High Pressure System (HP): Once compressed, hydrogen is stored in
the High-Pressure (HP) tanks (up to 550 bar) before being dispatched to
the dispensers. The HP subsystem consists of four tank modules: each
selected according to the required refueling pressure.

5. Dispenser System (DS): The Dispenser System delivers hydrogen to
FCVs through high-pressure nozzles at 350 or 700 bar. Refueling
generally completes within 7–10 minutes, depending on tank pressure
differentials and ambient temperature.

6. Nitrogen Inserting System (NIS): The Nitrogen Inserting System
introduces inert nitrogen gas during maintenance or safety proce-
dures, enabling safe purging of pipelines and preventing hydrogen–air
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Figure 14.1 HRS System

mixtures. This system contributes to operational safety and supports
routine inspection or leak-check processes.

Each system provides multimodal time-series data recorded by a diverse
set of sensors and controllers. The main types of data include:

• Pressure, temperature, and flow rate: numerical and continuous, repre-
senting the thermodynamic and process states of the hydrogen flow.

• Valve position data: binary (0 = closed, 1 = open), indicating system
configuration and control logic.

• Alarm logs: textual (string-based) data capturing system warnings,
operational faults, and safety triggers.

These heterogeneous data streams recorded asynchronously, as measure-
ments typically logged upon state changes rather than at fixed intervals. When
synchronized and cleaned, they form a comprehensive basis for machine
learning–based anomaly detection and digital twin modeling, allowing for
the simulation and prediction of abnormal behaviors [25].

14.3.2 Experimental Setup

All experiments were conducted on a high-performance workstation
equipped with an AMD Ryzen Threadripper PRO 5955WX (16 cores, 4.0
GHz, 64 GB RAM) running Windows 11 Pro. The implementation was
performed in Python 3.11 using PyTorch 2.x and LightGBM 4.x, with
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Figure 14.2 Change in pressure measurements both in dispenser number one and high
pressure tank number 1 during fuelling.

ONNX Runtime 1.17 used to emulate edge-side inference under CPU-only
conditions.

The dataset was chronologically divided into three subsets: 60 % Train-U,
20 % Calib-L, and 20 % Test-L. Chronological splitting was chosen to prevent
information leakage and to simulate a realistic forward-looking anomaly
detection scenario. All statistical normalization was performed using only
the training subset to preserve temporal causality, and alarm labels were
shifted forward by 900 seconds to define the early-warning prediction hori-
zon. The Calib-L subset was reserved for hyper parameter tuning, threshold
optimization, and post-training pruning validation.

The experimental protocol ensured temporal independence and repro-
ducibility across all models. Training and validation followed the three-stage
pipeline defined in the methodology, and the same configuration was applied
consistently for all subsystems to maintain comparability. Early stopping
criteria based on validation macro-F1 were employed to prevent overfitting.
Each experiment was executed with a fixed random seed (42) and logged
automatically for reproducibility.

Model performance was evaluated on the Test-L subset using a unified
benchmarking protocol encompassing three complementary perspectives:
accuracy (macro-F1, PR-AUC), reliability (false alarms per hour – FA/h,
and calibration consistency), and efficiency (latency, model size, and memory
usage). Latency was measured as the median inference time per single-sample
forward pass, and memory utilization was recorded as process-level RSS.
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Bootstrap 95 % confidence intervals were estimated for all major metrics to
verify statistical robustness.

14.3.3 Results and Discussion

14.3.3.1 Validation of Unsupervised Representation
The CNN-AE model trained on event-triggered and irregularly sampled
hydrogen refueling station (HRS) logs showed a clear increase in reconstruc-
tion error during the pre-alarm period. This confirms that the model was able
to capture early-warning behaviour in an unsupervised manner and provided
a precursor signal to the teacher model during the label fusion phase.

14.3.3.2 Effect of Label Fusion
The three-class labelling scheme (Normal = 0, Trend = 1, Alarm = 2),
which integrates unsupervised scores with field alarm data, reduced the false
alarm rate (FA/h) while improving overall accuracy. Although the teacher
models achieved an average macro-F1 of approximately 0.376 and limited
UL calibration, label integrity improved the generalization capability of the
student models.

14.3.3.3 Performance of Teacher Models
Teacher models trained with label fusion (LightGBM and MLP) established
an upper performance bound for the student models, combining high accu-
racy potential with interpretability. For certain subsystems, FA/h and F1
metrics were not reported at the teacher level due to an insufficient number
of alarm events within the evaluation window, which prevents statistically
meaningful estimation. These metrics were therefore computed and analysed
at the student model level, where calibration and label fusion improved event
balance.

14.3.3.4 Performance of Student Models
For all systems, the best-performing student variant per system is reported.
The results demonstrate that high accuracy and extremely efficient inference
time can be achieved simultaneously. The averaged metrics of student models
are summarized below:

• Average Macro-F1 (median): 0.6221 (IQR: 0.0107)
• Average latency: 0.408 ms (on a 16-core 4.0 GHz CPU)
• Average model size: 0.077 MB (INT8 quantized)
• Efficiency (F1/ms): 1.54
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In addition to macro-F1 and latency, false alarm rate (FA/h) and PR-
AUC metrics were analysed to provide a broader view of accuracy and
reliability.Student models achieved on average 33% lower FA/h and PR-
AUC ≈ 0.80, confirming that knowledge distillation and label fusion jointly
improved stability without sacrificing sensitivity.

14.3.3.5 Case Analyses and Early-Warning Performance
The student model demonstrated a robust early-warning capability, con-
sistently generating alert signals at least 15 minutes before actual
alarms. The pipeline was configured with an early-warning horizon of
EW_HORIZON_SEC = 900 s (15 minutes), and evaluation on the test set
revealed the following ratios of alarms successfully detected ≥ 15 minutes
prior to occurrence. This 15-minute horizon corresponds to the extended
early-warning window (EW_HORIZON_SEC = 900 s) defined in the final
evaluation stage.

Across systems, the proportion of alarms captured at least 15 minutes
early ranged between 20 % and 59 %, with DS and LP achieving the highest
rates (≈ 60 %).

This consistent pre-alarm detection highlights the model’s ability to cap-
ture underlying degradation patterns and to trigger actionable early warnings,
aligning with both the autoencoder’s reconstruction-error rise and student
model score escalation during pre-alarm intervals.

The lower early-warning detection rates observed in the Entrance System
(ES) and High-Pressure System (HP) can be attributed to intrinsic system
characteristics rather than model instability.

The ES subsystem is dominated by short, event-driven operations asso-
ciated with trailer coupling and decoupling, resulting in limited temporal
persistence and fewer gradual degradation patterns. Consequently, anomaly
signatures often manifest close to the alarm trigger, reducing the available
prediction horizon.

Similarly, the HP subsystem operates under highly regulated pressure
control with fewer sensor channels and lower signal variance during nominal
operation. This leads to abrupt rather than progressive fault dynamics, which
are inherently more difficult to capture using early-warning predictors.

Despite lower early-warning recall, both subsystems maintain competi-
tive macro-F1 and FA/h values, indicating that the model remains reliable
for real-time anomaly detection even when extended lead times are not
achievable.
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Table 14.3 Early Warning Performance
System Early-Warning Detection Rate (≥ 15 min

before alarm)
CS 0.46
DS 0.59
ES 0.20
HP 0.24
LP 0.59
NIS 0.50

14.3.4 General Discussion

The sequential structure UL→ Label Fusion→ Teacher→ Student provides
a well-balanced end-to-end solution. The UL layer captures early-phase
dynamics, the teacher ensures accuracy and stability, and the student enables
low-latency and compact edge deployment. Cross-system variation was
minimal (IQR ≈ 0.01), demonstrating that the distillation-based approach
generalizes effectively under diverse operating conditions.

14.4 Conclusions and Future Work

This study presented an edge-deployable digital twin framework for early
anomaly detection in hydrogen refueling stations (HRS). The proposed
UL→SL→ Edge pipeline integrates unsupervised representation learning,
hybrid label fusion, and lightweight optimization to enable accurate and low-
latency inference on resource-constrained hardware. Experiments conducted
on real HRS data demonstrated balanced performance across systems, achiev-
ing a median macro-F1 of 0.62, PR-AUC of 0.80, and inference latency below
0.5 ms, while reducing false alarms per hour by approximately 33 %.

Future work will focus on adaptive calibration mechanisms that dynami-
cally adjust thresholds over time, the inclusion of additional sensor modalities
such as gas composition and environmental data, and the exploration of fed-
erated or cloud-edge co-training strategies to enhance model generalization.
Expanding explainability through SHAP or LRP-based analyses also planned
to improve model transparency and safety validation.
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