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Abstract.

Concurrent software is challenging. Programs often execute in unexpected ways,
allowing subtle bugs like race conditions or missed synchronizations to evade standard
testing methods. In this paper, a hybrid fuzzing framework that combines model checking
with machine learning component adapts during testing, guiding the fuzzing process toward
untested areas of the code. The strategy, based on feedback, concentrates on those test cases
that are likely to generate significant problems. It can be seen that results are conclusive.
Using a combination of model checking and machine learning, this method finds more errors
and takes more paths compared to regular fuzzing and model checking methods separately.
In the end, combining the two approaches, formal verification and adaptive machine
learning, makes the testing process better and broader. With the help of model checking, all
program states are examined to find concurrency bugs. At the same time, with the use of
machine learning, learning is a better choice to increase efficiency in concurrent program
testing.
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1. INTRODUCTION

Fuzzing has become an efficient software testing approach used in detecting
security vulnerabilities, through advancements in automation, scalability, and coverage of a
variety of applications [1]. Coverage-based grey-box fuzzing increases testing efficiency
through exploitation of feedback obtained from the process of executing unexplored paths
in order to increase code coverage [2]. Intelligent seed scheduling in hybrid fuzzing
increases vulnerability discovery by prioritizing seeds that have the potential to detect
vulnerabilities, thus avoiding redundant executions [3]. Hybrid fuzzing assisted by formal
techniques is the combination of formal techniques and fuzzing, which increases detection
of processor and concurrency-related vulnerabilities [4]. Machine learning-assisted fuzzing
improves the test case generation and selection by learning from previous executions [5].
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2. LITERATURE REVIEW

Wang et al. (2021) suggested a priority-based path exploration technique for
improving hybrid fuzzing through directed exploration of valuable execution paths to boost
code coverage and vulnerability detection [6]. Liu et al. (2018) developed a heuristic method
for identifying concurrency vulnerabilities by studying thread interaction and
synchronization behavior to discover race conditions and other flaws [7]. Chen et al. (2020)
created MUZZ, a grey-box fuzzing technique for investigating multithreading program
behaviors to detect concurrency bugs effectively [8]. Zhang et al. (2025) designed a thread-
aware fuzzing technique for detecting concurrency bugs more effectively by taking into
account thread scheduling and synchronization [9]. Godefroid (1997) introduced VeriSoft,
a model checking technique for systematic exploration of program states to detect
concurrency bugs and verify software correctness [10].

3. PROPOSED SYSTEM

This approach seeks to combine the power of model checking and machine learning
for detecting concurrency-based flaws in the software programs. The concurrent software
has multiple threads running at the same time, which leads to many thread interactions,
which can cause race conditions, deadlocks, atomicity problems, and many others.
Conventional fuzzing algorithms have proven inadequate for exploring all the possible
combinations of threads, and hence there is a possibility of concurrency-based flaws
remaining hidden from the tests. Model checking technique is first used for analyzing the
execution paths and finding the vulnerable program states. Meanwhile, the machine learning
aspect studies the results of previous fuzzing runs in order to recognize patterns in execution
and input that correspond to concurrency bugs. In accordance with this information, the
system favors test cases that are more prone to revealing bugs, thus increasing the efficiency
of testing and minimizing explorations. Moreover, the machine learning algorithm
constantly learns from new execution data and refines the fuzzing approach accordingly.
Thus, through the combination of systematic formal verification and adaptive machine
learning, the presented framework offers an efficient way to identify concurrency bugs.

4, METHODOLOGY
4.1. Input Generation Module

Generates test inputs by model-based testing and random fuzzing to achieve
maximum execution path coverage. Machine learning favors inputs leading to abnormal
behavior and testing effectiveness.

4.2. Concurrency Behaviour Modelling Module

Analyzes thread interaction, synchronization, and resource sharing by model
checking. It finds race conditions, deadlocks, and atomicity violations by systematic thread
interleaving analysis.

4.3. Hybrid Fuzzing Engine

Combines static analysis and dynamic fuzzing to improve concurrent testing. Model
checking finds critical code regions, whereas dynamic inputs lead to bug discovery.
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Fig - 3.1 Architecture of the proposed hybrid fuzzing framework.

Fig 3.1 shows the process of the hybrid fuzzing framework that is proposed here,
involving generation of inputs, concurrency modeling, model checking, machine learning,
error analysis, and reporting to detect concurrency bugs effectively.

4.4, Machine Learning-Based Prioritization Module

Machine learning analyzes previous fuzzing outcomes to prioritize test cases with
high risk. It decreases redundant testing by means of code coverage, execution paths, and
errors.

4.5. Error Detection and Analysis Module

Runtime monitoring finds race conditions, deadlocks, assertion failures, and
abnormal thread behavior. Detected faults are classified and verified by model checking to
minimize false positives.

4.6. Implementation Details

The framework combines model checking with machine learning using
Python/C++, TensorFlow/PyTorch, LLVM/Clang, and SPIN/CBMC. The test outcomes are
stored in SQLite/MySQL and run on Ubuntu Linux.

4.7. Reporting and Visualization Module

The module produces reports with detected concurrency faults, code coverage, and
system performance. It produces state transition graphs, error curves, and execution traces.

4.8. System Workflow

LLVM/Clang instrument the target program, whereas SPIN/CBMC uses formal
verification techniques for detecting concurrency errors. Machine learning is focused on
identifying risky test cases, and the outcomes are presented in the form of dashboards that
show code coverage, bug analysis, and execution traces.
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4.9, Performance Evaluation

The framework was tested on Thread Race and PARSEC, where it revealed more
races and deadlocks with better code coverage than any other fuzzing approach.
Performance comparison was done with traditional fuzzing and model checking approaches
by using concurrency bug reports, ML-based vulnerability detection, and formal verification

findings.
Table 4.1: Performance Comparison
Approach Average Bug Accuracy Detection False Positive
Coverage (%) (%) Execution Rate (%)
(sec)
Traditional Fuzzing 68.4 72.3 110 14.5
Model Checking Only 75.6 80.2 140 10.8
Proposed Hybrid 91.7 95.4 95 6.3
Fuzzing (Ours)

Table 4.1 illustrates a comparative analysis between traditional fuzzing, model

checking, and the proposed hybrid fuzzing approach with respect to code coverage, accuracy
of bug detection, execution time, and false positives.

Result Insight: Since race conditions comprised the major part of the detected
errors, hybrid fuzzing proves to be quite an efficient tool in tackling thread synchronization
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Figure 4.1 shows how the accuracy of machine learning improves step by step with
each test iteration, thus proving the efficiency of adaptive learning in the hybrid fuzzing

approach.




5. DISCUSSION

Integrating model checking and machine learning can be considered a highly
effective technique for verifying concurrent software systems. In this method, the state space
is exhaustively explored and intelligent selection of execution paths that highlight race
conditions and deadlocks is made. The role of machine learning is to focus on the most
important code segments, while model checking guarantees correctness, resulting in better
bug detection and test efficiency. While the suggested hybrid approach does indeed involve
a lot of computational complexity due to the addition of both model checking and machine
learning processes, the increased execution time is balanced out by more accurate bug
detection, increased code coverage, and reduced number of false alarms. Moreover, the
dynamic test prioritization process allows avoiding unnecessary test repetitions, thus making
the entire process more efficient.

6. CONCLUSION

In this paper, we proposed a hybrid approach that merges model checking and
machine learning-powered fuzz testing techniques to find concurrency bugs. This hybrid
method not only detects bugs effectively but also eliminates duplication in test data
generation and provides better coverage than each individual technique of fuzzing and model
checking. The future research would include making the current framework applicable for
the distributed and real-time systems along with using reinforcement learning for more
effective input data generation, explainable Al, and other concurrent programming
languages.
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