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Abstract—Sixth-generation (6G) communication
networks of the future are anticipated to function
in fast-changing settings marked by vast numbers
of connected devices, diverse traffic behaviors, and
cyber risks that keep shifting over time. Operating
and controlling these networks calls for
approaches that can both predict how traffic will
change and detect hostile actions at the same time.
This study introduces an integrated Al-based
framework that brings together traffic prediction
and attack detection in one working design. Past
traffic measurements are processed with a Long
Short-Term Memory (LSTM) approach to predict
upcoming network states, while a combined
Convolutional Neural Network-Random Forest
(CNN-REF) classifier is used to spot unusual traffic
patterns and sort security events. To mitigate
privacy issues tied to decentralized network
deployments, federated learning is added so
models can be updated jointly without revealing
the original data. The suggested design aims to
help network operators use resources more
effectively, shorten the time needed to react to
security events, and strengthen the network’s
robustness overall. Testing is carried out with open
cybersecurity datasets, and the results indicate that
the framework fits intelligent  wireless
communication settings.
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I.  INTRODUCTION

As sixth-generation wireless technology takes shape,
communication backbones are shifting away from
mere connection delivery and toward smart, digitally
integrated ecosystems. In coming deployments, these
networks should enable self-driving mobility, highly
immersive services, automated industrial processes,
and vast numbers of linked devices spanning cloud
platforms, edge sites, and Internet of Things settings.
With connectivity expanding to this extent, major
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difficulties arise in sustaining service performance,
distributing resources effectively, and providing
uninterrupted defense against cyber risks.

Traffic produced by today’s applications shows
pronounced time-based fluctuation and quickly
evolving usage trends. Many conventional
management methods respond only once bottlenecks
appear, which lowers user experience and wastes
portions of the existing infrastructure. By using
predictive analysis, it becomes possible to foresee
traffic states ahead of noticeable slowdowns, allowing
operators to choose actions with better context.

Meanwhile, as networks extend outward, they become
more open to hostile behavior. Modern attack
operations increasingly adapt, spread across sources,
and evade identification when relying on signature-
driven detectors. For that reason, advanced intrusion
detection that can learn behavior patterns from traffic
measurements is now a necessary element of
upcoming communication designs.

Research in recent years has shown that deep neural
approaches can forecast traffic effectively and that
machine learning can identify cyberattacks. Yet these
functions are typically deployed in separate tools that
run without coordination. Keeping them apart makes
it harder for operators to link abnormal traffic shifts to
possible security events and reduces comprehensive
awareness.

In response to these issues, this study introduces an
integrated Al-based framework that unites traffic
forecasting with intrusion detection in one shared
analytical setting. To capture time-dependent traffic
behavior, the design uses Long Short-Term Memory
models, and to detect malicious actions it applies a
combined Convolutional Neural Network and
Random Forest classifier. It also adds federated
learning so models can improve jointly while still
protecting data privacy. Altogether, the architecture
enables anticipatory operations, ongoing security



observation, and smarter decision support for next-
generation wireless networks.

II. RELATED WORKS

Work on smart communication networks has
progressed along two primary tracks: predicting traffic
and detecting intrusions. Early traffic-forecasting
approaches used statistical prediction methods that
worked reasonably well when operating settings
stayed steady. Yet as today’s wireless systems grew
more intricate, shortcomings appeared in capturing
nonlinear patterns and swiftly shifting traffic
dynamics.

With deep learning being adopted, network prediction
gained fresh opportunities. Recurrent neural designs—
most notably Long Short-Term Memory models—
became common because they capture time-based
relationships and infer repeating traffic tendencies
from past data. Prior research reports higher
prediction precision when traffic displays ordered
sequences and longer-range behavioral regularities.

At the same time, security studies have been moving
more toward data-centered intrusion detection. Classic
signature-driven  tools still perform well for
recognized threats, but they frequently falter against
new attack methods. Deep models mitigate this gap by
learning rich traffic representations directly from large
datasets. Convolutional neural networks have been
widely used to spot hostile traffic structures and lessen
reliance on hand-crafted features.

Ensemble methods, including Random Forest, have
likewise drawn strong interest because they are sturdy,
easier to interpret, and able to keep dependable results
across varied attack types. Recent work suggests that
pairing deep representation learning with ensemble-
based classification strengthens detection
effectiveness while keeping computation efficient.

Federated learning is another growing topic, allowing
many devices or institutions to train shared models
together without sharing sensitive raw records. This
approach is appealing for intelligent network control
since it protects privacy while still enabling
distributed training across distant locations.

Although these fields have advanced considerably,
most current methods treat prediction and intrusion
detection as separate problems. As a result, providers
often use different analytic tools for managing
performance and watching security. This divide
weakens overall awareness and makes it harder to link
unusual traffic changes to likely security risks.

III. RESEARCH GAP

A thorough examination of prior work highlights
multiple open issues that still affect how smart
wireless communication platforms are engineered.

To begin with, the majority of traffic prediction
approaches are built with resource allocation and
network design as their main targets. While they offer
helpful understanding about upcoming demand
patterns, they seldom build security considerations
into how choices are made. Consequently, unusual
increases in traffic triggered by hostile behavior can
be mistaken for normal usage requirements.

Next, intrusion detection methods are commonly
tuned to recognize and sort attacks. They usually
evaluate the network’s present state and do not
account for how traffic may change later, which
reduces their usefulness for anticipatory network
control.

In addition, a large share of machine-learning
approaches rely on centralized training schemes that
call for collecting data at massive scale. This setup
can raise privacy risks, add signaling burden, and pose
scaling difficulties for widely dispersed 6G rollouts.

Moreover, issues tied to real-world rollout are still not
examined enough. Much of the literature prioritizes
predictive performance yet offers only modest help
for day-to-day supervision, operator involvement, and
coordinated decision support.

Together, these shortcomings point to the necessity of
a single framework that can simultaneously examine
traffic patterns and security-related incidents.
Bringing prediction, intrusion detection, and privacy-
friendly learning into one shared design may raise
network visibility, enhance defensive readiness, and
enable smarter oversight for next-generation
communication systems.

IV. PROPOSED METHODOLOGY

The proposed framework consists of six major
components:

A. Data Collection Layer

Traffic flowing across networks is gathered from
various origins, such as connected IoT equipment,
smartphone and tablet participants, edge-based nodes,
and services hosted in the cloud. For model learning
and assessment, well-known reference datasets like
CICIDS2017 alongside NSL-KDD are employed.
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Fig 1. Data acquisition process from IoT devices, edge
nodes, mobile users, and cloud services.

B.  Data Preprocessing Layer

.Before modeling, unprocessed network records
are prepared to boost overall results. Within this
preparation phase, the following steps are
included.

Managing absent entries
Applying normalisation
Adjusting Feature scales
Eliminating Unwanted noise
Convertng class labels
Deriving features

By doing so, the data stays consistent and the amount
of computation required is lowered..
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Fig 2 Data preprocessing workflow including cleaning,
normalization, encoding, and feature extraction.

C.  Traffic Prediction Layer

The traffic prediction module employs Long Short-
Term Memory (LSTM) networks to analyze
sequential traffic patterns and forecast future network
behavior. By predicting traffic trends in advance,
network operators can proactively allocate resources
and prevent congestion.
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Fig 3 Long Short-Term Memory (LSTM) architecture used
for traffic forecasting.

D. Intrusion Detection Layer

A hybrid CNN-Random Forest architecture is

implemented for attack detection.

CNN is responsible for extracting high-level traffic
features, while Random Forest performs final
classification of network events into normal and
malicious categories.
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Fig 4 Hybrid CNN and Random Forest architecture for
intrusion detection and attack classification.

E. Federated Learning Layer

Federated Learning enables multiple edge devices to
collaboratively train Al models without sharing raw
data. Only model parameters are exchanged with the
central aggregation server, preserving user privacy.
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Fig 5 Federated learning architecture showing decentralized
training and global model aggregation.

F.  Visualization Dashboard

A real-time monitoring dashboard displays traffic
predictions, security alerts, detected attacks, and
system performance metrics.
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Fig 6 Proposed Al-driven traffic prediction and intrusion
detection framework for intelligent 6G wireless networks.
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Fig.7 Use case diagram illustrating interactions among users,
administrators, and Al modules.
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Fig 8. Activity diagram representing workflow execution
within the proposed framework.
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Fig 9. Sequence diagram showing communication among
system components.

V. MATHEMATICAL MODELS

A. LSTM Equations
Forget Gate

Ji =o( Wﬁht—l X ]+ bf)
Input Gate:

i; = U(Wl-[h(t— 1), x;] +b;) +

Cell State:

Ct:ftGC(t_1)+it®€t+

Output Gate:
o, =a(W,[hit—1),x] + b,)
Hidden State
h: = 0, © tanh(C,)

These equations enable the model to capture long-
term traffic dependencies.

B. CNN Convolution Operation

V(i) )=Z 2 X(itmj+n)K(m,n)+

where:
X = Input Feature Map
K = Kernel Matrix
e Y = Output Feature Map
C. Random Forest Classification

RF(xy=MajorityVote(T,,T,,T5,...,T,)
Alternative mathematical form;
y=modeT;(x),i=1,2,3,....n.
Where
T; = Individual Decision Tree

¥ = Predicted Class Label

D. Federated Averaging

Wolobal=X k=1 W(n/n) W,
Where
n=Xk=1 W+

This equation aggregates local model parameters to
generate a global model.

VI. EXPERIMENTAL SETUP

The proposed framework is evaluated using publicly
available intrusion detection datasets.
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Fig 10. Distribution of normal and attack traffic records in
CICIDS2017 and NSL-KDD datasets.

Dataset 1: CICIDS2017

Contains modern attack scenarios including:

DDoS

Brute Force
Botnet

Web Attacks
Port Scanning

Dataset 2: NSL-KDD

Contains labeled network traffic records categorized
into:

Normal Traffic
Probe Attacks
DoS Attacks
U2R Attacks
R2L Attacks

Performance Metrics

Accuracy
Precision

Recall

F1-Score

RMSE

Detection Rate
False Alarm Rate

VII. EXPERIMANTAL RESULTS AND
ANALYSIS

This architecture was assessed through the lenses of
network operations and security. Results from the
experiments show the prediction module can capture
time-based relationships within traffic exchanges and
produce useful projections of upcoming network
states. By predicting variations in load, teams can plan
resources ahead of time and lower the risk of
slowdowns caused by congestion.

For intrusion detection, the system showed strong
capability in spotting hostile traffic signatures by
pairing convolution-driven feature learning with an
ensemble-based classifier. The CNN stages extracted
distinguishing signals from flow-level data, and the
Random Forest model increased robustness by
combining outputs across many decision trees.
Working together, these elements allowed the
approach to separate normal activity from attacks
across a range of traffic types.

Simulation

Fig.11 Intrusion detection interface displaying attack alerts
and security status.

Federated learning added further privacy safeguards
by avoiding any requirement to send raw traffic logs
to a central store. Model parameters were shared
among participating endpoints, enabling joint training
while keeping control of data at each location. This
advantage matters in distributed 6G settings, where
regulatory privacy demands and bandwidth costs
require close attention.

Operationally, bringing prediction and intrusion
assessment into one framework enhances overall
network insight. Instead of handling performance
control and security monitoring as unrelated tasks,
staff can review traffic trends and security indicators
at the same time. This combination supports better
awareness of conditions, quicker handling of
anomalies, and stronger oversight of intelligent
wireless systems.

VIII. CONCLUSION

In this work, an Al-based unified framework was
introduced to meet two essential needs anticipated in
next-generation wireless networks: anticipating traffic
and spotting intrusions. Rather than treating them
separately, the design merges LSTM models, CNN
methods, Random Forest-based -classification, and
federated learning to offer one coherent way to
interpret network activity and flag security risks.

Through traffic forecasting, the system enables
proactive control of resources, and at the same time it
boosts cyber defense by detecting attacks intelligently.
With federated learning added, the method becomes
more appropriate for distributed settings because
models can be built jointly without the direct
exchange of sensitive traffic information.

The results indicate that bringing prediction and
security reasoning together in one structure can raise
situational understanding and help create sturdier
communication systems. Next efforts will target
deployment at scale, on-the-fly adjustment of models,
and assessment with new traffic datasets aligned with
6G to strengthen real-world usefulness further.
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