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Abstract: The use of industrial Internet of Things (IIoT) environments is becoming
more susceptible to cyber-attacks because of distributed and resource-constrained
nature. Intelligent intrusion detection systems can only ensure secure and reliable
process of transaction in such systems by incorporating secure data management
systems. The present paper is a proposal of TabChain-Ensemble, a new machine
learning-enhanced blockchain architecture of secure IIoT transactions. To achieve a
high rate of detection and data integrity the proposed approach incorporates an
ensemble learning model that delivers a combination of XGBoost, LightGBM, and
Random Forest together with a permissioned blockchain layer. The publicly available
TON IoT network dataset is used to assess the model; it includes realistic IIoT traffic
labeled with attack and normal samples. Enhancement of detection performance is
done using feature preprocessing, selection and optimization of the model. As
experimental findings indicate, the suggested TabChain-Ensemble has the high
accuracy of 99.55% and F1-score of 99.55, which is better than that of the single basic
models. This model also has a ROC-AUC of 0.9998, which shows a great discriminative
ability. Additionally, there is a small computational cost associated with integrating
blockchain, whereby the latency cost rises by 20-25 % and the throughput decreases,
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but the overall system security and auditability is also improved substantially. The
findings ensure that the suggested framework is able to offer a good balance between
detection performance and secure transaction management, and can be applicable to
real-world IIoT applications.
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1. INTRODUCTION
The fast development of the Industrial Internet of Things (IloT) has made the flow of
interconnection between industrial devices completely smooth, allowing to increase
automation, efficiency, and decision-making based on data. Nevertheless, such enhanced
interconnectivity also puts IIoT systems at risk of a large variety of cybersecurity threats
such as data breaches, denial-of-service attacks, and unauthorized access. Conventional
security controls are not usually able to manage the dynamic and distributed character of
IIoT settings. Accordingly, machine learning-based intelligent intrusion detection systems
(IDS) have received enormous interest as they are capable of identifying complex and
changing attack patterns. Simultaneously, blockchain technology has become a hopeful
future of providing a system of safe, transparent, and non-modifiable data transaction within
a decentralized system. The TabChain-Ensemble framework proposes the combination of
several machine learning models, namely XGBoost, LightGBM, and Random Forest to
enhance the performance of detection based on ensemble learning. There is also a blockchain
layer to provide a means of safe, transparent and tamper-resistant storage of transactions,
which would increase the overall trustworthiness and safety of IloT systems. The fast
development of the Industrial Internet of Things (IloT) has made the interconnection
between industrial devices seamlessly, which makes it easier to monitor in real-time,
automate, and make smart decisions. Nevertheless, it is true that the scale and heterogeneity
of IToT systems have been growing at a rapid pace, thus increasing its attack surface that
makes it highly susceptible to advanced cyber threats. Secure communication, data integrity
and trust management in these distributed environments is a critical issue that has to be
ensured. These issues have been considered in recent research that accesses more advanced
security mechanisms to include federated learning, blockchain, and multi-agent
reinforcement learning, including quantum-secure and trust-aware IIoT systems [1].
The machine learning and deep learning methods have gained high usage in intrusion
detection and anomaly detection tasks in [IoT settings because of the possibility to recognize
intricate attack patterns. Lightweight deep learning hybrid models have been suggested in
order to provide privacy-aware data processing especially in resource-constrained industrial
and medical IoT systems [2]. Also, privacy-sensitive machine learning models are created
to facilitate sharing of data and collaborative learning without exposing sensitive
information in industrial networks [3]. Although this has been made possible, most machine
learning-based solutions have some difficulties in areas of data centralization, scalability,
and susceptibility to adversarial attacks.
To address these restrictions, machine learning has been applied to blockchain technology
to offer decentralized, secure, and tamper-resistant data management. Blockchain-based
systems with deep learning have been shown to be more secure to the [1oT systems through
data integrity and secure communication among distributed nodes [4]. In addition, federated
learning methods with blockchain have also been suggested to facilitate safe model
aggregation and privacy protection within IoT settings [5]. On the same note, blockchain



and federated learning have been demonstrated to enhance data sharing that ensures privacy
and yet does not compromise trust among the devices involved [6]. Some recent publications
have also examined collaborative threat intelligence systems that combine blockchain with
machine learning to boost the security of IoT by sharing knowledge on a distributed basis
[7]. Moreover, federated structures of learning based on blockchain technology with smart
contracts have been implemented to provide safe coordination and automation of IoT
systems [8].

Regardless of these dramatic developments, the current solutions are usually characterized
by such major flaws as hefty computational costs, inability to process tabular intrusion data
with efficiency, and the absence of effective combination of detection metrics with system-
level security indicators. Most of the frameworks are oriented towards better detection
accuracy or better data security but lacks a balance approach that will offer high detection
performance, scalability, and effective management of transactions. Furthermore, ensemble
learning methods have not been considered sufficiently in blockchain-based architectures in
terms of enhancing intrusion detection in IIoT systems.

In order to overcome these issues, this paper suggests TabChain-Ensemble, an ensemble
learning technology that includes blockchain and is aimed at managing secure and efficient
IToT transactions. The suggested solution is a combination of various machine learning
systems to detect the data with more accuracy and use blockchain technology to provide
secure, transparent, and resistant data handling, which will be a full-fledged solution to
current IIoT security needs.

2. RELATED SURVEY

The combination of machine learning and blockchain technologies to increase the security
of IloT systems has been studied in the recent research. Some of the research studies have
employed machine learning algorithms, including the Random Forest, Support Vector
Machines, and deep learning in intrusion detection, and have demonstrated better detection
accuracy on datasets like TON_IoT and N-BaloT. The XGBoost and LightGBM techniques
have been shown to perform better in ensemble learning with high-dimensionality and
tabular intrusion data. Also, blockchain-based architectures have been recommended to
provide integrity of data, secure communications, and decentralized access control of IloT
systems. Nevertheless, a lot of solutions that are available only discuss detection
performance and no consideration of system-level security or they add a lot of computational
load without optimization of detection efficiency. This brings to light the necessity of
developing a unified structure that would maintain high detection rates and provide secure
and efficient offering of transactions in the distributed setting by ensuring the concerns of
privacy, scalability, and trust are met. ecent developments of Industrial Internet of Things
(I1oT) security have been largely driven by the combined efforts of blockchain and federated
learning (FL) to counter the issues of privacy, scalability and trust in the distributed setting.
Salim et al. [8] created a federated learning model with block chains and smart contracts to
provide security in the coordination and data integrity of the IoT systems. On the same note,
Kumar et al. [9] proposed a privacy-saving and secure framework based on machine learning
on blockchain-based smart city applications, which show better protection of data and
resilience of the system.

Rahman et al. [10] also extended this paradigm to suggest a decentralized approach of
federated learning, that is blockchain controlled, to improve data provenance and security
in the Internet of Health Things (IoHT) setting. Meanwhile, Kumar and Tripathi [11]
proposed a profound blockchain-based trustful and privacy-aware I1oT systems, which is
concerned with the secure information exchange and establishment of trust. The article by



Jamil et al. [12] also examines the combination of blockchain and machine learning in IoT-
enabled systems, and presents a safe framework of using the system in keeping fitness
applications that guarantees the safety and dependability of data.

In an attempt to enhance the efficiency of data sharing in industrial sectors, Kumar et al.
[13] suggested a permissioned blockchain with deep learning to facilitate efficient exchange
of data in industrial healthcare systems with security. Furthermore, Ali et al. [14] provided
an extensive overview of blockchain-based intrusion detection methods and federated
learning-based intrusion detection methods in edge-enabled IIoT networks, in addition to
emphasizing the advantages of the decentralized system of security, as well as revealing the
drawbacks of computational load and scalability.

More research has explored federated learning in cybersecurity in IoT setups. Ferrag et al.
[15] conducted a detailed review of the federated deep learning methods and proved their
usefulness in distributed intrusion detection and collaborative threat intelligence. Based on
this idea, Yazdinejad et al. [16] developed a federated learning-based cyber threat hunting
system that is combined with blockchain, which allows the detection of cyber threats in [IoT
networks in a scalable and secure manner. Although the capability of blockchain and
federated learning integration on IloT security has greatly improved, the current practices
mainly focus on privacy protection and decentralization of trust and neglect effective and
high-performance intrusion-detection systems. A large number of frameworks are based on
methods of single-model learning, which could restrict the detection accuracy and
robustness when working with complex and high-dimensional tabular data like TON IoT.
What is more, not much attention has been paid to ensemble learning approaches in
blockchain-integrated architectures, and to the assessment of system-level performance
metrics, such as latency, and throughput. The above limitations point to the necessity of a
framework that would be integrative, in both accuracy of detection and safe and effective
management of transactions, which is the driving force behind the proposal of the TabChain-
Ensemble approach.

3. PROPOSED METHODOLOGY

The suggested TabChain-Ensemble model is aimed at offering a comprehensive
solution to the problem of efficient and safe intrusion detection in the Industrial Internet of
Things (IloT) via ensemble machine learning and blockchain-based transaction control. The
framework employs a data-based method where the traffic of an IloT network is
preprocessed with normalization, encoding and feature selection methods, to guarantee input
representation of high quality. This is followed by an ensemble learning model, which
consists of XGBoost, LightGBM, and the Random Forest, to boost the detection
performance based on the complementary advantage of each of the classifiers, to improve
the robustness and generalization to different patterns of attacks. The ensemble decision
scheme combines the predictions based on soft voting scheme which allows the probabilistic
integration of the model results to enhance the classification rates. Simultaneously, a
permissioned blockchain layer is introduced to have secure, transparent, and tamper-
resistant transaction processing, with the result outcome of every detection being
cryptographically hashed and stored as a validated block, and thus, no malicious alteration
can be made to the data, and the integrity of the data is guaranteed. The combination of
machine learning and blockchain blocks will enable the framework to perform intrusion
detection and ensure data security at the same time, as well as system-level assessment with
the help of the analysis of latency and throughput. This is a holistic design that may
guarantee the proposed framework not only a high detection accuracy of the tabular datasets
like TON_IoT, but also reliability and trustworthiness of distributed IIoT systems. Fig. 1



depicts the overall flow of Proposed TabChain-Ensemble architecture for secure IloT
intrusion detection and blockchain-based transaction management.

)

Fig. 1. Proposed TabChain-Ensemble architecture for secure IloT intrusion detection and
blockchain-based transaction management.

3.1 Dataset details
The case study is based on the publicly accessible TONIoT (Telemetry, Operating system,
and Network IoT) dataset that is knownly created with a purpose to study cybersecurity in
Industrial Internet of Things (IIoT) settings. The data is obtained based on a realistic cyber
range testbed which emulates industrial IoT networks and includes heterogeneous devices,
network traffic, and attack scenarios. It has an extensive list of telemetry and network flow
capabilities that log both normal and malicious traffic of various types of attacks. The dataset
of the TONIoT network utilized in this study is a structured tabular dataset comprising of a
set of numerous numerical attributes that are a representation of both packet-level and flow-
level attributes including the packets size, duration, protocol attributes, and statistical traffic
characteristics [17]. The dataset is balanced with both benign and attack examples of the
most typical cyber threats of Distributed Denial of Service (DDoS), ransomware, injection
attacks, and reconnaissance operations. In order to have high-quality input to machine
learning models, data preprocessing processes such as label encoding, data normalization,
elimination of redundant identifiers (e.g., timestamps and IP addresses), and feature
selection are conducted before model training. Stratified sampling is then applied to the
dataset to divide it into training and testing set to maintain the distribution of the classes.
The TON_IoT dataset is most commonly known as a benchmark dataset because of its
realistic design and labeled attack scenarios to gain knowledge of using intrusion detection
systems in IIoT settings. Table I shows the Dataset summary.
Table I: Dataset summary

Attribute Description
TON_IoT (Telemetry,
Dataset Name Operating system, and
Network [oT)
Tabular (Network Traffic
Data Type Data)
~82,000 (approx., based
Total Samples on subset used)
Training Samples ~65,000
Testing Samples ~16,000
Number of Features 16 (after preprocessing)




Numerical (after encoding

Feature Type & cleaning)
Classes Binary (Normal, Attack)
Attack Types DDOS', DoS, Ransomware,
Injection, Reconnaissance
Data Source UNSW Canberra Cyber
Range Lab
Label Encoding, Feature
Preprocessing Steps Selection, Normalization,
Removal of identifiers
Train-Test Split 80:20 (Stratified)
Application Intrusion Detection in
IIoT

3.2 Mathematical Modeling and Analysis

The objective of the proposed TabChain-Ensemble framework is to design a secure and
efficient intrusion detection mechanism for Industrial Internet of Things (IIoT)
environments by integrating ensemble machine learning with blockchain-based validation.
Let the input dataset be denoted as D = {(x;, y;)}\-,, where x; € Rrepresents the feature
vector of the i-th network instance with dattributes, and y; € {0,1}denotes the
corresponding class label, where 0 represents normal traffic and 1 represents malicious
activity [18].

The proposed framework employs an ensemble learning model consisting of multiple base
classifiers, namely XGBoost, LightGBM, and Random Forest. Let the prediction function
of each model be defined as f;(x;), where k € {1,2,3}corresponds to the individual
classifiers. The ensemble prediction is obtained using a soft voting mechanism, where the
final predicted probability is computed as the average of individual model probabilities:

1 K
Po=11x) =) fild) ()
k=1

where Kdenotes the total number of models in the ensemble. The final class label is then
determined using a decision threshold 7, defined as:
~ (1, iftP(y=1lx)=1
Yi= {0, otherwise @)
To evaluate the classification performance, standard metrics are defined based on the
confusion matrix components: true positives (TP), true negatives (TN), false positives (FP),
and false negatives (FN). The accuracy, precision, recall, and F1-score are computed as:

A _ TP+ TN 3
cedracy = TP £ TN +FP +FN )
Precision =
recision TP T FP 4)
Recall e 5
TPy FN (%)
2 - Precision - Recall
Fl-score = (6)

Precision + Recall



The Receiver Operating Characteristic (ROC) curve is constructed by plotting the True
Positive Rate (TPR) against the False Positive Rate (FPR), defined as:

TPR = (7)

TP+ AN TR=Tp 17N

In addition to detection performance, the proposed framework incorporates a blockchain
layer to ensure secure transaction management. Each prediction result is converted into a
transaction and stored in the blockchain using a cryptographic hash function. Let T;denote
the transaction corresponding to the i-th instance. The block hash is computed as:

H; = SHA-256(T; | H;_1) ®)

where H;_jrepresents the hash of the previous block, and [ldenotes concatenation. This
chaining mechanism ensures immutability and tamper resistance of stored transactions.
The system performance is further analyzed using latency and throughput metrics. Latency
is defined as the time required to process a batch of transactions:

Latency = teng — Cstart ©

where tg,and t.,qdenote the start and end times of processing. Throughput is defined as the
number of processed instances per unit time:

Throughput = 10
Toughpt Latency (10)

The proposed formulation ensures that the TabChain-Ensemble framework achieves high
classification performance while maintaining secure and efficient transaction processing.
The integration of ensemble learning improves predictive robustness, whereas the
blockchain layer guarantees data integrity and trust, making the system suitable for real-
world IIoT deployments [19]. The mathematical formulation of the TabChain-Ensemble
framework establishes a structured relationship between ensemble-based prediction and
blockchain-driven validation, enabling a comprehensive analysis of both detection
performance and system-level security. The ensemble model enhances classification
reliability by minimizing variance and bias through the aggregation of multiple learners,
while the blockchain layer ensures immutable and verifiable storage of prediction outcomes
using cryptographic hashing mechanisms. This dual-layer integration enables the framework
to address critical IIoT challenges, including accurate intrusion detection, data integrity, and
secure transaction management. Furthermore, the proposed approach maintains a balance
between computational efficiency and security overhead, as demonstrated through latency
and throughput evaluation. By combining high-performance ensemble learning with
decentralized blockchain validation, the framework provides a scalable and reliable solution
suitable for real-world IIoT deployments, where both detection accuracy and system trust
are essential [20].

Algorithm 1: TabChain-Ensemble Framework for Secure IloT Intrusion Detection
Input: TON IoT dataset D

Output: Predicted labels and blockchain-secured transactions

Load the TON IoT dataset D

Perform data preprocessing

Remove irrelevant attributes (ID, timestamp, IP addresses)
Encode class labels (Normal = 0, Attack = 1)

Normalize feature values




Apply feature selection

Split the dataset into training and testing sets
Initialize machine learning models

XGBoost model

LightGBM model

Random Forest model

Train all models using the training dataset

For each test instance x;:

a. Obtain prediction probabilities from each model

b. Compute the average probability (ensemble output)
c. Assign final label based on threshold T

d. Create a transaction containing prediction details

e. Generate hash using SHA-256

f. Store the transaction in the blockchain

Evaluate model performance and Measure Latency, Throughput

4. RESULTS AND DISCUSSION
The TON IoT dataset was used to assess the performance of the proposed framework of
TabChain-Ensemble in a controlled experimental environment. The dataset was
preprocessed by using features selection, normalization and removal of irrelevant attributes
after which 80:20 stratified train-test split was done to maintain the distribution of classes.
The suggested model, which is a combination of the XGBoost, LightGBM, and Random
Forest were compared to the independent models which serve as the baseline models.
Standard classification measures, including accuracy, precision, recall, F1-score, ROC-
AUC, and specificity, were used to measure performance, and system level measures, such
as latency and throughput were also used.
8000
[ 7000

- 6000

Confusion Matrix

- 5000

- 4000

Actual

- 3000

- 2000

I 1000

Fig. 2. Confusion matrix of the proposed TabChain-Ensemble model showing
classification performance for normal and attack instances.

In Fig. 2, the confusion matrix of the suggested TabChain-Ensemble model is provided. One
will note that the model has a high number of true positives and true negatives whilst having
very low false positives and false negatives. This shows that the proposed framework is very
effective in the accurate identification of normal and attack cases, which is important in the
intrusion detection in IIoT systems. The even spread of the classification results also affirms
that the model does not have any bias towards a particular class.

o] 1
Predicted
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Fig. 3. Training and testing accuracy comparison of baseline models and the proposed
TabChain-Ensemble framework.

The comparison of the train and test accuracy of all models is presented in Fig. 3. These
findings indicate that there exists a small difference between training and testing accuracy,
which means that the models, specifically the proposed ensemble, have high generalization
with insignificant overfitting. Although the training accuracy of Random Forest is a bit
higher, its slight decrease in test accuracy indicates that it is slightly overfitting, where the
proposed model is more balanced with bias and variance.

ROC Curve Comparison
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Fig. 4. Receiver Operating Characteristic (ROC) curve comparison of different models,

highlighting classification performance in the low false-positive region.
The Receiver Operating Characteristic (ROC) curve is illustrated in Fig. 4 and the low false-
positive area is zoomed in. All models have high ROC-AUC values (ranging between
0.999), which means that they have a high discriminative ability. Nevertheless, the proposed
TabChain-Ensemble has a slight lead in the critical low false-positive area which is
especially significant in IToT security systems when the false alarms should be reduced to a
minimum.

Precision-Recall Curve (Zoomed)
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Fig. S. Precision—Recall (PR) curve comparison illustrating model performance under
varying recall levels.
Fig.5 demonstrates Precision-Recall (PR) curve, as well as it is zoomed to emphasize minor
differences. The developed model has a higher precision with high recall values than the



baseline models do, meaning that it is very strong in identifying intrusion instances, without
highly inflating the false positives. This is particularly applicable in skewed or security
sensitive data in which precision-recall is more informative than accuracy

Throughput Comparison
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Fig. 6. Throughput comparison of the system with and without blockchain integration.
Fig. 6 depict the system-level analysis of performance of throughput with and without
blockchain integration. The findings have shown that the addition of the blockchain layer
has presented a median rise in latency (around 20-25 percent) as well as a compensatory
reduction in throughput. Nonetheless, the trade-off can be tolerated due to the increased
security, transparency, and data integrity offered by the blockchain mechanism, which is
why it can be used in secure IIoT deployments. Table II presents the overall quantitative
analysis of the performance of all models. As can be verified, the TabChain-Ensemble, with
its accuracy (0.9955), Fl-score (0.9955), and specificity (0.9962), is the most appropriate
and has the best performance. The consistency of the results of the precision and recall
values shows that the model is good in balancing false positive and false negative. There is
also an indication that the ROC-AUC values in all the models are high, which indicates that
the TON IoT data set is highly separable, but the proposed model is persistently doing better
than the rest, which confirms its efficiency.

Table II: Classification Performance Comparison

Accuracy - Recall | F1- ROC- | Specificity
Model (accy | Preeision | gpNy | Score | AUC | (SPE)
Random 0.9949 0.9954 0.9945 | 0.9949 | 0.9996 | 0.9954
Forest

XGBoost 0.9944 0.9942 0.9946 | 0.9944 | 0.9998 | 0.9941
LightGBM | 0.9948 0.9959 0.9938 | 0.9948 | 0.9998 | 0.9959
Proposed
(TabChain- | 0.9955 0.9962 0.9948 | 0.9955 | 0.9998 | 0.9962
Ensemble)
Fig. 7 shows the increased performance metrics comparison of all the models evaluated in
groups. The TabChain-Ensemble is always ranked with the best score in all the measures,
such as accuracy (99.55%), precision (99.62%), recall (99.47%), and F1-score (99.55%).
The enhancements over the individual models (XGBoost and LightGBM) are not very high,
but they remain stable throughout all the evaluation criteria, which proves the usefulness of
ensemble learning in improving the robustness and generalization of a model.
Comparatively, the proposed framework is better performing compared to the traditional
machine learning models and it is consistent with the existing studies that incorporate
machine learning and blockchain to provide security to the IIoT. As opposed to the current
methods which are mainly concerned with either accuracy in detection or security process,
TabChain-Ensemble is an all round solution since it offers high-performance intrusion
detection as well as secure transaction management. Enhanced predictive performance is




achieved by the integration of ensemble learning, and trust and data integrity are achieved
by the blockchain layer. All these attributes render the proposed TabChain-Ensemble
framework a useful and scalable solution to the real-world IIoT security application.
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Fig. 7. Comparison of classification performance metrics (accuracy, precision, recall, F1-
score, ROC-AUC, and specificity) across different models.
5. CONCLUSION
A new blockchain-enhanced ensemble learning framework presented in this paper includes
TabChain-Ensemble, which is an ensemble learning framework developed to guarantee safe
and precise intrusion detection in the context of the Industrial Internet of Things (IIoT). The
presented solution is based on the XGBoost, LightGBM, and the Random Forest strengths
to enhance the classification robustness and generalization, and introduce a permissioned
blockchain layer to guarantee a secure, transparent, and tamper-resistant process of
managing transactions. Evaluating the TON_IoT dataset experimentally, it was revealed that
the proposed model has better performance with the highest accuracy and F1-score of
99.55% and a high ROC-AUC of 0.9998 compared to single base models. The findings also
verify that the ensemble method is an efficient way to minimize the classification error, and
the blockchain implementation can increase the data integrity at a reasonable cost of latency
and throughput. These results demonstrate the practicality of the suggested framework in
terms of maintaining the accuracy of detection and system-wide security, and it is applicable
to the IIoT in the field. Moreover, the incorporation of lightweight blockchain software and
edge-based federated learning may also be added to minimize the computational load and
enhance the scalability. The study of adaptive ensemble strategies and real-time
implementation in dynamic IloT environments is also an interesting avenue to develop a
better system responsiveness and robustness. In general, the suggested TabChain-Ensemble
framework can be a powerful basis of intelligent, scalable and secure I1oT security solutions.
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