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Abstract.

The problem of financial sanctions screening is to identify entities in financial records,
which is typically a huge collection of financial records, from a wide variety of types with
inconsistent identity names and confusing textual attributes. The existing rule based and
string-matching methods are inadequate to recognize structural relationships between
entities, which leads to high false positive rate and low efficiency in operation. The objective
of this paper is to propose a framework for real-time financial sanctions screening, called
Hybrid Graph-based Fuzzy Entity Resolution (HG-FER). The framework is based on
knowledge graph modeling, graph neural network (GNN)-based contextual representation
learning, and fuzzy similarity using adaptive fuzzy similarity in a single entity resolution
pipeline. Complex relationships are captured in knowledge graphs, their structure is learned
by GNNs, and textual uncertainty is manageable with fuzzy matching. Hybrid similarity
mechanism: Both relational and attribute level information are used for better entity
matching accuracy. Experimental results show that the proposed framework obtains a
precision of 0.92, recall of 0.89 and F1-score of 0.90, and has 10 false positives which is
better than conventional approaches. The findings show that HG-FER is a scalable, reliable,
and effective solution for the enterprise level financial compliance and near real-time
sanctions screening.

Keywords. Entity Resolution, Knowledge Graph, Graph Neural Networks, Fuzzy
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1. INTRODUCTION

The nature of financial sanctions and the requirement to comply with them has become
increasingly complex as financial markets and cross-border transactions have developed and
become more digitized. Large data sets of customer and transaction records need to be
continuously processed and compared against dynamic sanctions lists, even when the data
has different naming conventions, attributes and when some data is missing or noisy.
Presently, the conventional sanctions screening systems are fundamentally based on rule-
based filtering and string-matching methods that tend to miss out on semantic relationships
between entities and thus have high false positive and false negative rates. Such restrictions
can drive up operating expenses, compliance risks, and make compliance systems less
reliable.

Knowledge graphs and graph neural networks (GNNs) are introduced to represent complex

relationships between heterogeneous financial entities and learn the context information
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from graph structures, which have significantly advanced the representation of entities. But
most current approaches are based on one aspect of relational learning—graph-based
relational learning—or one aspect of fuzzy attribute matching and don't allow for the
accurate disambiguation of ambiguous entities in real-time enterprise settings.

To overcome these shortcomings, the authors introduce in this paper a new framework called
Hybrid Graph-based Fuzzy Entity Resolution (HG-FER) for financial sanctions screening
in real time. In contrast to traditional approaches that mainly depend on graph-based
relational learning or fuzzy attribute matching, HG-FER introduces an adaptive fuzzy
similarity and a unified entity resolution pipeline with knowledge graph modeling and GNN-
based contextual representation learning. This integrated design not only incorporates
structural relationships but also the uncertainty at the attribute level, leading to better
matching accuracy, fewer false matches, and enterprise compliance scaling.

This work has the following key contributions:

= The architecture of a knowledge graph-based system to model heterogeneous
financial entities and their relations;

»  The incorporation of the use of graph neural networks to learn and represent
complex relational dependencies and improve the prediction of entity similarity;

= The integration of the fuzzy matching methods to efficiently deal with ambiguous
and inconsistent identity attributes and;

= The creation of a scalable architecture to be applied in real-time sanctions screening
in enterprise environments;

As far as we know, this work is one of the first to combine fuzzy similarity with graph neural
networks in a single framework in terms of real-time financial sanctions screening.

2. RELATED WORK

As financial sanctions screening becomes more complex, intelligent, data-driven approaches
to entity resolution and fraud detection have come into use. Knowledge graphs have become
a useful method of modelling a combination of financial entities and their semantic
relationships, which has enhanced the enterprise risk analysis and decision support [1, 2]. In
addition, their incorporation with graph neural networks (GNNs) further facilitates
contextual representation learning by modelling structural dependencies between
interconnected entities, which boosts the performance of financial analytics and knowledge
reasoning [5], [7]-[10]. In the last few years, there have been several successful attempts at
using graph-based learning for financial fraud detection, anti-money laundering and risk
prediction. GCNs and GATs have been used to successfully uncover inner transaction
patterns, detect suspicious financial activities, and enhance the predictive efficiency of large-
scale financial systems [5], [7], [10], [14]-[17], [20]. These methods take advantage of
relationships in the data that are not captured by traditional machine learning methods.

However, one of the primary challenges in financial compliance is entity resolution, given
that many real-world records will have inconsistent, incomplete or ambiguous identity
attributes. To overcome these shortcomings, recent work focused on the robustness of
matching under heterogeneous data conditions has introduced fuzzy matching [11]-[13] and
graph representation learning and hybrid entity resolution [19] techniques. Meanwhile,
several research works have focused on cyber threat intelligence and reinforcement learning,
revealing the advantages of combining multiple learning paradigms in complex risk
detection and adaptive decision-making for cyber threats [3], [4], [6] and the increasing
relevance of hybrid intelligent frameworks. Current methods typically partition graph-based
relational learning and fuzzy similarity matching, however, and fail to work well for real-
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time enterprise-level sanctions screening. Furthermore, there are numerous approaches that
do not scale well and do not support the processing of heterogeneous financial information
in a computationally efficient and regulatory compliant manner. To overcome these
drawbacks, this work presents the Hybrid Graph-based Fuzzy Entity Resolution (HG-FER)
framework that combines knowledge graph modeling, GNN-based contextual representation
learning, and adaptive fuzzy similarity in a single pipeline for effective and efficient real-
time financial sanctions screening.

3. PROPOSED SYSTEM ARCHITECTURE

The suggested system presents a single-system to screen financial sanctions in real-time,
combining the knowledge graph construction, graph neural network (GNN)-based relational
learning, and fuzzy-enhanced entity similarity matching. The aim is to solve entities in
heterogenous sources of financial data correctly and with scalability and robustness in the
large-scale enterprise setting. The system starts with the consumption of multi-source
financial data, such as customer data, transaction data, sanctions data, and supporting identity
data. Preprocessed and normalized, any entity then is the node in the knowledge graph,
denoted G = (V,E), where V is the set of entities and E is the set of relationships between
them. Every node v; € V is corresponded to a feature vector x; € R%, which represented
features like name encodings, address encodings, and transactional features.

A graph neural network is used on the constructed graph to learn relational dependencies. The
embedding of each node is iteratively updated using neighborhood aggregation:
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N (i) represents the neighboring nodes of v; and W is the learnable parameters in layer k.
The last embedding, z; encodes both attribute-level and structural information, which allows
the use of the context to represent each entity.

Simultaneously, the inconsistencies in the textual attributes are addressed by means of a fuzzy
similarity mechanism. Similarity of two entities v; and v; computed as:
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In which m denotes the number of attributes and sim(+) is an approximate string similarity

function. This allows the system to handle variations effectively like abbreviations,

misspellings and phonetic variations.

A graph-based similarity score based on learned embeddings is calculated to include
structural context:
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A graph-based similarity score is calculated with the learned embeddings to include structural
context:

Sy, vj) = aSs(vy, vj) + (1 — a)Sy (v, vy) @)

a € [0,1] is used to tune the contribution of fuzzy matching and graph-based learning. This
mixed-formulation guarantees that the textual ambiguity and relational dependencies are both
taken into account to resolve entities.

The decision mechanism is used to decide whether two entities share the same real-world
identity, using a threshold:
N {1, ifS(v,v) =7
Yoo, otherwise
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T is a constant limit. The model can be optimized with a binary cross-entropy objective to
enable additional learning:

L=- Z(i,j)[Yij log 9;; + (1 — y;;)log(1 = 9;;)] (6)

This expression allows the system to generalize about the best similarity bars using labeled
data. Each time new data is received, the framework uses an incremental update strategy to
update only the parts of the graph that are affected. This has a substantial decrease in the
computation overhead and guarantees scalability to financial systems at the enterprise scale.
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Figure 2.1. HG-FER Framework: Hybrid Graph-based Fuzzy Entity Resolution
Architecture of Real-time financial sanctions screening.

The suggested architecture conceptualizes the data ingestion, preprocessing, knowledge
graph building, GNN based representation learning, fuzzy similarity computation, similarity
fusion and decision making in an integrated pipeline of data entity resolution. The proposed
overall architecture of the HG-FER framework for real-time financial sanctions screening is
presented in Fig. 2.1. A mix of real-world and synthetic datasets were used to evaluate the
proposed framework for financial sanctions screening scenarios. Realistic transaction
networks were generated using AMLSim and OFAC sanctions lists were used for the list of
sanctioned entities and their attributes. Inconsistencies in the data were simulated by the
inclusion of synthetic customer records with variations in names, addresses and identifiers.
The integrated dataset offers a heterogeneous setting to test the effectiveness of the proposed
HG-FER framework.

4. RESULTS AND DISCUSSION

The suggested HG-FER was tested experimentally to look into its effectiveness in real-time
financial sanctions screening. Precision, recall, F1-score and false positive were used to
assess performance, and visualization-based analyses of hybrid similarity patterns and entity
interactions were performed. Decision thresholds and the framework's ability to correctly
identify matched and non-matched entities in different financial data scenario's were also
analysed.

TABLE I. PERFORMANCE COMPARISON OF ENTITY RESOLUTION METHODS

Method Precision | Recall F1-Score | False Positives
0.72 0.85 0.78 45
Rule-Based




Fuzzy Matching 0.80 0.83 0.81 32

GNN-Based 0.87 0.84 0.85 20
HG-FER

(Proposed) 0.92 0.89 0.90 10

The proposed HG-FER framework is compared to the rule-based, fuzzy matching and GNN-
based methods in Table I. HG-FER has the highest overall performance by improving the
accuracy of matching, while also drastically reducing false positives. The outcomes show
that the proposed entity resolution solution for enterprise financial sanctions screening is
accurate and scalable, which can achieve the combination of knowledge graph-based
relational learning and adaptive fuzzy matching.

TABLE II. EFFECT OF THRESHOLD ON PERFORMANCE

Threshold (t) | Precision | Recall
0.40 0.85 0.92
0.50 0.90 0.89
0.60 0.92 0.87

The effect of the Decision threshold on the model performance is shown in Table II. A lower
threshold value improves recall, and a higher threshold value increases precision. A
threshold of 0.50 is a good compromise between precision and recall, and could be used for
screening in practice for financial sanctions.
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Figure 4.2. Entity risk interaction matrix of hybrid similarity scores.

The hybrid similarity scores between each pair of images are shown in Figure 4.1, obtained
by the proposed HG-FER framework. High similarity regions suggest that there are strong
relationships between entities, while low similarity regions show weak or unrelated entities.
The smooth transition of similarity scores shows that the framework is able to express
structural relationships as well as attribute-level uncertainty. This analysis demonstrates the
utility of HG-FER in solving complicated relational patterns needed for accurate financial
entity resolution.

The false positives by the various approaches to entity resolution are compared in Figure
4.2. The proposed HG-FER framework also performs the fewest number of false positive
results relative to rule-based, fuzzy matching, and GNN-based methods, proving that the
hybrid approach of integrating graph learning and fuzzy similarity is an effective way to
minimize unnecessary compliance investigations and increase screening reliability. In
summary, experimental results demonstrate that HG-FER is able to consistently outperform
traditional entity resolution approaches. The framework integrates knowledge graph-based
relational learning with adaptive fuzzy matching, and the two methods plus the framework
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can realize accurate, scalable, and reliable entity resolution appropriate for real-time
enterprise financial sanctions screening.
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Figure 4.2. Comparisons of model false positives.
5. CONCLUSION AND FUTURE ENHANCEMENTS

Financial sanctions screening aims to accurately identify fraudulent transactions and users
by matching the identity of financial transactions and users.The financial sanctions screening
aims at accurately identifying the fraudulent transactions and users through matching the
identity of financial transactions and users. The experimental results show that the
framework consistently and effectively outperforms the traditional entity resolution methods
in terms of the accuracy of matching entity and the number of false positives. Such results
validate the effectiveness and scalability of structural relationship modeling when joined
with uncertainty-aware similarity matching in financial environments with different types
of data. One goal of future research is to generalize the model to handle streaming data on
large graphs in an efficient way via more efficient graph update mechanisms. Furthermore,
integrating different graph structures, financial data modalities, and explainable decision-
making methods can enhance model flexibility, transparency, and adherence to regulatory
shifts.
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