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Abstract.

The growing need for intelligent, proactive surveillance has exposed the limitations of
traditional CCTV systems, which rely heavily on continuous human monitoring and post-
incident analysis. To address these challenges, this work presents an Edge-loT-based real-
time smart surveillance framework that integrates human activity recognition with facial
emotion analysis using deep learning. The proposed system performs on-device processing
on a Raspberry Pi, enabling local video analysis with low latency while preserving user
privacy.Facial regions are detected using a lightweight Haar Cascade approach, followed by
emotion classification with a CNN trained on the FER-2013 dataset. In parallel, human
activities such as walking, running, and aggressive movements are analyzed using motion-
based features. A decision-level fusion strategy integrates activity patterns with emotional
cues such as fear and anger to accurately distinguish normal from suspicious behavior,
thereby minimizing false alarms. Experimental results demonstrate reliable real-time
performance on edge hardware, confirming the system’s suitability for smart surveillance
applications in public and institutional environments.

Keywords: Smart Surveillance; Facial Emotion Recognition; Suspicious Activity
Detection; Convolutional Neural Network; IoT

1. INTRODUCTION

Traditional CCTV requires continuous human monitoring and has limited real-time
intelligence [1]. Deep learning improves activity detection but often requires high
computation or cloud processing, causing latency and privacy concerns [2—4]. Motion-based
methods may produce false alarms, while emotion recognition is rarely integrated with
activity detection [5—7]. This paper proposes a Raspberry Pi-based edge-IoT system
combining activity and emotion recognition for accurate, private, and low-latency
surveillance.

2. LITERATURE REVIEW

Existing methods provide good detection accuracy but face challenges such as high
computational cost, false alarms, limited contextual awareness, and cloud dependency [10—
18]. The key research gap is the lack of an integrated, real-time, privacy-preserving edge
system combining activity and emotion recognition.
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3. PROPOSED SYSTEM ARCHITECTURE AND METHODOLOGY

The suggested framework adheres to an Edge-loT-enabled intelligent surveillance paradigm
capable of detecting human behaviors through joint analysis of both human actions and
human facial emotions. The suggested approach differs significantly from traditional CCTV
camera systems, which depend heavily on nonstop video recording and subsequent human
supervision of the recorded videos
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Figure 3.1. Architecture of the Proposed Edge-IoT system
Overall Framework

As shown in Fig.3.1 the architecture is organized into four functional layers:

e Video Acquisition Layer,

e Edge Processing and Feature Extraction Layer,

e  Activity—-Emotion Fusion and Decision Layer, and

e Alert and Monitoring Layer.

A Raspberry Pi is used as the main edge device, connected to the surveillance camera that
will record video streams and conduct inference in real time.

Methodology

The concept of intelligent surveillance systems by leveraging Raspberry Pi with edge
computing is introduced, employing the decision-level fusion mechanism of activity and
facial emotion recognition using CNN-based architecture. This will enable real-time and
efficient analysis without relying on cloud connectivity. The overall workflow of the
proposed system consists of the following stages:

1. Video frame acquisition and preprocessing on Raspberry Pi

2. CNN-based human activity feature extraction

3. CNN-based facial emotion recognition

4. Decision-level activity—emotion fusion

5. Final suspicious activity decision and alert generation

3.2.1 Video Preprocessing and Frame Sequencing

Let the continuous video stream captured by the Raspberry Pi camera module or USB
camera be represented as: V={F1,F2,....Fn}(1) where F; denotes the i*" video frame. All
captured video frames are resized and normalized to a size compatible with "lightweight"
CNAs; that is, each individual frame will be processed in real-time by a Raspberry-Pi
operating system when resized to a single height and width measurement (e.g.,
1280x720).The final sliding window is then constructed by "sliding" that window over those
k consecutive video frames:
St= {Ft,F(tﬂ), .. .,F(t+k)} (2)

Using sliding windows helps the model detect motion patterns over shorter periods of time,
which allows for greater accuracy when detecting abnormal motion patterns based on prior
observations alone. Such simplified temporal modeling is computationally efficient and
well-suited for edge devices, while still offering meaningful activity context compared to
more complex temporal learning frameworks



3.2.2  CNN-Based Human Activity Recognition

The human activity recognition unit employs an efficient CNN architecture for extracting
motion information of spatial nature from the frame sequence S; by means of the
convolutional and pooling layers.

X =f(W, X1 + by). 3)
(3) where W_1 and b_1 stand for the convolution and bias parameters of the 1-th layer, * is
a convolution operator, and f(+) is an activation function. The extracted features are used by
the softmax classifier to assign an activity label from the list including, e.g., walking,
running, fighting, and abrupt motion:

P(A;1S) = = @)
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where C refers to the total number of activity classes. Activities such as running or fast
walking are considered ambiguous rather than suspicious in order to avoid false positives

3.2.3 CNN-Based Facial Emotion Recognition

Facial emotion recognition operates in parallel with activity detection. Face regions are first
detected from video frames using a Haar Cascade or lightweight CNN-based face detector
suitable for Raspberry Pi deployment. Let the extracted facial image be denoted as .

A CNN-based emotion classifier predicts emotional states:

E = {Neutral, Happy,Anger,Fear} (5)
Emotion probabilities are computed using the softmax function:
ek
PO = e ©

where M represents the number of emotion classes. Facial emotion recognition provides
semantic cues related to human intent, which cannot be reliably inferred from motion
patterns alone.

3.2.4  Activity—-Emotion Decision-Level Fusion Strategy

To reduce false alarms and improve reliability, a rule-based decision-level fusion approach
combines activity ((A)) and emotion ((E)) predictions:

e Normal activity + Neutral/Happy: Non-Suspicious
e Ambiguous activity + Anger/Fear: Suspicious
e Abnormal activity: Suspicious

This approach uses emotional context to interpret ambiguous activities, improving detection
reliability and reducing false positives.

4. RESULTS

a) GUI and Edge Device: Tkinter is used as our GUI in the Raspberry Pi such that we can
do live monitoring

control of the camera as well as receive real-time notifications using the buzzer.

b) Facial Emotion Recognition: Haar Cascade is the face detector tool used by our system,
followed by aspecial computer software called CNN that identifies emotions on the face. It
can identify seven emotionsand represents them through different color representations.

¢) Human Activity Detection: MediaPipe Pose generates landmark features for the
classification of human

activities as either normal or suspicious with the labeled outputs.

d) Activity—Emotion Fusion & Alerts: There are specific rules set for combining activity
and emotion to generate notifications as follows:
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e  Running + neutral/happy = Normal

e Running + fear/anger = Suspicious

e Fighting + all emotions = Suspicious

Detection of suspicious behavior initiates buzz alerts accompanied by red labels. Screen
captures may also be taken to log any incidents.

e) Advantages of the Edge: All computation is done locally on the Raspberry Pi without
the need for cloud services and hence gives real-time results at ~6-8 fps. This also minimizes
false positives.
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Figure 4.1. GUI Home Screen (with Detection). Figure 4.2 Real-time Emotion Detection
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Figure 4.2. Normal Activity Detection (Sitting/Standing)

5. CONCLUSION

This study presents an Edge-IoT surveillance system for real-time human activity, pose, and
facial emotion recognition. Using a Raspberry Pi, the system enables fast, privacy-
preserving, and independent edge-based decision-making. The proposed framework
achieves 96% accuracy, reduces false alarms, and supports efficient surveillance in
environments such as schools and public spaces.
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