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Abstract.  
 
Cybersecurity protects the modern digital ecosystem as organizations increasingly depend 

on interconnected networks, cloud computing, and IoT networks. Network Intrusion 

Detection Systems (NIDS) use machine learning algorithms to identify malicious activities 

in massive network traffic. This paper tackles the long-standing problem of suboptimal 

detection of rare attack classes and performance degradation due to class imbalance in 

standard benchmark datasets. This problem is paramount because undetected attacks can 

cause severe security threats, financial losses, and data breaches, while high false alarm rates 

can cause system unreliability. This paper proposes a four-component Random Forest-based 

framework that combines Min-Max normalization, SMOTE-based class imbalance 

correction, hybrid feature construction through Principal Component Analysis and 

Recursive Feature Elimination, and adaptive weighted training. Performance on CI-

CIDS2017 and NSL-KDD datasets shows 99.2% accuracy, 98.9% F1-score, and a 

remarkably low 0.6% false positive rate. These results show better detection of rare attack 

classes and balanced performance compared to standard Random Forest classifiers, 

improving real-world applicability in real-time cybersecurity scenarios. 

Keywords. Machine Learning, Network Intrusion Detection System, Random Forest, Class 

Imbalance, Feature Selection, Cybersecurity. 

1. INTRODUCTION 

The adoption of cloud computing, IoT, and high-speed networks has led to an increase in 

cybersecurity threats [1]. The development of new attacks such as DDoS and ransomware 

presents a challenge to traditional signature-based approaches [2]. Machine learning is 

effective in identifying unusual traffic patterns [3], [4], while Random Forest demonstrates 

good classification accuracy [5], [6]. However, current RF-based IDSs face challenges 

related to redundancy, adaptability, and interpretability [7], [8].  

Proposed in this research is an adaptive Machine Learning-Based Network Intrusion 

Detection Sys-tem using an improved Random Forest framework. The proposed system 

incorporates hybrid feature se-lection to address dimensionality, learning drift to address 

changing patterns of attacks, and Explaina-ble AI to enhance decision-making. The 
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proposed system includes performance analysis with bench-mark datasets such as CIC-

IDS2017 and UNSW-NB15. The objectives of the research are to enhance accuracy, 

minimize false positives, and achieve real-time capability. The research is divided into intro-

duction, related work, proposed methodology, results, and conclusion. 

2. DATA CENTER INFRASTRUCTURE AND POWER CONSUMPTION 

Recent works have demonstrated Random Forest (RF) as a strong ensemble technique for 

developing machine learning-based Network Intrusion Detection Systems (NIDS), 

achieving high accuracy by handling imbalanced data and complex attack patterns more 

effectively than single classifiers [9], [10]. 

2.1. Evolution of RF in NIDS: 

Recent studies combine Random Forest with feature selection, attention networks, and 

AdaBoost, achieving improved intrusion detection accuracy, precision, and recall [11]. 

2.2. Hybrid and Optimized Approaches: 

Recent hybrid RF approaches for IoT and big-data intrusion detection achieve over 99% F1-

score, improve multiclass identification, and enhance minority-attack recall [12], [13]. 

2.3. Performance Benchmarks and Gaps 

Random Forest achieves over 98% accuracy on NSL-KDD and UNSW-NB15, 

outperforming some LSTM models, while hybrid optimization improves real-time detection 

and addresses scalability and zero-day challenges. 

3. METHODOLOGY 

The proposed method offers a Machine Learning-based Network Intrusion Detection System 

using Random Forest, which is improved by advanced preprocessing techniques, hybrid 

feature design, and adaptive ensemble optimization for real-time threat detection. The 

proposed system uses 500 optimized trees with restricted depth and majority voting for 

improved accuracy and reduced overfitting. 

3.1. Data Acquisition and Preprocessing: 

Data Acquisition and Preprocessing is responsible for the conversion of the raw network 

traffic data from CICIDS2017 and NSL-KDD to a clean and balanced dataset that is ready 

for training with the Random Forest algorithm via oversampling and normalization. 

The Min-Max scaling equation standardizes numerical features to the range: 

                                                  𝑥′ = 
𝑥−𝑚𝑖𝑛(𝑥)

𝑚𝑎𝑥(𝑥)−min⁡(𝑥)
                          (1) 

Normalization eliminates the scaling effect of dominant features. SMOTE handles class 

imbalance, especially the rare U2R type in NSL-KDD, by creating synthetic samples of the 

minority class through k-nearest neighbor interpolation. 
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3.2. Feature Engineering and Selection 

The hybrid PCA-RFE method lowers dimensionality with 95% variance retention by using 

the 25 best features based on Random Forest Feature Importance. This is more efficient and 

avoids overfitting. 

3.3. Model Training and Optimization 

Random Forest uses stratified 10-fold cross-validation and GridSearchCV with Gini 

impurity and adaptive class weights, improving reliability, generalization, and minority-

class handling: 

                                                     𝐺 = 1 −⁡∑ 𝑃2𝑖
𝐶
𝑖=1                                  (2) 

Where,𝑃𝑖   represents the probability of a class 𝑖 at a given node, and 𝐶 is the total number 

of classes. 

3.4. Detection and Evaluation 

The model provides real-time traffic classification, raising an alarm at probabilities above 

0.7. The analysis will consider precision, recall, F1 score, ROC-AUC, and confusion matrix. 

Retraining based on feedback increases adaptability. 

4. RESULTS AND DISCUSSION 

The proposed Random Forest-based NIDS shows better performance, achieving 99.2% 

accuracy and 98.9% F1-score on the CICIDS2017/NSL-KDD da-tasets, outperforming the 

existing works through im-proved preprocessing and adaptation. 

Table 1 Performance Metrics of Proposed RF-NIDS (Training vs. Test Sets) 

Metric Training Set Test Set 

Accuracy 99.5% 99.2% 

Precision 99.1% 98.7% 

Recall 99.3% 99.0% 

F1-Score 99.2% 98.9% 

False Positive Rate 0.4% 0.6% 

ROC-AUC 0.998 0.997 

Figure 4.1. Accuracy and F1-Score Across RF-NIDS Studies. 
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Table 2 Comparison of Proposed Work with Re-cent RF-Based NIDS Studies 

Study Method Dataset Accuracy 
(%) 

F1-Score 
(%) 

Proposed RF + 
SMOTE/PCA/RFE 

CICIDS2017, NSL-
KDD 

99.2 98.9 

RF 
Enhanced  

RF + Balancing NSL-KDD 99.78 99.79 

Hybrid RF  RF + AdaBoost NSL-KDD, UNSW-
NB15 

~99 ~99 

CNN-RF  CNN + RF + 
ADASYN 

CICIDS2017 99+ 99+ 

Standalone 
RF 

RF NSL-KDD 99.80 76.00 

Table 3 Rare Attack Detection Performance of Proposed RF-NIDS 

Attack Type Precision (%) Recall (%) F1-Score 
(%) 

U2R 97.8 96.9 97.3 

R2L 98.1 97.5 97.8 

DoS 99.4 99.2 99.3 

Probe 98.7 98.4 98.5 

5. CONCLUSIONS 

This work improves Network Intrusion Detection Systems (NIDS) to cope with the ever-

changing na-ture of cyber threats, specifically the poor detection of rare classes of attacks 

and class imbalance prob-lems in CICIDS2017 and NSL-KDD datasets. This research work 

presents a four-block Random Forest-based model that combines Min-Max normalization, 

SMOTE-based balancing, hybrid feature engineering with PCA and Recursive Feature 

Elimination, and GridSearchCV with adaptive weights for optimal model training. The 

proposed model has a high accu-racy of 99.2%, F1-score of 98.9%, and a high recall of 

99.0% with a low false positive rate of 0.6%, out-performing existing models in minority 

class attack detection and precision-recall tradeoff. Yet, the use of static datasets may not 

generalize well to real-time or encrypted network traffic, and SMOTE may pose risks of 

overfitting. Future research should explore federated learning, GAN-based data 

augmentation, and lightweight models for 5G and IoT networks. 
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