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Abstract.

With the increasing use of Al systems in critical applications, there is a need for structured
audits over multiple dimensions of Responsible Al. This paper proposes a holistic Al
auditing framework combining energy efficiency, fairness, explainability, and data
governance into one pipeline. Experiments show a 72% cumulative energy saving via early
stopping, equalized odds reduced from 0.083 to 0.031, ~90% SHAP-LIME agreement, and
correct identification of 589 unmasked PII values of 1,000, showing multi-dimensional
auditing to be feasible, structured, and scalable.
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1. INTRODUCTION

Al models are now deployed across finance, healthcare, manufacturing, and cybersecurity,
yet high accuracy often lacks explainability, undermining trust and fairness. Fairness,
sustainability [1], and compliance automation [2] have been addressed separately, though
deployment requires evaluating Al governance together. This paper presents an Al auditing
system with modules for fairness, explainability, energy efficiency, and compliance,
inspired by Model Cards [3]. This work builds on our earlier survey of Al auditing
frameworks [4], translating its comparative findings into a working implementation.

2. RELATED WORK

CodeCarbon has managed to quantify the carbon footprint of Al [1]. There have been
developments in fairness toolkits such as Fairlearn [5] and Model Cards [3]. SHAP and
LIME methods have been used in malware detection [6]. For PII Detection, ML-based NER
[7] and NLP-aligned GDPR [2] are used.

Approach Fairness Explainability Energy Compliance

Fairlearn [5] Yes No No No
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CodeCarbon [1] No No Yes No

Presidio [8] No No No Yes

Table 2.1. Comparison of Prior Auditing Approaches

3. SYSTEM ARCHITECTURE AND IMPLEMENTATION

Figure 3.1. System Architecture of the Audit Framework
The system evaluates models across four dimensions (Figure. 3.1).

Energy Tracking Module (CodeCarbon) tracks energy (CPU + RAM + GPU), emissions,
and stability (o/p) for early-stopping recommendations. Fairness Module (Fairlearn)
computes disparity metrics (demographic parity, equalized odds, FPR/FNR) with
ExponentiatedGradient mitigation. Explainability Module (SHAP/LIME) — SHAP gives
global attributions using Shapley values while LIME gives local attributions whose
agreement is determined using the Jaccard index. Data Governance Module (Presidio +
spaCy) applies Presidio in combination with NER from spaCy to detect PII/PHI (30+ types)
with 0.7 confidence level and compliance with GDPR, HIPAA, ISO 27001 and PCI-DSS.

4. EXPERIMENTS AND RESULTS

4.1. Energy Efficiency

Tested on a CatBoostClassifier (400 records, 25 epochs): 0.0078 Wh, 0.0055 g CO2 (CPU
84%, RAM 16%). Early stopping at epoch 15 saved 72% energy while retaining accuracy
(Figure. 4.1).



[poc-wne Drargy Summary [ poch-winp Crargy Summary

wepr WAF

Figure 4.1. Epoch-wise Energy Summary

4.2. Fairness Analysis

Evaluated on the UCI Adult Income dataset [9] using 'sex": Equalized Odds fell from 0.083
to 0.031 (F1 0.675 — 0.597); Demographic Parity fell from 0.183 to 0.002 at higher cost
(F1 0.675 — 0.571) (Figure. 4.2).

alenvisis Ss B Ly De raghic Bar ity Comslraing Faimem Resulis under Equalized Odds Coratrsint
v Bedr danasin for Adult detaset

L] . ¥ B2 . il
r ¥ 4
& o n ] - - =n mee - st

- Mitigied with Fairbnsr reTm———— [ PR mulgaisl b Fatkanr W8 gt il b S

Figure 4.2. Fairness Results for Adult Income dataset

4.3. Explainability Analysis

A RandomForestClassifier trained on the Adult Income dataset [9] (16,281 samples, 14
attributes): SHAP and LIME both ranked relationship, education _num, marital status, age,
and capital_gain as top features (~90% Jaccard agreement).

4.4. Data Governance and Compliance

Tested on 1,000 synthetic transactions (589 unmasked PII, 411 anonymized), the module
correctly flagged all actual PII while leaving properly tokenized records unflagged,
validating Presidio's threshold-based filtering for automated compliance screening.

5. CONCLUSIONS

This research proposes an integrated Responsible Al pipeline for energy efficiency, fairness,
interpretability, and auditability, showing multi-dimensional auditing to be feasible and
scalable; future work targets training-phase efficiency and unstructured-data risk scoring.
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