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Abstract—An immense interest is shown to E-Healthcare
systems as medical service recommendation increases with the
advancement of technology and internet facility. It assists
elderly people and other patients to discover professionals.
Besides that, recommending personalized professionals and
ensuring privacy remains great challenge. In an aim to
increase the accuracy of the recommendation generation
process, similarity between user’s expectation and experts’
knowledge is discovered and used along with expert’s
reputation score. Multiple user feedbacks are used to
determine the reputation scores of doctors. On the basis of the
curve-based cryptosystem and truth discovery technology,
privacy-preserving recommendation method is proposed to
compute reputation and similarity scores. In order to
demonstrate its security proficiency, a detailed security
analysis is provided.
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privacy preservation, curve-based cryptography

. INTRODUCTION

Due to the rapid development of E-healthcare systems
[1], online healthcare service recommendations have become
fundamental part of everyday life. Here, user can submit
their symptoms, doubts and necessity to a medical server,
and then the server suggests most appropriate professionals
in accordance with those requirements to the corresponding
users. Healthcare service recommender systems are
automated tools that use machine learning and artificial
intelligence (Al) to make tailored healthcare suggestions to
individuals. By making timely and accurate suggestions
based on patient data, medical records, and other pertinent
information, these systems have the potential to enhance
healthcare outcomes. There are several kinds of healthcare
recommender systems that can be applied in various
contexts, including telemedicine platforms, patient-facing
applications, and clinical decision support systems.

Algorithms are used by clinical decision support systems
to offer real-time guidance on medication, diagnosis, and
therapy to healthcare professionals. In order to enhance
patient safety and lower medical errors, these systems can
also offer alerts and reminders. Applications geared for
patients are created to enable users to actively participate in
their health management. They offer customized advice on
food, exercise, medication adherence, and disease
management based on information about the patient’s
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medical history, lifestyle, and preferences. To assist patients
in achieving their health objectives, these applications can
also offer them feedback and educational resources. To offer
patients remote healthcare services, telemedicine platforms
employ healthcare service recommender systems. Based on
patient data and symptoms, these platforms can offer
personalized suggestions for a diagnosis, a course of action,
and a prescription. Additionally, they can offer patients
virtual follow-up care and monitoring, lowering the need for
in-person visits and enhancing access to healthcare.

The capacity of healthcare recommender systems to
enhance healthcare outcomes by offering personalized
recommendations that are suited to specific patient needs is
one of their main advantages. These systems can assist
healthcare professionals in making better judgements,
enhancing patient safety, and minimizing medical errors by
utilizing patient data and other pertinent information. Better
health outcomes can result from empowering patients to have
a more active part in their own health management.
Healthcare recommender systems do have several
difficulties, though, including assuring data confidentiality
and privacy, overcoming algorithmic biases, and
guaranteeing that recommendations are founded on the most
recent and correct medical knowledge. For healthcare
recommender systems to be successfully implemented and
adopted, several issues must be resolved.

Numerous studies were carried out to design a reliable
healthcare recommendation system, some uses reputation
score as basis for recommendation [2, 3], while others place
greater emphasis on users interests and needs [4]. In former
type, service requested users will be directed to the
professionals who have high reputation score. In later type,
most appropriate professionals will be suggested based on
users’ requirements. It is evident that the recommendation
accuracy may be compromised if only the reputation or user
need is considered for recommendation generation process.

In fact, reputation is derived from other user’s feedback.
Sometimes, it may reflect irrelevant medical services
required by the target user. Since, false feedback that has
been entered maliciously by them can have a negative impact
on the professional’s reputation [5]. Thus it is important to
filtering it. Similarly, recommendation of professionals based
on the similarity score of user needs may result in the
recommendation of doctors who provide poor quality service
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[6]. Thus, it is necessary to consider both similarity score of
user needs and the aggregated service feedback from
multiple users to obtain high-quality medical services.

More importantly, the system should be capable enough
in filtering redundant feedback received from malicious
users, whether it is positive or negative. Besides the accuracy
of the recommendation generation process, sensitive
information of both the user and professional must be
protected from disclosure. Here, a fundamental
cryptographic primitive called key management can be used
to ensure security [7, 8], but it alone is inadequate to achieve
privacy-preserving recommendations. In addition, due to
their expensive computational requirements, they are not
practical for system with increasing number of users. In an
attempt to address the challenges of existing recommender
systems, a privacy-preserving online healthcare service
recommender system (PHSRS) is proposed. The major
contributions are:

e The PHSRS scheme takes both the similarity score of
user needs and reputation score of the doctors as the
basis for medical service recommendations.

e The PHSRS scheme not only provides accurate
professional recommendations but also protects the
privacy of both the doctor and wuser’s sensitive
information.

e In this scheme, users’ needs and demands, and the
professional’s information are compared in the form
of Ciphertext, not as plaintext.

e |t discovers and filters feedback from malicious users,
and assigns different weights dynamically.

e To demonstrate the efficiency, the proposed PHSRS
scheme is compared to that of other related schemes.

The remaining sections are organized as: Section Il
describes the currently available literature-based solutions.
Following that, Section Il presents the healthcare service
recommender system design goals and Section IV presents
preliminary of the proposed work. Section V defines in detail
about the proposed PHSRS scheme, and Section VI provides
a thorough evaluation of the performance. Finally, Section
VII draws the conclusion.

Il. RELATED WORKS

The protection of one’s privacy and anonymity has
become a topic of widespread interest among the research
communities of healthcare recommender system. If a user’s
privacy is breached, an adversary may be able to discern the
victim’s way of life, their routines, and even in some
instances, the location of a remote user. Li et al. [6]
introduced privacy-preserving online service
recommendations for social communities. Here, interest-
based pseudonyms were used to protect user identity from
the server, but it is unfit for recommending professionals. An
online friend suggestion based on user’s trust relationship
and social attributes has been proposed by Ma et al. [9] in a
private manner. However, it cannot be used to generate
doctor recommendation as there are no direct relationship
between user and doctor in healthcare systems. To make

accurate  healthcare service recommendations, both
reputation and similarity score need to be calculated.

Huang et al. [10] proposed privacy-preserving vector
similarity computation model. However, this approach is not
efficient as it involves users, trust authority and server to
calculate similarity. A disease prediction scheme based on
matrices is proposed by Zhang et al. [11]. To calculate
reputation scores, Hu et al. [12] uses Dirichlet distribution
and proposed a privacy-preserving communication scheme
for vanets. However, due to the dynamic nature of users’
feedback scores, the scheme is inaccurate. Furthermore, the
server processes users’ raw data and raise privacy concerns.
Recently, numerous models have been introduced to protect
user’s privacy.

A privacy-preserving scheme for truth discovery
(PPTD) was proposed by Miao et al. [13] to preserve user’s
sensitive data in the cloud. Unfortunately, their scheme
becomes less effective as number of user increases. Zhang
and colleagues [14] introduced privacy protected truth
discovery (LPTD) scheme for fog-cloud platforms and they
claimed that their scheme is lightweight. Kang et al. [15]
used pseudonyms to preserve private information of fog
computing users. An attribute-based protection scheme is
proposed by Li et al. [16] to share data in cloud. However,
this encryption model is not meant for truth discovery.
Minding the above mentioned limitations, a new
recommender solution is developed based on professional’s
reputation rate and user needs while filtering malicious user
feedbacks. Throughout the system, the communicating
participant’s information should be secure and protected
from malicious activities.

Various methods such as attribute-based encryption
[21], differential privacy, identity-based encryption, elliptic
curve cryptography, and k-anonymity or zero-knowledge
proof are utilized to address privacy [22]. Hashing and
cryptographic methods, primarily the SHA-256 or SHA-512
hashing algorithms, are used by blockchain technology to
secure data transferred between nodes connected to a
network. Due to the possibility of performance degradation,
a suitable privacy preserving strategy must be carefully
considered [23, 24].

The Curve-based cryptosystem [17] has attracted a lot of
interest because of its lightweight operations. It’s widespread
because of the low cost operations, less memory requirement
and low communication overhead. It offers faster processing,
and also requires smaller key sizes than other public key
cryptosystems. The curve-based cryptosystems have
exponential complexity. At a given level of security (2", the
key size grows as n® for curve-based cryptography, but it
grows as n® for classical cryptosystems. As a consequence,
curve-based cryptosystems are now advised to be used for
new products where backward compatibility is not necessary.
The security of ECC depends on the mathematical
complexity of breaking elliptic curve discrete logarithm
problem (ECDLP) [18]. For instance, the security offered by
a 1024-bit RSA key is equivalent to that of a 160-bit elliptic
curve key. Since then, numerous studies have been done to
employ the ECC on recommender system to ensure privacy
protection.
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I11. DESIGN GOAL

The main goal is to design a secure and reliable privacy-
preserving healthcare service recommender system, where
the curve-based cryptosystem is used to protect sensitive
information from malicious activities and unauthorized
access.

A. Privacy Preserving Recommender System

The key challenge of any service oriented recommender
system is the privacy preservation. As a result of the
sensitive personal and medical data that healthcare service
recommender systems handle, privacy-preservation plays a
major concern. The information found in healthcare data can
be used to determine a patient’s identity, treatment history,
and personal preferences. As a result, it is essential to make
sure that sensitive data is shielded against misuse, disclosure,
and illegal access. One of the crucial privacy-preserving
strategies for healthcare service recommendations is the user
anonymity. De-identifying healthcare data is taking out any
personal identifiers or protected health information (PHI).
Techniques like data masking, perturbation, or aggregation
can be used to accomplish data anonymity. It lowers the
possibility of re-identification and safeguard patient privacy.

Secure data storage is the other essential privacy-
preserving measure. To avoid unwanted access or disclosure,
healthcare data should be stored securely. This can be done
by utilizing secure authentication methods, encrypting data
in transit and at rest, and putting access control measures in
place. For healthcare service recommender systems, secure
data sharing mechanisms must be put into place to exchange
healthcare data between healthcare service providers and
seekers. These protocols should make sure that the data is
sent securely and that only authorized people may access it.

The recommendation algorithm should respect user
privacy while generating personalized healthcare service
recommendations. Transparency and accountability are also
essential  for  maintaining privacy in  healthcare
recommendation systems in addition to cryptographic
mechanisms. These systems ought to be open about how they
handle data and include detailed descriptions of the methods
they employ for gathering, storing, and using it. In
conclusion, to safeguard sensitive healthcare data from
illegal access, disclosure, or misuse, healthcare recommender
systems must integrate effective privacy-preserving
procedures. A well-modeled healthcare service recommender
system should preserve patient’s privacy while offering
personalized and useful healthcare suggestions by putting
these precautions in place.

B. Role of Cryptosystem in
Recommender Systems

To protect patient privacy,
recommender system uses various
safeguard the private and sensitive information from
unwanted access or disclosure. Secure multi-party
computation, differential privacy, homomorphic encryption,
and other cryptographic methods can be utilized to ensure
that private health information is shielded from illegal access
and exposure while generating customized

Privacy Preserving

healthcare  service
cryptosystems  to

recommendations. These methods are crucial for
safeguarding patient privacy and fostering confidence in
healthcare recommendation systems. One of the fundamental
cryptographic primitive utilized in privacy-preserving
healthcare recommender system is the encryption algorithm.
Sensitive data can be protected both in transit and at rest by
using encryption algorithms to avoid interception or
eavesdropping and to guarantee that only authorized users
can access it.

Homomorphic encryption is another cryptographic
method used in healthcare recommendation systems that
protect patient privacy. By enabling computations on
encrypted data without first decrypting it, Homomorphic
encryption protects the confidentiality of the data. Using this
method, it is possible to perform computations on personal
healthcare information like patient records or medical
histories. Another cryptographic method used in healthcare
recommendation systems that protect patient privacy is
secure multi-party computation. In this method, several
parties can compute a result without disclosing their inputs to
other. This method can be used to create collaborative
recommender systems for healthcare where several
healthcare professionals can work together to offer
personalized recommendations without disclosing any
patient-specific information.

Another crucial cryptographic method utilized in
privacy-preserving  healthcare ~ recommendations  is
differential privacy. Differential privacy guarantees data
anonymity, preventing person identity while facilitating
personalized recommendations. Through the use of
differential privacy, patient privacy can be protected by
introducing noise or other disturbances to the data while
maintaining its overall quality. Through literature analysis, it
is found that among currently available public key
cryptosystems, curve-based cryptosystem has shown a lot of
promise in terms of both security as well as speed. This is
because of its smaller key size to provide equal level of
security as other cryptosystem provides which means less
computation. The algorithm uses robust security based on the
computational complexity, key generation, curve selection,
point multiplication for encryption, and point addition for
decryption. Due to its tiny key size and quick computation
time, it is employed in the proposed privacy-preserving
healthcare service recommender system.

IV. PRELIMINARIES

The cryptosystem used to protect the sensitive
information and the truth discovery approach used to
calculate the weight of similar users are defined in this
section for better understanding of readers.

C. Truth Discovery

To resolve the conflicts of noisy data, truth discovery
approach is used in various applications. Once the algorithm
begins, then the ground truths are randomly assigned and the
weights will be updated iteratively till convergence has been
achieved. The higher weight will be given to the user whose
data is nearer to previously determined ground truth. The
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distance between the current user data and ground truth is
calculated as:

d(xu x*):— €3]

where o represents the object, X;is the ground truth, X;' is

user data and std, represents the standard deviation of object
o for all users u.

D. Overview of Elliptic Curve Cryptosystem

Public-key cryptography known as elliptic curve
cryptography (ECC) makes use of the characteristics of
elliptic curves to produce safe encryption methods. It
generates the key pair as the initial stage in the ECC process.
The public key is produced from the private key via a
mathematical formula, whereas the private key is a secret
number that is generated at random and kept hidden by the
owner. While the private key is required for decryption, the
public key is utilized for encryption. The curve must be
carefully selected to guarantee that it possesses specific
mathematical characteristics that make it appropriate for use
in cryptography. Fig. 1 gives the graphical representation of
an elliptic curve over the finite field F,.

-4

Fig. 1. Graphical Representation of Elliptic Curve

In ECC, the plaintext message that is being encrypted is
represented by the scalar value. During encryption, a point
on the elliptic curve is multiplied by that scalar value. A new
point on the curve i.e. the Ciphertext is produced as a result
of the multiplication. During decryption, the ciphertext point
on the elliptic curve is added to get the original plaintext
message. Due to the challenging mathematics required to
calculate the private key from the public key, ECC is thought
to be safe.

E. Arithemtic operations of ECC

With a smaller key size ECC offers comparable security
than other public key cryptosystems like RSA. A non-

singular curve with the equation y* =x*+ax+bmod p ,

with the discriminate 4a’ + 27b” mod p = 0, is known as an

elliptic curve Ey(a, b) defined over a prime field F,. The
three fundamental arithmetic operations carried out on the
ECC are

e Point multiplication: addition of a point in k times
e Point addition: addition of 2 different points
e Point doubling: addition of same point

Assuming there are two points on the curve, then point
addition isP, =P+ P, mod p « E(F, ). The same point is

added twice P, =P, + P mod p € E(F, ) in point doubling,
whereas the same point is added k times
P=kPmodpeE(F ) then it is called as scalar
multiplication.

F. Elliptic Curve Cryptosystem

The PHSRS scheme achieves privacy preservation using
Elliptic curve cryptosystem. It comprises of key generation,
encryption and decryption algorithms.

o Key Generation: The domain parameters that are made
publicly available for key generation are the prime p,
elliptic curve E, and the generator point P. Let us
assume that the point P is on the curve E(Fp), then the
cyclic subgroup fabricated by P is given as

(P)={x,P,2P,3P,--,(n-1)P} . Now, the key pair is

generated by uniformly selecting the random integer k €
[1, n-1] as a private key, and its equivalent public key Py
is computed as P, = k x P. The security of an elliptic
curve cryptosystem relies on the hardness of computing
k from Py though provided with P which is called the
ECDLP.

e Encryption: The data M which is to be protected is
initially converted into the point on the elliptic curve Py.
Then it is encoded into its corresponding Ciphertext C
which is the pair of points (Cy, C,) as follows:

c=(c,c,)=(kr,P, +P) ()

e Decryption: With the Ciphertext C, the following
actions are performed to retrieve the plaintext Py.
Finally the point Py, is then decoded to the original data
M.

R =0, ke)=((R, +R)-(kxkP))
=P, +kP —kP =P,
G. Elliptic Curve Discrete Logarithm Problem

The elliptic curve discrete logarithm problem (ECDLP),
which is the problem of separating the private key from the
public key, determines how secure ECC is. For an elliptic

curve E(F) , determining an integer k [0,n—1] from
Q=kxP is difficult,
P e E(F )and the resultant pointQ e (P). Even for large

provided a generator point
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key sizes, the ECDLP is thought to be computationally
infeasible.

V. PRIVACY-PRESERVING HEALTHCARE SERVICE
RECOMMENDER SYSTEM (PHSRS)

The privacy-preserving online healthcare service
recommender system (PHSRS) is designed, where the user
submits the service request through public network to the
medical server, following that server suggests the
professionals based on their requirements. After that, the user
will provide feedback regarding the received service quality
to compute particular professional reputation rate. The
formal PHSRS model is demonstrated in the Fig. 2, which
consists of User, Medical server and the Trusted Authority.

e  Users are the person who needs medical advices and
they must own smart device to send the request and
to receive the recommendations. Following that, the
user provides feedback in order to assess the quality
of service they received.

e Trusted Authority is in charge of managing and
distributing the key resources to users and medical
Servers.

e After receiving the service request, the medical
server calculate the similarity score between user
needs and professional’s attribute, then responds to
user with suitable doctor suggestion. And then
collects the feedback from them to calculate the
reputation scores of doctors.

Trusted Authority

Mesdiz 2 Server

Ouline Tvers

Fig. 2. The PHSRS System Architecture

The proposed privacy-preserving healthcare service
recommender system (PHSRS) consists of system
initialization, professional recommendation, and reputation
score computation phases. These are explained in detail the
following subsections.

H. System Initialization

Trusted authority (TA) is the one who is completely
believed by all the participants of PHSRS scheme. Initially,
TA selects the global parameters like elliptic curve, generator
point and then generates the key pairs based on the security
parameter. Finally, TA distributes these key pairs to the
appropriate user and medical server, respectively.

I.  Doctor Recommendation

The entire process can be broken down into three parts:
sending the requirements, calculating the similarity, and
recommending the professionals. Each participant should
prove their authenticity before taking advantage of the
service provided by the PHSRS system. After successful
authentication, the user sends their perturbed demand vectors
to the medical server through public network without
expressing their identities for recommendation generation.

Each user has their own demand vectors A ={a,a ,---a },

includes name of the hospital, information about the
department, the type of disease, and so on. Similarly, the

doctor’s  attribute  vector B ={b,b,---b} includes

information about the hospital name, the type of treatable
disease, and so on. Then the distance between professionals
attribute vectors and users demand vectors are calculated as
follows:

sim:Zn:(ai -b) @)

Finally, the doctors are selected whose similarity score is
greater than the threshold value. Then the top listed
professionals with highest reputation score is recommended
to the user.

J.  Reputation Score Computation

Following the service recommendation, the user will
provide a feedback to assess the quality of the healthcare
service provided by the particular professional. This
feedback is then utilized to determine the doctor’s overall
reputation score. In this phase, the medical server will
aggregate all the feedbacks received from multiple users and
compute the truth value. With that truth value, the reputation
score of doctor will be determined. In truth value calculation,
different weights are assigned dynamically to each user
feedback, and update them constantly based on multiple user
feedbacks. To compute specific professional’s reputation
score, truth values obtained from various time periods were
used.

V1. PERFORMANCE EVALUATION

The performance efficiency of the PHSRS scheme is
evaluated in terms of the running time required to suggest
relevant professionals. Here, 10 iterations are performed on
the system with 2.5GHz Intel i5 processor and 8GB of RAM.
The proposed PHSRS scheme is compared with other two
related schemes, like PPMR [19] and FSSR [10] to
demonstrate the efficiency of PHSRS. FSSR recommends a
doctor based on only the user similarity. In PPMR, unlike
FSSR, both user similarity and doctor reputation score are
taken into account. It is observed from the Fig. 3 that the
time taken for recommendation generation increases with the
increasing number of professionals. This is because, the
medical server needs to compute the similarity score between
user’s demand vectors and each professional’s attribute
vectors. And the time required to doctor recommendations
based on reputation score is less when compared to user
similarity score, because the medical server selects only the
doctors with high reputation rate.
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Fig. 3. Running Time Required to Recommend Doctors

Initially, the truth value of several user’s feedback from
various time period is obtained before computing the the
reputation rate of professionals. The running time required
for discovering the truth values of existing PPTD [20] and
PPMR [19] schemes and the proposed PHSRS scheme is
compared and depicted in the Fig. 4 with different number of
users. It is clear from the Fig. 4 that the running time
consumed by PHSRS is significantly less when compared to
the schemes PPTD and PPMR with the increasing number of
online users.

™

e
" d — . PIMR
« PHSRS

-
-

* ¥ v v
MO IS N0 2% N A% e v AR

Tatal Time for Truth Discovery (v}

Number of Usery

Fig. 4. Comparing the running time required to discover truth values

The running time required to discover truth values
increases linearly with the increasing number of online users
as seen in Fig. 4. Similarly, Fig. 5 depicts the total time
required for calculating the reputation score with different
number of truth values obtained from various time periods. It
clearly shows that the time taken to compute the reputation
rate is comparatively small when increasing the users from
100 to 500, confirming the performance effectiveness of the
PHSRS scheme. As a result, as the number of service seekers
grows, PHSRS becomes more proficient.

FHSRS
"

Time ()

T v v p—y T T
I 15 0 250 e M din i e

Number of Truthw

Fig. 5. Time Required to Compute Doctor’s Reputation Score

VII. CONCLUSION

The privacy-preserving online service recommendations
for E-healthcare system is proposed to assists users in
discovering a appropriate doctor based on their needs,
interests and reputation rate of doctors. In comparison to the
existing associated online medical recommendations
schemes, the proposed PHSRS scheme is more efficient and

accurate. In order to achieve secure recommendation
services, the privacy-preserving system were developed
which prevents the unauthorized user from accessing the
user’s private data. A thorough performance analysis
demonstrates that PHSRS is efficient and can provide
reliable online service recommendations.
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