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Abstract— The identification of individuals based on their
distinguishing biological and behavioral attributes is the focus
of the newly growing field of biometrics. Biometric algorithms
play a significant role in the efficient operation of identification
technologies, which are used for a variety of tasks such as
identification, access control, and surveillance. The purpose of
the study is to examine the various biometric approaches and
performance levels employed in the development of biometric
technology. The survey's results are listed below. The many
phases involved in developing a biometric system, such as data
collection, feature extraction, pairing, and choice, will be
described in the next section. The study's primary focus will
therefore be on evaluating biometric algorithms, coupled with
performance metrics including accuracy, untrue admission
rate, and non-match rate. To examine the efficiency of several
biometric algorithms, benchmark datasets including the
Biometric Vendor Test and the Fingerprint Identification
Competitor will be used. Future breakthroughs in biometric
algorithms are also covered, including the development of
hybrid techniques that integrate several biometric modalities
for improved performance and the use of deep learning
techniques for feature extraction and matching. Identifying
key properties inside a biometric, such as a face's specific form
or the grooves of a biometric, is referred to as feature
extraction. All of these traits are being used to create a unique
foundation for each person. The pattern generated from the
biometric data is compared to a dataset of previously stored
data in the comparison process. Overall, the biometrics
approach is a complex and advanced procedure that needs
specialized expertise and tools to be successful. With the
popularity of biometric systems growing, more scientific study
will be needed to improve the accuracy and dependability of
the systems. Suggestions to improve the accuracy of the system,
the biometric would be best option.

Keywords— Security environment, biometric
authentication, and biometric technology authentication,
verification, performance metrics.

|. INTRODUCTION

The word "bio" as life, "metria" as measuring are
source of the word ~ "biometry." The method of assessing
specific body characteristics of individual using automated
systems is our goal in the area of security sciences, and it is
referred as biometric identification. To use a specific
technique to identify or validate a person is one way to
increase security for the purpose of person verifying and
identifying attributes utilizingbiological and behavioral
types, biometric systems are used. The two primary types of
biometrics are: biological or behavioral traits. The most
trustworthy and secure solutions to traditional means, such

as knowledge-based and token-based systems, are faces,
fingerprints, veins, and speech. Uni biometric systems have
a number of issues, including inconsistent biometric data, a
poor recognition rate, the ability to be easily fooled, and
others. The multimodal biometric system's sensor measuring
unit receives information from several attributes. A
biometric pattern identification system compares biological
or behavioral characteristics of a person's biometric
attributes to determine their identity. A biometric system is
an automated identification method that uses a person's
distinctive traits to identify individuals.

Identification: By comparing the biometric test sample
to the trained structure recorded in the database, the
authentication of a person is carried out.

Verification: By comparing the test image to the alleged
biometric characteristics in the database, the authentication
of a person is carried out.

Verification and identification are the two crucial
building blocks of human identification in the biometric
system. As was said above, each block is used in a variety of
applications and under various circumstances. The selection
is made after comparing the image to the databases'
recorded photos, which makes the identification procedure
more difficult and expensive. In contrast, one-to- one
matching is carried out in the verification system.

Il. LITERATURE REVIEW

A. Access control-based remote authentication method for
multi-server environments.

Min Zhang, Wen-Rong Tan proposed the importance of
the user's access log on the website has significantly
increased. Additionally, the site analytics service is
extensively utilized and is now frequently effective. This
study's goal is to provide behavioral biometrics that may
be used to forecast a user's level of interest in a particular
product by looking at website access data. We carried up
an experiment in which the participants were instructed to
purchase online. Comparative analysis is done between the
amount of interest in a certain category of goods that is
expressed in an interview and the website access logs
recorded throughout the purchase process. The findings
reveal that there were considerable differences between the
web-searching activity patterns and several factors based
on the access log.

The multi-server authentication technique provides a
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number of advantages over the single-server scheme,
including a lot of benefits. Users don't have to remember
several passwords or sign up for each application server
for instance.

B. Fusion of Hand-Based Feature Levels for Biometric

Recognition of Single Sample.

Yangiang Zhang; Dongmei Sun; ZhengdingQiu
proposed the real-world applications, one sample
biometric recognition may produce subpar recognition
results. We describe a unique feature level biometrics
fusion method to address this issue by fusing the palmprint
and middle finger picture, both of which may be obtained
from a single hand image. The pictures of the palmprint
and middle finger are first used to determine the local
embedding subspaces using a manifold learning technique,
and the concatenated feature is then extracted using
principal component analysis (PCA). This would result in
good performance since the local structures of individual
biometric models would be kept while the redundancies
between them would be minimized. The testing findings
showed the average recognition rate of score level fusion
and single modal biometrics, in comparison to
recommended strategy received a considerable boost,
reaching 98.71%. To show the effectiveness of the
suggested fusion strategy, performance comparisons of the
cumulative matchcharacteristic (CMC) curves for various
recognition algorithms were also made.

C. The Federal Bureau of Investigation uses forensic
biometrics from images and video.

Nicole A. Spaun proposed According to the forensic
Sound, Live feed, and Photogrammetric Unit employs
forensic examiners who carry out tasks including human
identification (from images and videos), which includes
height estimation and comparisons of the face, ears, hands,
and feet. Exams are carried out without the use of automated
biometric software. The amount of case, it is predicted that
automated biometrics would improve examination process
efficiency and give statistics and likelihood rates that may
be used as evidence in court. It provided funding for
research initiatives on ear and facial individualization in
order to create such biometric systems. The planning more
study on hand, ear, and face biometrics.

I1l. BIOMETRICS IMPLEMENTATION

Unique identifying systems with high operational
accuracy are definitely needed. Biometric authentication is
one approach for this, where the distinct traits that are
mostly unchanging and unforgeable are all being
investigated. There are several such characteristics, like
the well-known eye, palm, or optic. All while these
technologies do have weaknesses, they nonetheless
provide significantly better safety than knowledge- or
ownership ones. Various categories may be used to
classify biometric security methods, but from the
viewpoint of the reader, three things stand out: the amount
of the gadget requires physical touch to work, and the
recognition period (which includes the level of user
cooperation/effort, any additional time required for
location or other recognition operations. Regarding the
consumer, the accuracy and security are the key factors,

which ensure a negligible amount of erroneous acceptance.
Since many users have hygiene issues about devices that
many other users also contact, contactless technologies are
frequently selected. Although this concern unfairly
disadvantages biometric identification methods, user
acceptability is nevertheless a crucial element in the
effective implementation of such system. Dentification
time is often minor compared to the entire access cycle,but
it depends on the user's amount of cooperation, which
implies that it might vary widely. The performance of the
algorithms in the systems now in use is often under a
second, but no longer than a few seconds. Improper system
utilization is the source of the problems. A person finds an
only one refusal irritating, and numerous failures may
require the action of the guard force based on the safety
rules in place, having caused backups in the entrance
waiting list and significant disadvantage for the
telecommunication services. But even so, consumers must
acknowledge that these instances will everyone in a while
give rise and may not be totally eradicated. Various
surfaces and indications may assist the user in this. By
eliminating some degrees of freedom, we can lower the
likelihood of inaccuracy. Indications with restrictive
materials to restrict freedom levels to one help the
operator, making failed identification with that technology
very uncommon. Hand geometry identification is an
excellent illustration of this. On the other hand, this
implies an increase in the need for physical interaction,
which might result in user unhappiness given the
previously mentioned concerns.

Sensor f——>  Sample

Not Match

Database ;

IV. BIOMETRIC TECHNOLOGIES COMPARISON

Compare Match

Reject

Fig: 1. Biometric system

The preceding point's biometrics remedies may be
categorized and compared using a variety of criteria and
measures. Such an analogy will give guidance when
coordinating the installation of a new technology and aid in
outcome prediction.

e FAR: This demonstrates how frequently a system will
identify an unauthorized user as authorized, weighed in
percentage.

e FRR: This demonstrates how frequently the system will
treat a legitimate user as anunauthorized one and deny
access calculated as a percentage.

e GFRR: This illustrates the FRR of a device in real-
world conditions, including user mistakes, with the
assistance and expansions of [1] ABI's research %-
based measurement.

e FTE: This demonstrates the number of persons that
might not be registered in the system and are thus
unable to utilise it. calculated as a percentage.
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e SPOOF OF RISK: It demonstrates how easy the system
may be thwarted by various means (for example,
displaying simply a picture of the fingerprint to an
optical fingerprint scanner instead of a real one).

e SAMPLE LIVE DETECTION: This demonstrates if the
system can tell the difference between a real user and a
spoofing attempt.

e ACCEPT USER: This demonstrates a user's overall
acceptance of the technology, together with their
readiness to cooperate and any misunderstandings or
anxieties that may have affected their acceptance.

e REQUIREMENT CONTACT: This demonstrates if the
user must remain in close proximity to the gadget in
order to carry out the identification.

e BIOMETRICS STABILITY: This demonstrates if the
sample evolves ovetime and whether any outside
influences may be present.

V. PROBLEM STATEMENT

These issues inevitably lead to another one, which is
that choosing a biometric solution for a security project is
totally based on opinion. For instance, a well-known partner
may advise something, or a consumer may choose for a
well- known company's well-publicized system. The whole
distribution chain is characterized by this ignorance.
Manufacturers make claims about their goods, distributors
buy them based on arbitrary pricing and value standards,
and designersandpotential customers utilize this information
to choose the system. No independent, trustworthy sources
exist that could offer information on whether the system is
capable of carrying out a specific job or not. Even safety
firms and specialists are bumbling throughout the dark and
frequently carry out the necessary checks itself. However,
the majority of these businesses short in time, finances, and
expertise needed to conductsuch tests in a logically sound
and repeatable manner.

TABLE 1:ANALYSIS OF BIOMETRICS SYSTEM

Biometric Biometric
identification o Application Threat
Stability
methods
Range of Many mai);] not use it
Visual sensor Alter rare appl:)c;_:gp for everydayapplications
Ject extremely unreliable
recognition.
technology
Many may not use it
. Unique Brake disc in e\_/ery_day
Capacitive sensor - applications
alterations measurement g
extremely unreliable
technology
Many people might
Uniaue not use it in daily
Tap the sensor at Industrial usages |situations. extremely
alterations .
unreliable
innovation
Mult_lple-gpectral Will not alter Water_leak ) o )
imaging detections insufficient skills

Many people might
not use it in daily
often alters |peech recognition |situations. extremely
unreliable
technology

Recognition of
voice

Alter

Discarded invention
extreme rare

The eye scanner Eye accuracy

Palm vein Computer login

RATE OF
REFERENCES TRAITS RECOGNITION
Turk et al. (1991) Face 71
Wang et al.(2006) Face 77.50
Eskandari et al.(2013) Face and Iris 97.25
Gottumul((é(g(l):zr;dVl jayan Face 7250
Ahonen et al.(2006) Face 78.75
Patel et al. (2019) Fingerprint 97.7

TABLE 2:COMPARATIVES BIOMETRIC IDENTIFICATION

Biometric
identification
methods

Biometric

Stability Threat

Application

To unlock various

Retina Biometrics | will not alter [devices like smart cannot be used by

phone etc. everyone
Many people might
. not utilize
Measuring commonplace
face identification | Alter regular | features in an Pl
image technologies.

extremely unreliable
innovation

recognition Will not alter and room NA
entrance
Identification of . Credit card login, | may not be utilized
i . Will not alter
fingers veins Atm etc. by everyone
Geomet Personal
reco nitiorr?/in Unique verification, sensitive innovation
d alterations tracking
hands
attendance
V1. CONCLUSION
Human identification by biometrics is based on

physiological and behavioral traits. Condensed biometric
scanners come in many different varieties, computers can
analyze enormous volumes of data, and developing
biometric authentication systems is readily affordable in
today's technologically advanced world. In addition, the
threat of terrorism still exists in the modern world, and
rigorous security and monitoring measures have emerged
as a major worry. Because biometric technologies
outperform traditional security measures, they are now a
wise alternative for authorization, employee identification,
and access control. This article provides key facts about
biometric technology to assist novice researchers in
selecting a subject in this area based on their preferences.
Information has been provided on everything from the
fundamental design of the biometric system to recently
developed biometric technologies. Researchers have
proposed two distinct state-of-the-art designs for access
control biometric systems (uni-modal and multi- modal).
One must have finally come to the conclusion that a multi-
modal biometric system offers greater accuracy than a uni-
modal one.
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