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Abstract.

In today's multimedia world, picture watermarking has become an essential component. Watermarking is a technique for
securing information from tampering and ensuring integrity of data by injecting additional context to an original picture.
Complicated and expensive, frequency transform domain methods diminish picture quality by reducing bit embedding. Uses the
basic DCT technique with certain changes and applies it to the frequency ranges of DWT, as suggested. For embedding and
extraction, the output is also employed in conjunction with a pixel alteration approach. An increase in efficiency in terms of
time, imperceptibility, and stability is expected to be obtained.
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1. INTRODUCTION

As a signal-processing discipline, image processing is concerned with analyzing and processing images in order to produce the
desired final picture, or to produce images that meet certain specifications. One must not overlook the importance of real
material, as well. A digital picture's information should not be altered or duplicated throughout the digital processing of the
image. Encryption, cryptography, digital signatures, and Steganography are some of the methods used to ensure the validity of
material [1]. Both have their drawbacks. It is possible for a digital signature to identify changes to a picture, but it is not possible
to determine the exact location of such changes. Information does not become yours when it is encrypted.

The employment of an image watermarking method [2] is one approach to provide validation, copyright, or ownership identity.
Various algorithms are used to incorporate the appropriate watermark or brand into the original picture. In contrast to
embedding, extraction typically goes the other way.

Digital information may be readily duplicated and manipulated because to the fast development of the Internet and digital
multimedia capabilities. It is possible to leverage a watermark's security to stop material from being used illegally and to
safeguard rights to intellectual property [3].

Figure 1 depicts the watermarking process. Four processes are involved: watermark creation, embedding, attacks, and recovery.
Despite the attacker's best efforts, the watermark should remain hidden even if the host picture is rotated by a little amount.
Figure 2 depicts the fundamental steps involved in watermarking. Privacy via watermarking is a major problem because of a
variety of attacks, including as rotation, translation, filtration, injecting noise, compression, etc. Copyrights mostly make use of
frequency transform techniques [4]. Nevertheless, the integrity has worsened, thus additional bits cannot be inserted. Figure 3
depicts a picture with a watermark that may be seen. In tandem with pixel modification approaches, frequency domain
approaches are incorporated, but they are time-consuming, complicated, not robust to diverse forms of assaults, and mostly
capacity is lowered.
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Figure 1. This is a simple watermarking framework.
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Figure 2: Process flow diagram for watermarking.

5__:‘“ N .
Figure 3. Watermarked image sample.
[5] In watermarking, the most essential aspect is to offer great resilience, safety, and scalability. Different forms of assaults must
be thwarted by watermarking methods in the spatial and frequency transform domain. In a legal or medical matter, for example,
a single photograph might be crucial evidence. Using technology such as Adobe, somebody may have made subtle
modifications to the picture that would not be obvious to the naked eye. This would cause large alterations in such
circumstances. Using fuzzy preprocessing is necessary if the photos are impacted by uncertainties and errors that influence the
entire situation. Characterization of Watermarking Methods by kind of attack is shown in Figure 4.

Watermarking based on |

Figure 4: Techniques for watermarking categorization.

In this technique, improvements are made to the unifying framework and existing approaches are combined to create amethod
for embedding and extraction. Then, a variety of assaults are used to evaluate the efficiency [6]. As a starting point, the
fundamental goal of this study has been to provide a novel way for embedding and extracting data utilizing a hybrid method that
includes modifications. It is therefore possible to compare the suggested technique’s effectiveness with the efficiency of current
solutions.

In this work, adjustments to DCT methodologies and mixtures of DWT, as well as modified approaches with pixel modification
that remove the need of DCT for detecting DC parts in spatial domains, are implemented and analysed.

2. RELATED STUDY

Watermarking approaches for copyright and ownership recognition are covered in this area of the research. Watermarking is a
popular approach for squaring the patient's relevant data for assessment in medical photographs. It has been determined that the
effectiveness of an invisible watermark in a medical imaging application may be examined under a variety of assault scenarios.
Nonetheless, most techniques fail to perform well when subjected to rotation assaults in copyrighting attacks. There is a test
case of the medical photo watermarking approach for varying degrees of rotation assaults in this dissertation. Edge detection
and dilatation methods are used in the construction of an undetectable watermarking approach for medical images. The dilated
picture of the high frequency wavelet band is employed as a key for embedding by author [7]. Scaled As a watermark, dilated
values are combined with a Gaussian noise template. The high frequency subband of the watermarked picture during the second
level DWT decomposition is employed for watermark extraction during the redevelopment process.

Rebuilding quality is examined for various edge detector configurations and by adjusting scaling settings in conducted to test
the technique's effectiveness against differing degrees of rotation assaults. Using the Canny edge operator and larger scaling
variables under rotation attacks, it was shown to be the most effective method of obtaining the watermark during reconstruction.
For various medical pictures, a parametric research is carried out using Mean Square Error and Signal to Noise Ratio. Copyright
protection for digital goods is under significant threat as a result of the fast advancements in digital signal processing and
computer network technologies. It is via the use of digital watermarking technology that copyright protection and content
authentication are both made possible. A deep learning-based watermarking technique for color images is presented in
publication [8]. The image's distinctive characteristics may be gleaned using the YUV color space, DCT, and binarization of the
chrominance component. Testing results shows that the method is resistant to noise, compression, filtering and cropping, and
successful copying assaults.

These days, many kinds of multimedia data, including text, images, music, and video, are created on a regular basis. Multimedia
data security is the most important concern. Intruders have easy access to multimedia data and may quickly alter it. It is possible
to safeguard multimedia data from illegal access by using watermarking and steganography methods. The data is hidden in the
carrier signal via watermarking. Using Steganography, digital data (e.g. data files like audio, video, and text) may be hidden in
another digital file. Maintaining watermark integrity is one of the primary goals of the watermarking process. As soon as an
intruder attempts to corrupt or erase the watermark from the digital transmission, it's no longer usable. Different uses of
watermarking, properties of watermarking, and the fundamentals of image processing are discussed in article [9]. In addition,
the literature on digital picture watermarking is thoroughly reviewed in this research. We've also covered a few of the more
advanced methods of optimization.
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A new non-blind watermarking method for protecting personal information has been developed [10]. Using the signature of
the document's owner as a watermark, the document's ownership and authenticity may be confirmed and preserved. Unlike
other current approaches, the one we've described is dependable while also being almost undetectable. Relative and absolute
findings reveal that the suggested strategy produces outstanding outcomes in experimental simulations and assessments.
Multimedia data, such as digital photographs, are increasingly being used and produced as a result of the widespread usage of
smart products and open networks. Although it has certain benefits, intellectual property violations have arisen as a result of this
[11].
Watermarking digital images is a promising solution to these problems. When it comes to protecting intellectual property and
improving the security of digital photographs, a new watermarking method is proposed in article [12] [13] that uses reversible
data concealing with contrast enhancement. Reversible data hiding is used to hide a watermark logo in the spatial domain of the
original picture such that the logo is exposed and the watermarked image is returned to its original form utilizing reversible
functionality, which increases contrast and hides large amounts of data bits. Using the suggested method in a real-world setting
has shown to be successful [14] [15]. The system's performance is compared to what is already available [16] [17].
3. METHODOLOGY
In both sectors, picture watermarking employs a variety of techniques. A wide range of picture watermarking techniques are
utilised for both domains, including methods that alter the values of pixels, LSB-based watermarking, and DWT-based
watermarking, among others. In all of these strategies, geometric and image processing assaults are not completely thwarted.
DC components must be found using DCT in order to use these strategies.
Thus, the answer to this problem is a mechanism that modifies a fundamental procedure and removes the usage of DCT to
discover DC components. Modifying DC and changing pixel values in the watermark is done as per the new approach, and then
those watermark bits are replaced in the hosting file's DC components using the new approach. Figure 5 depicts the suggested
methodology's process.
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Figure 5. Proposed workflow.

Step I: Modifying fundamental procedure.

The LH band of the DWT technique is modified in the basic DCT technique to implement the alteration. DC values are updated
and the frequency band is recalculated before further analysis is carried out. Figure 6 depicts the alteration of DC components.
Tables 1 and 2 illustrate the embedding and extraction of DC coefficients that have been adjusted.

Block Image
Pixel 1 2 3 4
1 52 52 50 54
2 50 53 55 55
3 53 52 54 56
4 53 57 54 50
Table 1. Calculation of DC Coefficient.
Resulted Image
Pixel 1 2 3 4
1 56 56 54 58
2 54 53 55 55
3 57 52 54 56
4 56 57 54 50

Table 2. Updated DC Coefficient.

Attacks and Result Comparison.
To determine the actual and changed values, the operations were carried out on the host image. Next, a side-by-side comparison
is carried out. Figure 6 depicts the whole process of embedding, extracting, attacking, and comparing results.
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Figure 6. Proposed embedding, extraction algorithms, attacks, and result comparisons.
4. RESULTS AND DISCUSSIONS
The following is how the initial change to the fundamental method is carried out here. When it comes to DC, there is no need
for DCT or IDCT since it is immediately implemented in the spatial domain. Figure 7 shows a MATLAB simulation of a
redesigned DC source.

Original Host Image DCT Image

Inverse DCT Result after modifying each pixel
Figure 7: Alteration based on DCT.
For the Block Image, the DC component is calculated using Tables 1 and 2.
4.1 Embedding and Extraction Process
Figure 8 depicts the end outcome of the watermark encoding and decoding process. Several assaults, including scaling, resizing,
adaptive filtration and salt and pepper noise and Gaussian noise are presented in the following examples of watermark
extraction. After scaling a picture to check for scaling assaults, the watermark is recovered in Figure 9. Using the suggested
watermark extraction technique, Figure 10 shows how the first watermarked picture is clipped from all four edges and the
watermark is then retrieved. An image-filtering assault is made to the watermarked picture in Figure 11 before the watermark is
retrieved using a high-NC algorithm.

Image a using Hybrid based on Performance Parameter
Analysis

Figure 8: Embedding and extraction using the Suggested method.
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Figure 9: Image scaling attack and extraction of watermark after scaling of watermarked image.
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Figure 10: Cropping attack and extraction of watermark
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Figure 11: Adaptive filtering attack and extraction of watermark after filtering the watermarked image.

Salt and pepper noise is used to mask the watermark in Figure 12, and then the suggested approach is used to remove it. The
normalized relationship is measured by comparing the original and retrieved watermarks. Table 3 compares the retrieved
watermarks from various assaults with the original 64 x 64 watermark.
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Figure 12: Injecting SP noise on the watermarked image
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Table 3: Comparison of extracted watermark image of size 64 x 64.



6
4.2 A Real-Time Image Embedding and Extraction

Different resolution photos are utilized to measure the capacity. Images with watermarks are subjected to various assaults,
which are subsequently used to remove the watermark. Histogram equalization, Gaussian noise, sharpening, and other methods
are among the attack options. Using the suggested technology, watermarks may be embedded in real-time images as shown in
Figure 13. An assault on a watermarked picture is shown in Figure 14, where the suggested approach is used to remove the
watermark from it. Gaussian noise is applied to the watermark in Figure 15, and the watermark is retrieved after the noise is
injected. Using the extraction process, a watermark may be removed from the picture in Figure 16.

Image Watermarkng Approech using Hybed domein based on Perfomance Perereter
Aralyss

Figure 13: Embedding and Extraction using the proposed method for a real-time.
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Figure 14: Applying histogram equalization
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Figure 15: Injecting Gaussian noise
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Figure 16: Sharpening watermarked image
Retrieved watermark is compared to original watermark in the following Table 4 to verify for resemblance and to measure
normalized relationship, as shown
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2048

Table 4: Extraction of watermark Comparison

Existing and suggested methods are shown in Figure 17. NC should be as close to one as possible. This implies the technique is
particularly resistant to a variety of assaults. Based on the graph, it can be determined that the suggested strategy is the most
effective against all known forms of assaults. Increasing the size of the host and watermark images reduces the value of NC
while also lengthening the time it takes to execute.
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Figure 17: Comparison of Normalized correlation graph.

Figure 18 shows a comparison between the proposed technique and the current one based on PSNR, MSE, execution time, and
NC value. Watermarking requires a high level of durability and resistance to deformation. DWT has been widely applied in
earlier watermarking systems. Nevertheless, coefficients in the LL band frequency have strong resilience but poor distortion
resistance, resulting in incorrect watermarking. DC coefficients are altered in the suggested technique, and then watermarking is
carried out in the spatial domain, resulting in both high resilience and greater resistance to distortion. The suggested technique is
more flexible and gives a better description of time and frequency. The drawbacks of utilizing DCT may be mitigated by not
using DCT to locate DC, which increases execution time and MSE. The suggested technique may be used to a wide range of
picture resolutions. The peak signal-to-noise ratio declines as the size of the base picture and watermark rises, but stability and
runtime and mean square €errors rise.
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Figure 18: Performance Comparison Graph

5. CONCLUSION AND FUTURE SCOPE

Different watermarking methods are discussed in this paper. Additionally, other sorts of assaults on photographs have been
addressed. The quality of the original picture should not be affected by the inclusion of a watermark. Work has been performed
extensively to develop systems that are imperceptible, resilient, secure, and scalable. The primary goal of this project is to
ensure long-term viability and high capacity. The basic technique is therefore altered, and embedding is carried out using a
mixture of altered methodologies and established DWT methods; this cumulative approach is then used with pixel
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modifications, which improves capacity, reliability and imperceptibility while decreasing the overall execution time. MSE,

PSNR, NC, and time are among the four metrics used to determine if the new approach improves on the old one. Instead of

using SVD, RDWT, etc., DWT is used in this system. The same methodology may be utilized for video watermarking, and the

same procedure can be employed.
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