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Abstract.

In the last decade, Technology is constantly evolving and producing new products
numerous revolution. The Internet of Things (10T) is a concept regarded as one of the most
significant technological transformation. (I0T) connects two worlds: virtual and physical.
We discuss in this paper conduct a comprehensive review of the literature on the various
factors, challenges and threats that have had an impact on network security in the loT
domain. To identify the articles for the systematic review, on selected databases, we
conducted a keyword search. There are 712 full-text articles in total were discussed, and
the findings disclosed that several architectures and protocols are used to secure the 10T.
The findings also emphasized the importance of improved IoT network security. In this
paper, We also conversed about future studies opportunities, which are expected to inspire
more research in the area of 10T network security.
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1. INTRODUCTION

The Internet of Things (10T) refers to a collection of physical objects connect via as well
as cyberspace communication procedure that takes place inside it. The system facilitates
the exchange of massive transferring large amounts of data between devices [1] without
the need for Human intervention is required. According to Gartner, The number of people
who use interconnected devices will reach 6.4 billion by 2016, which is 30 times the
quantity of connected devices in 2009. According to projections, this figure will surpass
20.8 billion by 2020. These devices are now being used in a variety of industries. Indeed,
there is a rise in demand for these gadgets in a variety of direction as such as smart homes,
wearable’s, e-health, manufacturing automobile, automation, agricultural farming, supply
chain, as well as other operational technologies. Regardless of how unexpected surge there
are still a little available Concerns about the security of these devices that must be
addressed. According to a study conducted by HP, approximately 70% of the majority of
commonly used Wearable computing (loT) devices is vulnerable in user access
permissions, encryption, password [2] security, and other areas. These dangers primarily
include PUAs, Distributed Rejection of Service (DDoS), or other forms of cybercrime of
cybercrime. Some human values are shown in figure 1.1.

The Internet of Things

From connecting devices to human value

m Data sensing

Figure 1.1. IoT for human values [3]

Because l0T devices can communicate with networks require multiple layers of protection.
A variety of protocols, security policies, procedures and algorithms, are used to ensure the
layers' security. These measures are critical [3] in the fundamental security implications of
10T, which is also the central concept investigated within this paper.

The following is how article is organized: Section 2 goes into great detail about the
research process. Section 3 discusses the review's findings, which form the basis for the



3

main discussion in Section 4. Section 5 contains an overview of our significant
contribution and a discussion of the study's restriction.

2. RESEARCH APPROACH

We have conducted a systematic research approach on multiple methods. Further we are
classifying the three categories. These are as below:

2.1. Research Overview

We conducted a systematic review addressing the research questions posed above using a
non-experimental approach based on content analysis. The content analysis contributes to
the development of a methodical and structured reach to identifying and trying to describe
text materials in the current body of knowledge [4]. We refined the text materials in this
paper using a table of contents with to categories the key components of the text content
that [3] will serve as appropriate examples, use categories and sub-categories. We
documented our findings, and Sections 3 and 4 of this article discuss our findings based on
those observations.

2.2. Classification Framework

We discuss in this paper used the procedures [4] proposed by Higgins and Green as well as
Kitchenham et al. for conducting a thorough analysis of classification guidelines was
conducted. The rulebook includes six descriptors: journal year, or title, conference, volume
number, associated SDLC Phase, author keywords, security phase relevance, as well as
key security terms.

2.3. Data Collection

We used keyword searches to search the databases of Science Direct, Springer, ACM
Digital Library, IEEE Xplore, and Wiley InterScience [5]. To choose the texts or
publications for analysis, use the phrase 'loT but also NETWORK SECURITY" in the
'AND' format. The search term was used in Full Text and Metadata. The procedure was
carried out throughout the months of November and December of 2016. During the search,
we excluded standards, prefaces, editorials, courses, workshops, tutorials, poster sessions,
and other English language articles. Text substances or articles are retrieved during in the
lookup of the databases [6].

There are 2906 matches listed there are duplicates in Table 1. We filtered the pulled
articles further to determine their suitability for use. We used to detect exclusion articles
applicable to the Internet of Things and network security domains [6]. Database analyses
are performed in figure 2.1.
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Figure 2.1. Database Analysis in Various Journal

Table 2.1 Results on Database

Sr. No. Database (Conference & Journal) No. Of Hits
1 IEEE Xplore 740
2 ACM Digital Library 121
3 Science Direct 974
4 Springer Link 725
5 Wiley Inter Science 390
6 Total 2,950
3. FINDINGS

We conducted a systematic review of 712 articles resulting from the database selection
process. There are 627 journal articles, 5 booklets, but also 80 conference proceedings
among the number 712. 535 papers have been published among these years 2010, 2013,
2017 and 2021. Papers submitted among 2014 and 2016 (including both years), and eight
articles published between the years 1983 and 2009. Given the range of annual
publications, it is clear that fascination with an emphasis on loT safety has increased
exponentially in the last 3 years when compared to previous years [7].

We identified critical security issues associated with 10T networks that are highly dynamic
and have highlighted network characteristics in this paper. We discovered that every loT
device should be secure and dependable in order to satisfy the privacy requirements,
particularly when these devices are used together including applications such as defence,
sciences of medicine, automobiles, and so on, where the primary concern is security.
However, because of their Despite their small shape, such 10T devices have a lot of power
limited computational ability, making [8] It is difficult to provide security as a result of
risks associated with securing these devices against eavesdroppers, Computer viruses,
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Denial of Provider Phishing, Spoofing, and other threats others have emerged as critical
topics to research in the sense of Internet of Things security. Because of Because of the
limited authority of such loT devices, it is difficult to create an effective architecture for
sensor data storage and networking.

The division these things can be grouped together as "communities”" used to ensure the
security of the Internet of Things. Furthermore, when appropriate authorization is
obtained, these communities can communicate with one another. As a result, data
transmission is dangerous. As a result, Data traffic security among devices and cloud must
also be a priority [9]. There are numerous available methods for enforcing data reliability.
Encryption methods Additional Security Surface (SSL) and Transport Layer Security
(TLS) are two examples (TLS). There are also Secure Mesh protocols, for example, have
been used in Environmental noise Assisted Living (AAL), especially in e-Healthcare is a
lightweight DDoS defense algorithm attacks, and Wireless protocols are layered (Internet,
PHY/MAC, and Capacity for innovation). IPv6/IPv4, TCP/UDP, and 6LOWPAN are all
part of the network/communication layer. The Wireless HART, UWB, IrDA, but also PLC
802.X series are all part of the PHY/MAC layer. CoAP, SNMP, DNS, and DLMS are
examples of application layer protocols.

There are some numerous There are protection alternatives available for wireless
networks, but 802.15.4 link-layer safety is the most common widely used. Unless data
integrity is important, a concern, the 6LoOWPAN system is operational the way to go
because It is capable of supporting per-hop security arrangements via Cryptographic
devices with symmetric keys [10] This system guarantees confidential operation,
Authentication at the source, replay safety, data transformation, and semantic protection In
addition, the network provides straight web entry via standards that are open In relation to
network IP Security (IPSec) procedures are embedded for security the TCP/IP protocol
stack is implemented using software in the operating system, Linux and NetBSD are two
examples. Even so, the protocol is computationally demanding, which has a significant
impact on network performance. Previously, web access or web transfer relied based upon
that application layer CoAP method allowed with web transfer limited Networks and
nodes. This procedure incorporates NoSec, PreShared-Key, Raw Public Key, as well as
Identification card are examples of security modes have been shown to be useful in terms
of transport layer security However, CoOAP remains less secure putting data dependability
at risk, particularly DDoS attacks are prevented. As a result, Security of the Datagram
Network Layer (DTLS) protocol is used to ensure the required genuineness,
confidentiality, and integrity Cookies in the web protocol domain provide protection.
Typically, a collection of application layer protocols is put in place. ZigBee is a popular
collection that is built around the IEEE 802.15.4 Mac. The protocol set is capable of be
used to build effective and efficient network meshes with 216 devices are possible. These
mesh networks have been shown to be have low energy consumption. They have a low
data rate and are self-configuring [11].

Each and every of the protocols mentioned above send metadata, such as the source and
destination identifies between nodes that are highly vulnerable to a variety of attacks, the
most common of which are eavesdropping and packet injection. The Wireless HART
protocol is useful for gaining maximum control so over process environment for
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measurement. Because of The procedure is robust and reliable due to the TDMA-based
MAC sub layer incorporated within using TSMP technology and ratio of availability of
more than 99.73 percent. There are some restrictions in the architecture of security that
must be addressed. The Procedure for trying to carry Authentication for Internet
Connectivity (PANA) is a different network protocol that allows authenticated network
access can be used to address questions about webbing access authenticity on the
architecture. It is an EAP that uses UDP protocol that operates between an EAP
authenticator and an EAP peer [12].

A deep-packet anomaly detection reach with high performance and low weight can run on
small Internet of Things devices is as well a viable option. The method employs n-gram
bit-patterns for modeling payloads efficiently and flexibly, with the n-gram dimension
varying by dimension. Elliptic Curve Cryptography (ECC) is beneficial for developing
portable Public Key Cryptosystems to achieve lightweight integration (PKC). It is
primarily due to the system's key size is small, short and operand length relatively minimal
arithmetic requirements Authority over the protection of the data and communication
transfer pathway is also exercised available for the Black Network via Black SDN is an
10T network architecture employs As the trusted third-party link, an SDN controller is
used. Using encryption to protect the top corner and payload protect against a variety One
surefire method is the use of attacks. The ICN, a fresh (inter-) connectivity paradigm, is
often used to connect all networks of such network functions and protocols, as well as to
the system's core, information identifiers ICN is most advantageous in terms of
information [13] retrieval flexibility. Through flexible semantic-rich identifiers, ICN
enables information "advertisement” and "retrieval.” It differs because of location -based
IP addresses have been examples of identifiers.

In this case study, we examined loT security and analyzed security features and
requirements at various layers. It is possible, based on findings that as the Internet of
Things evolve increased security issues will emerge.

4, DiSCUSSIONS

This paragraph discusses the findings as part of our comprehensive study of 712 loT
network security articles As analyzed, the goal of the majority of the object was to find a
method of conveying data security in lot systems. This research paper adheres to
positivism as a paradigm, which studies observable and classifiable facts. The writings that
were the qualitative research methodology were used in the review to find outcome that
focused on achieving 10T network security. There are a few examples Instances where
both qualitative methods are used noteworthy. Both approaches were used in these articles
to develop algorithms, architecture, and procedures [14] that are efficient.

We also observe that the primary approach used in articles about network security in 10T is
experimental research. The approach's main goal has been to identify various network
security potential attacks. The use it is also possible to use real case analysis as a method
strategy noteworthy, with specific configurations chosen to deal with problems such as loT
network security [15].

In terms of distribution of articles, and over half of those centered on 10T [16] network
security have been published because 2010 The rise in the number of published object
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demonstrates how the domain is attracting researchers from all around the world Growing
system complexities, diverse business scenarios [17], and an extremely competitive and
vibrant global market to function [18], survive, and sustain could explain the increased
interest. We discovered that the majority of the articles focused on providing 10T security.
Traditional methods are giving way to more advanced techniques that improve the security
of 10T devices [19]. This study also had the following limitations:

= Using different keywords for the search may result in different results. As a
result, the keywords were used selected to give a concise overview of the current
trends in 10T network [20-23] safety.

= It used as the same keyword in multiple places different libraries in various
locations times may yield mismatch results (For example, because of a search
engine or library updates).

As per the current record, we found the latest graph on available data mentioned in figure
4.1
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Figure 4.2. Increasing the Accessibility of Publication
5. CONCLUSIONS

Network safety is critical in Internet of Things. This strength in the position is particularly
apparent urgent given how the potential consequences grew widely publicized following
and the effect of attacks has become more radical. It could because of 0T encompass a
diverse set of applications. Some one of the most significant 10T challenges are currently
Safety, privacy, and confidentiality are all major concerns heterogeneity conduct, network
capacity restriction and the massive data management and processing amounts of data in
providing useful information. We investigated various to date, the preferences that have
impacted data security in 10T in this paper. We based our findings on the findings of a
thorough examination of chapter analyzed materials and articles that addressed our
research concerns. Our discoveries suggest that the quantity of significant contribution to
ensure 10T device security has increased in recent times and that is distinct levels of safety
is being considered. The application of proper procedures in the Internet of Things allows
for communication that is interoperable between limited Internet of Things devices and
services.

There are some limitations to the study must be considered. The publications included with
the review of the literature can still be relevant called into question. The method by which
the databases and conference proceedings were chosen for our systematic review still
needs to be refined. Because of the specific objectives and goals, a bias analysis as a result
of article or text material selection it is still possible. There is also a chance that the results
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obtained by searching for 'loT As well as NETWORK SECURITY" in specific channels
will be insufficient. There could be articles that are not found in the search because the
terms the terms "loT" as well as "NETWORK SECURITY" really aren't signifiers or
components of the retrieval. Further research may be conducted with an emphasis on the
potential increase in external consideration network security concerns the reality that
there's been a greater emphasis on different levels of safety could be the driving principle.
Furthermore, A few of the outside factors to consider when considering 10T security is
attention to business considerations, which is also an excellent context for further research.
All of these alternatives should entice researchers to participate in this area of questioning
and research.
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