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Vehicular ad-hoc networks faces numerous challenges, in particular Security and Privacy
issues. Here, security assessment, risk evaluation and many other security features/
calculations are based generally on theoretical ideas, that may project in different level
real life conditions. Hence, the existing of an important risk that these analysis may
not work properly. We shouldn’t forget that the important goal of VANET applications
deployment is to reduce accident rate, which means the reduction of the human deaths
and injuries number. Hence, our focus on the importance of strengthening the security
aspect of different VANET applications and services, Which could be achieved by relying
on security requirements. We found many research approaches covering a significant
part of VANETs security and risk assessment challenges. This article is dedicated to
the most crucial challenges in every security analysis methodology which is the study
of different attack scenarios. These scenarios are generally in accordance with the most
feared threats. So our goal here, is to determine the most probably attack scenario
and how we can deploy the appropriate countermeasures in such a way some risks are
acceptable. Therefore, our approach to VANET defense applies attack tree- defense tree
for advanced vulnerabilities assessment and intrusion detection. Attack tree processing
shows how attackers can penetrate a VANET, so by identifying critical vulnerabilities
we can provide strategies for protecting the critical network assets. Thus, attack-tree
leads us to the optimal intrusion detection and attack response. A strong link is existed
between attacker and defender assets, which can be modeled by a mathematical analysis,
called game theory analysis. This game approach has demonstrated the interaction in
the attack-tree processing.
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Introduction

Serval research aims to develop wireless ad-hoc networks and their applications, in order
to offer an efficient communication between different entities in Vehicular Ad-hoc Networks
(VANETs). VANETs entities could be mobile or fixe with a deterministic properties or ran213
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dom such as: Roads infrastructure, bus, cars or trains, etc. Our work focus on vehicular
networks (VANET) security, where the main objective is to provide road safety measures
or information about vehicles speed and its location coordinates, which are transmitted between the vehicles with or without the deployment of the infrastructure. The communication between vehicles or Vehicle to Vehicle Communications (V2V) is made by a medium
of inter-vehicle communication. The communication also enlist various road infrastructure
equipments, with the intermediary of the vehicle communication to infrastructure (V2I). Also
there are hybrid models obtained by the combination of V2V and V2I [1]. In this vehicular environment, communications are handled by specific entities embedded in the vehicles
which are called: the On Board Units (OBU), by which vehicles are able to communicate
with each other as well as Road Side Units (RSU)[1], that might be deployed every miles
along the highways [1, 2, 3]. VANETs are deployed in order to support a large number of
applications such as location based services, that generally demands the internet access from
the vehicle. VANETs offers a huge number of applications, like Intelligent Transportation
System (ITS), Intelligent Road Traffic Signaling System [4], Collision Avoiding Applications
[5] and Vehicle Navigation System, this applications are basically used in order to provide
road safety and infotainment services to the vehicles by providing them with collision alerts,
warning messages and other location based informations. As being the most crucial part of
the intelligent transportation systems, VANET has become, throughout years, more exposed
to many attacks and security threats; due to its use of wireless based technologies as the core
of its communications. The main objective of our research work is to improve the security
level of exchanged data in these kind of networks. Our aims is to develop a general security
architecture for vehicular communications in the ITS field. We can see the VANET networks
as a new form of Mobile Ad-hoc NETwork (MANET). For our VANET system, game theory
is implemented to analyze all the potential threats that could be executed by the attacker
and the possible strategies of the defender to defend the system. Also the Nash Equilibrium
concept is also used to define the stability state of the system, in order to build a strong defense mechanisms. For that we start via the next section by a general description of the main
components of a general VANET game. Then we underline some benefits of game theory and
challenges in the parameterization of that game.
2

Modeling Vehicular Ad hoc Networks as a Game

In a VANET network, nodes could be considered as an independent decision makers, whose
payoffs depends on other players actions. The following table 1 shows the general components
of a VANET game.
Many advantages were provided by the game theory, such as tools to analyze distributed
protocols for ad hoc networks. In [13], [14] and [15] we found the following common advantages:
• Game theory provides strong tools to study the existence and the convergence to a
stable state when all the network nodes performs independently. Thus game theory
offers a strict analysis of distributed protocols.
• Game theoretic analysis can provide a glimpse approaches for cross layer optimization.
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Table 1. VANET game components.

• The important use of the game theory to design of incentive schemes for ad hoc networks
as presented in [16], [17] and [18], where incentive mechanisms proposed here to lead
nodes to a constructive behavior.
Game theory analysis, help us to capture the cooperative and non-cooperative behavior of
different components of a VANET system. Thus we can design the appropriate security
architecture that provide incentives for individual components to contribute in the defense.
Where by using game theory we can provide an important equilibria that converge to the
optimal possible solution. In the following section we shows how these interactions between
attacker and defender can be modeled in the vehicular networks. Besides, in the paper we
highlight the trade-off existed between security and privacy. In any communicating system,
we cannot talk about a secure system without ensuring its privacy. But nevertheless, in order
to offer a secure system, such as a vehicular system, we need to have the access to some
special information about the vehicles, such as the vehicle identity (ID), velocity, location,
etc. This access can influence its privacy, because any attacker can also read, modify or even
delete the transmitted information, which can cause many serious dangers. All this leads us
to about the importance of ensuring the vehicular system privacy before applying different
security mechanisms.
3

Privacy Games for VANET Networks

In VANETs, privacy concerns two main interests; content-oriented and context-oriented concerns. Content-oriented regards the privacy protection of collected or requested data. Contextual privacy concerns the contextual information, which includes the locations privacy of
nodes and timing and pattern of the traffic flows. After studying the different aspect of the
privacy in VANETs, we admit that the first step to be done is to ensure its context-oriented
privacy. In our system model we focus on the node’s location privacy of exchanged messages,
which become the basis of our attack tree modeling[19].
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Fig. 1. A Basic Attack-Tree.

3.1
3.1.1

Building the Attack-countermeasures tree for VANET’s Privacy
Attack- countermeasures tree construction

Attack trees helps to quantify security and privacy in term of losses caused by attacks [20] or
defender’s gain from applying such security mechanisms. The quantitative analysis leads to
probabilistic risk analysis of the system. Like all mathematical tree models, attack trees are
a diagrams where the root node is the goal of the attacker and leaf nodes are the potential
attacks. Each leaf nodes are considered as sub goals, and their children are ways to achieve
that sub goal. The attack goal (root) must be chosen carefully. Moreover, for complex
systems, we can have many root nodes representing different goals. Nodes can be linked via
Boolean operators in particular AND and OR gates [20, 21] (see Figure 2). OR gates are
used to represent the different ways to achieving the same attack goal, while AND operator
is used to depict different steps in achieving the attack goal.
We tries in [19] to cover the basis and foundations of attack tree modeling is. Similarly
to the attack- countermeasures tree, where we start by defining the vehicular system model
and its leakage which is in our case the node’s location (or position) privacy [22, 23, 24].
Thus the attacker first goal here is the Disclosure of the Node’s Position. Node here can be
a vehicle, sensor deployed over the network or the vehicle’s constructers (other authorities).
So to achieve this goal, many possibilities could be imagined, for example an attacker can get
the location of the nodes via the listening to the communications between nodes, because in
VANETs most nodes broadcast clearly their locations with no encryption mechanisms. Or
by inquiring directly the location from the target node. Or via the physical stealing of the
vehicle. So its becomes easy now to define the intermediate causes of the attack goal. Each
minimum combination of events at the level of the leaf node is known as an attack scenario.
The purpose of establishing the attack tree is to define the most probable scenario that may
occur in the VANET system. The full set of attack scenarios for an attack tree shows the
different possibilities that are available to an attacker that has infinite resources, capabilities
and motivations. Afterwards, for each sub-goal, we introduce countermeasures (or defense

S. Bahamou, D. El Ouadghiri and J-M. Bonnin

217

Fig. 2. Attack-Defense Tree for location Privacy.

Table 2. Grade Standards

mechanisms) that can prevent each action, as we show in the following Figure 2.
From this figure, we take the example for the direct communication sub-goal, the attacker
could try to impersonate someone else identity or make fake identity in order to find vulnerabilities in the VANET authentication mechanism. Attacker could also use its real own
identity to communicate with the target node, where there is no rules that oblige that node
to verify it. As we can highlight the fact that, the lake of the sensitivity about privacy is
the main cause of this kind of attacks. Anonymity of the VANET should be ensured in the
first time also enforcing the public key infrastructure (PKI) makes the network more robust
against this kind of attacks.
3.1.2

Risk assessment and attack- countermeasures tree

For the risk assessments of our attack-countermeasures tree, we need to calculate the total
probability of reaching the attacker main goal. So we need here to take into account many
aspects, such as; the possibility to succeed, attack cost, technical difficulties and the probability that the attack could be discovered. The following table (Table 2) presents the grade
standards related to this attributes [25].
The major challenge here, is to attribute values to each node in the attack tree. Because
it’s requires a knowledge of implementation details in the system, such as; protocols, hardware, operating systems and also the attack tools. So we tries to assign these values to leaf
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Table 3. Attributes for each leaf node.

nodes according to the metrics presented in [26]. So based on our attack tree, we assigned to
each leaf node the following values, as listed in the table (Table 3).

After attributes assignment for attack tree leaf nodes. We calculate the occurrence probability of each leaf node, by using the following expression formula:
PA = (w1 +u1 (attack coast))+(w2 +u2 (technical difficulty))+(w3 +u3 (discovering probability))
(1)
Where u1 (attack cost), u2 (technical dif iculty) and u3 (discovering probability) are the
utility functions of the attribute. w1 , w2 and w3 are the utilities corresponding weights:
w1 = w2 = w3 = 31 . So then we can calculate the total probability of reaching the attack
goal, which is equal to 0.2336, by transferring the attack tree into a binary decision diagram
(BDD) [29].
By the same way, we calculate the attack scenarios probabilities for the proposed attack tree,
where we conclude that the attacker can get the target0 s location privacy just by launching
the attack x3 , thus to protect the system we should focus on this attack.
In addition, risk assessment is occurred also by quantifying the cost of attacks and the return
on security investments for each attack tree scenario. We introduce here, economic factors
in VANET location0 s privacy analyzing, as presented previously this factors (mathematical
indexes) are: the Return on Investment (ROI) [11] and Return on Attack (ROA) [12] factors.
Each factor is considered as the utility functions for the system administrator and for the
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attacker, by viewing the scenario as a classical game with two player looking for different and
usually opposite results. Thus, the attack- countermeasures tree is characterized by:
• Return On Investment (ROI) measures the return that a defender expects from a
security investment over the costs for deploying a defense techniques. It is calculated
with the formula:

ROI =

(ALE × RM ) − CSI
CSI

(2)

Where: ALE is the Annual expected Loss [28] caused by VANETs security threat; RM
represents the Risk Mitigated by a countermeasure, and it0 s represents the effectiveness
of a countermeasure in mitigating the risk of loss deriving from exploiting a vulnerability.
And CSI is the Cost of Security Investment, the cost that an enterprise sustains for
implementing a given countermeasure.
• The Return On Attack (ROA) [11], measures the measures the gain that an attacker
expects from a successful attack over the losses that he sustains due to the adoption of
security measures by his target. ROA is defined as:

ROA =

(GI × (1 − RM )) − (Coasta + Costac )
(Coasta + Costac )

(3)

Where GI represents the expected gain from a successful attack on the specified target
and costa is the cost sustained by the attacker to succeed, where costac is the additional
cost brought by the countermeasure c adopted by the defender to mitigate the attack
a.
In the next section we presents, how these measures are used as the utility functions of the
VANET0 s strategic game.
3.2

A VANET Attack-countermeasure Game

We show here, how game theoretic analysis [30] can be used to analyze the possible strategies
of the VANET system administrator and of the attacker. So for our system use case, we
consider a game which consist s of the following parts:
• 2 players: defender and attacker,
• A set of strategies Sa and Sd for each player. The set of defenders strategies Sd is the
set of countermeasures techniques that he can introduce into the systems, and the set
of attackers strategies Sa is the set of vulnerability that he can exploit.
• Utility function (or payoff) Si for each player (i = 1, 2). The payoff functions are the
Return on Investment (ROI) for the defender and the Return on Attack (ROA) for the
attacker.
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Fig. 3. Attack-Defense Tree for Location Privacy

Table 4. ROA Evaluation

For our attack tree model, we consider the notations presented in the figure 3 for each node
(leaf node).
Based on the expressions presented previously, the evaluation of ROA and of the ROI is
given in the tables (Table 4 and Table 5)
To model the strategic game related to this attack-defense tree, we consider the set of
strategies Sd ={c1 , c2 , c3 , c4 , c5 , c6 } and the attacker0 s set of actions: Sa ={x1 , x2 , x3 , x4 , x5 , x6 }.
We note here that the goal of each player here is to maximize their utility function. For our
case, payoffs (utilities) function associated to a game strategy (ci , xi )are ud (ci , xi ) for the
defender, and ua (ci , xi )for the attacker. Where: ROI(ci , xi )= ud (ci , xi ), and:
ROA(ci , xi )= ua (ci , xi ).
We get then, the utility game matrix show in the table 6.
In this matrix we suppose that players knows the payoff functions with each other, thus
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Table 5. ROI Evaluation

Table 6. Game Strategy Utility Matrix

our game is a complete information game. Also we from the matrix we prove that, our game
strategy leads to an equilibrium in the attack-defense tree. The Nash Equilibrium [30] state
is approved in our model. Thus, the proposed countermeasures in the VANET system are the
best response against the potential attacker strategies.
4

Attack-defense Games Improvement features

Besides the benefits given by applying the game theoretic analysis in the VANET system we
should not ignore its important challenges of this analysis. The main areas of these challenges
are:
• The rationality hypothesis: As game theories are founded on the fact that players
act rationally, means that the player has an objective function. Each player tries to
optimize (by maximizing or minimizing) given imposed constraints (by conditions in
the game) on its choices of actions. Moreover, even if nodes in a VANET system can be
programmed to act in a rational manner, the stable state of their rational behavior does
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not necessarily lead to socially optimal states. Thus, a perfect rationality hypothesis,
does not reflect -in some cases- the observed behavior.
• The fact that a realistic VANET scenarios requires more complex models: Due to the
dynamic and changed nature of the VANETs networks add many changes and modifications in the actions observed by vehicular and road nodes. Such modifications need
to be modeled with a reasonable complex games of imperfect information. Additionally,
modeling of wireless channel models and interactions between protocols at the different
layers involves complex mathematical analysis.
• The choice of the utility function difficulty: It is quite clear, that it is hard to evaluate
the way that VANET nodes will value the different levels of performance metrics, and
what compromise they are prepared to make. The problem is aggravated by a shortage
of analytical models that set each nodes available actions to higher layer metrics such
as throughput.
Hence the importance of evolving this game theory studies, and go beyond Nash Equilibrium
properties. VANET systems are a part of wireless systems, which have a strong capabilities
of sensing their environments by using their cognitive capabilities. Our vehicular system have
then the availability to detect its environment, here, the vehicular system defender can then
detect the possible attackers interests. According to this, defender can optimize its defense
mechanisms, related to the sensing results (we can imagine the same thing from the attacker
point of view). The attack-defense game can be viewed here as a Stackelberg study [31]
in which the attacker and the defender tries to find the optimize strategy before making
their final decisions. We talk here about a game between a leader and followers, where the
defender in our case study is the leader and the attacker techniques are the followers. In
our current work we formulate the previous presented interaction between the leader and
followers as a Stackelberg game [32], our goal here is to present a solution concept based on
Stackelberg equilibrium, where the defender’s goal is to maintain its balance in term of attack
probabilities of the followers (attackers). The basics of Stackelberg game is that the game is
played sequentially such that the followers play knowing the decision of the leader. Moreover,
the leader chooses its strategy knowing that the followers will play depending on their chosen
strategy (best response). Thus the leader will choose a strategy and will communicate its
decision to all the other users (followers) via a mediator. Followers will take into account the
strategy played by the leader to decide their own strategies. Current work describe more in
details these analysis, where we tries to compare it to the Nash Equilibrium achieved in our
attack-defense tree VANETs game.
5

Conclusion

Vehicular ad- hoc networks have emerged recently as a promising technology for next-generation
ad-hoc networking. It provides wide variety of applications that cannot be supported directly
by other ad-hoc networks. Security and risk assessments are a major concerns of this kind of
networks. Via this paper we introduces the different methods to counter the much possible
attack scenarios, by using the game theories principles. Applying the game theory methods
may lead the vehicular system to several status, here we focus on the Nash Equilibrium case.
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We conclude that detection of attackers behavior can depend on the defense mechanisms
of the vehicular system. Thus the existence of a dynamic attack-defense tree, which can
be developed and presented by using Stackelberg processing features. This process will be
described in our future work.
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