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Abstract
We describe a heterogeneous network composed by wireless links and a
power line communication (PLC) infrastructure, using the public lighting
system. The network allows to measure consumption of gas, energy, water,
etc., in an urban scenario with a large number of nodes, and to remotely control the lighting system for efficient energy usage. For the specific scenario
where the network topology is known a priori, we describe a tool for network
planning based on the simulation of the power line channel. Moreover, to
improve PLC link throughput and reliability we analyze the possiblity to
use multiple conductors to enable multiple input multiple output (MIMO)
techniques. Finally, we describe a successfully implemented testbed for the
proposed network.
Keywords: automatic meter reading, energy savings, heterogeneous networks, powerline communications, remote control.

1 Introduction
Power line communication (PLC) is a well-established technology for the
telemanagement of outdoor lighting plants [1, 2]. There already are com-
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Figure 1 Reference scenario for a heterogeneous network based on the outdoor lighting
system for smart AMR and control.

mercially available solutions for designing and manufacturing smart systems
based on data communication over the main electricity (power line carriers),
dedicated to the telemanagement of outdoor lighting plants and of both public and private building lighting systems. These solutions, devoted to energy
saving, environment protection and improvement of life quality, are mainly
based on low data rate PLC technologies.
In this paper we describe how the remotely controlled outdoor lighting
system can be exploited to provide a low-cost, pervasive and heterogeneous
wide area network for automatic meter reading (AMR) and control. AMR
allows to automatically collect consumption, diagnostic, and status data from
water, gas, electricity, or energy metering devices and to transfer these data
to a central database for billing, troubleshooting, and analysis. A picture
illustrating the basic system is reported in Figure 1.
The proposed system uses the outdoor lighting system as an infrastructure, putting a node on each lamp. Each node is connected by PLC to the
backbone network, and contains a wireless transceiver (for instance, ZigBee,
etc.) to reach customer energy metering devices. For lamps for which the
PLC connection is not possible with the required quality of service (QoS), a
wireless connection to the backbone network is used. In this respect, wireless
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and PLC technologies complement each other, depending on the capacities
offered by the respective channels, disturbances, interference, and network
topology.
The advantages of this solutions may be summarized as follows:
• Wide coverage. The lighting systems is already deployed worldwide
so that, without additional infrastructure, a wide area system can be
implemented.
• Pervasivity. The lighting systems is widespread and the lamps are very
close to customers’ metering equipments, so that the radio link can be
made reliable with low energy consumption. In fact, the wireless node
on the metering device must be battery equipped, and its consumption is
directly related to the battery lifetime. Moreover, since lamps are quite
ubiquitous and spatially close, in case of node failure the redundancy
from nearby lamps can be exploited.
• Power supply. The electrical power needed for the wireless node is
already available at each lamp, so no additional cabling is required, once
the PLC/wireless node is placed on the lamp.
PLC communications can be divided in two categories: narrowband
PLC (NB-PLC) and broadband PLC (BB-PLC). NB-PLC operates in the 3–
500 kHz band and is characterized by low data rates, ranging from a few
kbps to hundreds of kbps. For example, the G3-PLC standard for smart grid
applications operates in the 35–91 kHz band and guarantees a data rate up
to 33.4 kbps. BB-PLC operates in the 1.8–250 MHz band and can guarantee
higher data rate links. Some of the standards that belongs to this category are
Home Plug 1.0, Home Plug AV, ITU-T G.hn and IEEE P1901. For example,
Home Plug 1.0 can reach up to 14 Mbps while Home Plug AV data rate can
be 200 Mbps [3].
The main challenge for the proposed system is represented by the design
and implementation of a network with a large number of lamps equipped
with a wireless interface, capable to offer smart metering functionalities in
an area as large as possible. Note that the network performance is heavily
affected by its topology. Therefore, a major design issue consists of the realization of a flexible plug & play network to keep the implementation simple
and as independent as possible of the topology of the power lines to guarantee transparency to the users. Another crucial design issue is represented
by network robustness to node outages, capable to by-pass wireless nodes
experiencing an outage condition, dynamically overcoming the deterioration
of the transmission channel. The network also requires multi-hop communic-
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Figure 2 Example of measured channel frequency response. The channel frequency response
predicted by the MTL model proposed in [6], compared with the frequency response measured
through the pseudo-noise sequence generator.

Figure 3 Topology of the network whose channel frequency response is depicted in Figure 2.

ation protocols and channel (e.g., frequency) reuse to cover wide areas. In
summary, we target a self-configurable network with cognitive PLC/wireless
nodes.

A Heterogeneous Network for Energy Metering and Control 435

Figure 4 PLC noise measurement for an active network compared with the model for the
background noise proposed in [7].

2 Software Tools to Predict the PLC Channel Impairments
and Capacity
Within the context of the proposed system, PLC channel measurements have
been performed for bandwidths of at least 30 MHz. For general references
about channel models and measurements see [4–6]. The experimental setup
comprises a pseudo-noise sequence generator with a chip rate of at least
100 Mchip/s, an analog to digital converter capable to export samples to a
personal computer equipped with the software necessary for post-processing,
and two couplers allowing to interface the instruments with a 220 V, 50 Hz
power line. An example of measured channel frequency response is shown in
Figure 2 for a network with two open branches whose topology is depicted
in Figure 3, where it is evident the presence of notches in the transfer function. The performed measurement are in accordance with multipath models
for power line signal propagation proposed in the literature (e.g. [4–6]). An
extensive channel measurements campaign is currently taking place for the
particular application scenario.
In addition to PLC channel frequency response measurements, we performed several measurements of the noise affecting the power line. An
example for an active network is depicted in Figure 4, where the measured
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background noise is compared to the model proposed in [7]:
N(f ) =

1
+ 10−15.5 [mW/Hz].
f2

(1)

We observe a very good match between this model and the measurement
at low frequencies. Moreover, we can observe the presence of narrow-band
noise in the 15–40 MHz band, due to the interference of radio systems operating in this band and to several switches in the network being turned on and
off.

3 Analysis of MIMO PLC Systems
In current PLC systems, the signal is transmitted and received exploiting the
phase (P) and the neutral (N) conductors, leading to a single input single
output (SISO) communication system. These systems are targeted to reach
data rates as high as 200 Mbps over the [1 ÷ 30] MHz frequency band. Their
capacity may be calculated exploiting the simple formula
CSISO



PT (fn ) |H (fn ) |2
[bit/s]
=
f log2 1 +
NR (fn )
n=1
N


(2)

where N is the number of subcarriers exploited by the system (each subcarrier being associated with a band f ), NR (fn ) is the power spectral density
(PSD) experienced by the n-th subchannel (and assumed constant over each
frequency interval of bandwdth f ), and H (f ) is the transfer function that
is obtained either by direct measurements or by applying, for instance, the
MTL model [6]. For example, in the case of the background noise, NR (f )
is given by the relationship (1). Note that the transmit PSD PT (f ) yielding capacity is the outcome of a constrained optimization process based
on the water-filling technique (see for example [9, chapter 10]), where the
constraints are represented by the total transmitted power and by the PSD
masks, currently imposing PT (f ) < −30 dBm/Hz for f up to 30 MHz and
PT (f ) < −50 dBm/Hz otherwise.
In European and American power delivery networks, the number of available conductors is usually larger than two. In fact, at least a third conductor,
namely the protective earth (PE) conductor, is available. It is therefore natural
to try to exploit the three available conductors in order to obtain a MIMO system leading to higher capacities and data rates for the same transmitted power
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Figure 5 Ports illustration for a generic PLC network and analogy with a wireless MIMO
system.

and bandwidth allocation. In wireless communication systems, MIMO consists of employing several antennas on both the transmitting and the receiving
sides. In analogy with the wireless scenario, a MIMO PLC system exploits
several conductors to achieve a diversity gain. Note that the role of a single
antenna in MIMO wireless systems is now played by a pair of conductors. A
generic MIMO PLC system exploiting the P, N, and PE conductors is depicted
in Figure 5, where its analogy with a wireless MIMO system is emphasized.
Next, we discuss how the capacity of a MIMO PLC system can be estimated. With reference to Figure 5, three pairs of conductors are available for
transmission, namely:
• P (Phase) and N (Neutral);
• PE (Protective Earth) and P (Phase);
• N (Neutral) and PE (Protective Earth).
Because of the Kirchhoff law, only two of these three pairs can be exploited
on the transmitter side, while in principle they can all be exploited on the
receiver side (a fourth pair could be exploited as well by considering also
the common mode). Letting nT and nR denote the number of ports on the
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transmitter and receiver sides, repectively, the channel matrix is given by
⎞
⎛
h11 (f ) · · · h1nT (f )
⎟
⎜
..
..
..
H(f ) = ⎝
⎠
.
.
.
hnR 1 (f ) · · ·

hnR nT (f )

where the generic term hnm (f ) represents the transfer function of the channel,
relevant to the m-th input and n-th output ports.
By applying singular value decomposition (SVD) to the matrix H(f ),
it is possible to represent the MIMO system as a number of independent
SISO channels, whose number equals the rank of H(f ). Performing SVD,
we obtain
H(f ) = U(f )D(f )VH (f ) ,
where
• U(f ) is an nR × nR unitary matrix, whose columns are the eigenvectors
of H(f )HH (f );
• D(f ) is an nR × nT diagonal matrix whose nonzero elements, λj (f ),
are the singular values of H(f );
• VH (f ) is the Hermitian transpose of the nT × nT matrix V(f ), whose
columns are the eigenvectors of HH (f )H(f ).
SVD allows us to express the overall MIMO capacity as the sum of the
capacities of the independent SISO systems. We then obtain the following
expression for the capacity in bit/s:
CMIMO



N rank(H)
PT (fn ) λj (fn )
B 
=
log2 1 +
N n=1 j =1
NR (fn )

(3)

where again the transmitted PSD is the outcome of an optimization process
analogous to that described for the SISO case. In order to estimate the MIMO
capacity, the entries of H(f ) can be estimated using, for instance, the technique described in Section 2. An example of such measurements (conducted
on a passive network) is depicted in Figure 6 for a (2 × 2) system based on
the P-PE and P-N pairs of conductors, whose channel matrix is in the form


h11 (f ) h12 (f )
.
H(f ) =
h21 (f ) h22 (f )
Note that h12  h21 as expected.
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Figure 6 Measured entries of the H(f ) matrix for a (2 × 2) MIMO PLC channel (passive
network with two branches).

4 An Experimental Testbed for Energy Metering Through
Heterogeneous Wireless/PLC Networks
The goal of the testbed is to implement a system remotely managing a public
lighting infrastructure and, using the power line as communication medium
to send and receive data, realize a network of sensors able to monitor methane
gas consumption of surrounding homes (see Figure 7).
The system developed for this experimental testbed consists of an architecture divided into three levels: the spot light level, the street cabinet level
and the server level. In each of these levels there is a device capable to perform different tasks. In particular, in the spot light a device is inserted called
CADE (Control And Diagnostic Device), to control the on/off light switch,
or to reduce the light intensity and carry out a diagnosis of the lamps and
lighting devices (e.g., lamp starter, power factor correction capacitor). Each
CADE uses the same power line to supply lighting when prompted and to
communicate with devices in the street cabinet level, through NB-PLC. The
main device in the street cabinet is a dedicated programmable logic controller,
whose primary task is to manage up to 1024 CADE, send them commands
for on/off light scheduling or reducing the brightness of each lamp, and to
receive data from CADE about the status of each light circuitry. At the same

440

E. Paolini et al.

Figure 7 Testbed for outdoor-lighting-system-based heterogeneous network for smart energy
metering and control.

time, using the GSM mobile network (or other network infrastructures based
on, e.g., optical fiber), the controller communicates with the server manager,
which is the last architecture level.
Through this architecture is then possible to deploy, on every pole of the
public lighting infrastructure, a CADE for lamps management and diagnosis.
Integrating the system, in particular the CADE, by device interface with radio
communication capabilities, the system is able to communicate with heterogeneous wireless devices, such as wireless sensor networks, with different
radio technologies.
In the testbed we employed some CADE devices with a radio interface
based on energy-efficient technologies that can operate in the 2.4 GHz ISM
band. The heart of this interface is a common system-on-chip tailored for
IEEE 802.15.4, and ZigBee smart energy applications. Thanks to this integration, the CADE device can act as a gateway node (CADE-G) for a wireless
sensor network. For this experiment we used an ultra-low power wireless
node to read the gas meters of homes located in the proximity of the public
lighting infrastructure. Each network node, called the CTX2400, is connected
to its gas meter diaphragm through a low-frequency pulse generator.
Each pulse induced by the gas meter corresponds to a certain volume
(usually 1 dm3 /pulse) of consumed gas and reading by CTX2400 is per-
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formed continuously; to avoid manipulation, the CTX2400 monitors the
integrity of the cable connection with the pulse generator through tamper,
built-in sensor. Every hour, the CTX2400 sends to its gateway a radio packet
containing the total detected consumption, the status of the tamper and the
voltage level of its battery. The CTX2400 is compatible with the standard
IEEE 802.15.4, thereby ensuring interoperability with other systems adopting
the same standard, while the MAC layer and the application layer have been
designed to ensure access to the channel using TDMA technique and a very
low duty-cycle, in order to minimize battery consumption.
In particular, the CTX2400 has the following features:
• Protocol Stack. IEEE 802.15.4 compliant.
• Power Consumption. Ultra low sleep current equal to 0.4 µA and average current equal to 25.4 µA with a very low duty-cycle of 0.08% with
1 transmission per hour.
• Battery Liftime. Low cost lithium battery, totally integrated in the device.
Lifetime of up to 7 years with 1 transmission per hour and up to 20 years
with 1 transmission every 6 hour.1
• Output power. +3.5 dBm EIRP and up to 400 m coverage in line-ofsight scenario with point to point communication.
• Security. Data encryption with AES 128 bit to ensure secure data
transmission.
The system has been running for six months and is monitoring the consumption of 115 households using 115 CTX2400 devices and 15 G-CADE
devices; actually, CADE-G gateway is able to manage the communication
with up to 8 CTX2400. The light spots controlled by the system are beyond
1500, while the involved street cabinets are 28. The entire system is managed through the use of a dedicated server, equipped with Linux operating
system, through the use of web-based application which can be used to set
the on/off/reduction scheduling of each single lamp as well as receive data
about consumption of methane gas and make simple historical reports; it is
also possible to keep under control the status of the wireless sensors network
by viewing the status of the CTX2400 battery and tamper protection of the
pulse generator.
The system has provided significant advantages, namely:
1 This is a theoretical estimation that does not consider battery degradation.
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• 35% reduction in consumption of public lighting, through control of
the brightness of each lamp and removing anomalies such as undesired
switch-on before sunset.
• 65% reduction on the maintenance costs of public lighting, monitoring
possible failures at each light circuitry.
• Timely identification of possible leaks and failures in the gas distribution
system by hourly monitoring of consumption.
• Billing consumption of gas methane based on real data and not on estimates, eliminating the need for periodic readings directly on each gas
meter.
The experiment includes further developments on the system in the upcoming months, with the goal of enabling the sending of data and commands
to the sensors network through the web browser. Another goal is to significantly increase the number of devices managed by each gateway and
implement communications networks more complex than the simple star network in use, in order to increase the radio coverage of the system. In addition,
several location-based services are already provided through the tastbed, such
as access control in the town centre (through electromechanical bar control).
Additional services could be implemented with minimal effort.

5 Conclusion
We described a heterogeneous network composed by wireless links and a
power line communication system, using the public lighting infrastructure.
For the specific scenario where the network topology is often known a priori,
we presented a tool for network planning based on the simulation of the
power line channel, with the possibility to use multiple conductors to enable
MIMO techniques to improve PLC link throughput and reliability. Finally, we
described a testbed of the network that allow measuring energy consumption,
in an urban scenario with a large number of nodes, and to remotely control
the lighting system for optimal energy usage.
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