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Abstract

In recent years, deep neural networks have achieved success in Electric Vehi-
cles (EVs) monitoring, primarily due to their scalability with large-scale data
and numerous model parameters. However, EVs rely on resource-constrained
edge devices that struggle with complex models, and data privacy concerns
prevent sharing data outside the owning device. Federated Learning (FL)
and Knowledge Distillation (KD) have emerged as key solutions, enabling
model simplification and distributed training on private data. FL allows
models to be trained locally on edge devices, addressing privacy concerns
while keeping data decentralized and avoiding central server dependencies.
This approach requires lightweight models optimized for edge intelligence
deployment. To address this challenge, we propose architectural solutions
leveraging FL, KD and model compression techniques to create simplified
Artificial Neural Networks (ANNs) suitable for edge devices in EVs. The
proposed architecture integrates these methods into a federated environment,
ensuring distributed training while maintaining computational efficiency for
EV monitoring and predictive maintenance applications. By combining FL,
KD, and model compression, our approach enables efficient and privacy-
preservingMachine Learning (ML) models, enhancing Edge Intelligence (EI)
for EV monitoring in resource-constrained settings.
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3.1 Introduction

The automotive industry has witnessed a substantial expansion in both
the scale and intricacy of electrical and electronic system architectures. In
this regard, the EVs production is becoming increasingly prevalent in the
field. Therefore, the challenge of predicting diagnosing faults and improv-
ing the LI-ion Battery (LIB) lifetime in EVs becomes progressively more
demanding.

Modern monitoring systems approach the battery state parameters main-
tenance, such as the State of Charge (SoC), State of Health (SoH), State of
Power, Remaining Useful Life, within safe limits, safeguarding the battery’s
safety. These are based on ML and Artificial Intelligence (AI) models, which
can adapt the analysis to the specific technology. Furthermore, the compu-
tational trend is moving the data elaboration to the edge, with no requiring
EVs producers to share their own diagnostic data as training datasets, pre-
serving the industrial secrets and users’ privacy. Actually, edge devices are
characterized by low capacity and low performance that generally do not
allow complex operations. For this reason, model simplification becomes
necessary.

This scenario can be intended as a specific EI scenario, where AI models
and algorithms are deployed and executed on resource-constrained edge
devices. EI refers to the integration of AI capabilities directly on edge devices,
enabling real-time data processing, decision-making and autonomy at the
edge of the network. In such contexts, the need to balance computational
demands with limited hardware resources is critical. Therefore, FL strategies,
that aim to train models in a distributed manner and keep data locally on
users’ devices to preserve the privacy, can be adopted. The basic idea of
FL unfolds in several key stages: i) a model based on an ANN is centrally
initialized and subsequently disseminated to various peripheral devices; ii)
these devices independently train the model using their locally available data,
sending back for aggregation [17] to the central server only the outcomes of
this localized training, such as the model weights.

This work aims to define a comprehensive and unified EI architecture
designed to the specific demands of EVs monitoring systems. The goal is
to leverage the potential of edge computing and distributed AI strategies to
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improve the real-time diagnosis, prediction, and overall health management,
specifically of LIBs. Within this framework, the FL strategy is a cornerstone,
providing an effective solution for decentralized learning. By enabling model
training on local devices FL ensures that sensitive diagnostic data remains
on the edge, thereby enhancing both privacy and security by preserving
industrial know-how and user-specific data.

Moreover, to meet the computational efficiency requirements inherent to
resource-limited edge devices, the architecture also incorporates complemen-
tary compression methods. Among these, KD not only facilitates the transfer
of knowledge from a larger, more complex “teacher” model to a smaller, more
efficient “student” model—making it ideal for deployment on devices with
limited computational power—but also mitigates a well-known limitation
of FL: KD strategies can effectively address both heterogeneous data and
heterogeneous models within an FL environment [18].

In summary, this architecture proposes the integration of FL, KD, and
compression techniques to create a scalable, efficient, and privacy-preserving
solution for enhancing the monitoring and lifetime management of EVs
within an EI scenario.

The remaining of the paper is organized as follow. Section 1.2 reports the
EI background and discuss the recent advance in the literature. Section 1.3
determines the scenario where the proposed architecture may be deployed.
That architecture is, therefore, discussed in Section 1.4. Finally, Section
1.5 summarizes the paper’s insights and brings light on the future research
activities.

3.2 Related Works

3.2.1 Edge Intelligence

In most of the cases, the computation on edge devices leverages data owned
by them-self, data not shared with others for privacy reasons. In this context,
EI leverages data generated at the edge of the network by applying AI directly
to it. As stated in [28], there is not a formal definition of EI, though it is
commonly used to describe the execution of AI models on edge devices.
Therefore, they define EI as the efficient utilization of data in a cooperative
edge-cloud system, where both inference and training can occur across all
devices. This prospective is outlined by a six-level framework that categorizes
where applications are executed, as reported in figure 3.1:
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• Cloud Intelligence: a model (e.g., Deep Neural Network) is fully trained
and executed in the cloud.

• Level 1 — Cloud–Edge Coinference and Cloud Training: a Deep Neural
Network (DNN) model is trained in the cloud, but inference is performed
through a cooperation between the cloud and the edge. In this case, part
of the data is offloaded (e.g., migrated) to the cloud.

• Level 2 — In-Edge Coinference and Cloud Training: the DNN model is
trained in the cloud, but inference is carried out at the network edge. In
this setup, inference is handled by edge nodes or nearby devices, with
data either fully or partially offloaded to the edge using device-to- device
(D2D) communication.

• Level 3 — On-Device Inference and Cloud Training: the DNN model
is trained in the cloud, but inference is performed entirely on the device
itself, with no data being offloaded.

Figure 3.1 Six-level rating for EI described in [28].
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• Level 4 — Cloud–Edge Cotraining and Inference: Both the training and
inference of the DNNmodel are con- ducted in a cloud-edge cooperative
manner.

• Level 5 — All In-Edge: Both training and inference of the DNN model
occur at the network edge.

• Level 6 — All On-Device: Both training and inference are handled
entirely on the device.

As the level of EI increases, the amount and distance of data offloading
decrease. This leads to lower data transmission latency, improved privacy and
reducedWide Area Network (WAN) bandwidth costs. However, this comes at
the expense of increased computational latency and higher energy consump-
tion. Therefore, there is not universally “best” level of EI. The optimal level
is application-dependent and should be determined by considering multiple
factors, such as latency, energy efficiency, privacy and WAN bandwidth
cost.

3.2.2 Federated Learning

Among the different technologies designed to implement training in edge
devices (e.g., Aggregation Frequency Control, Gradient Compression, Gossip
Training), FL is often adopted where the learning process involves a federa-
tion of devices or nodes that do not need to share their own data but only their
optimized model’s parameters.

FL progresses through key stages, as reported in figure 3.2. Firstly, a
neural network model is initialized in the central server and distributed to
peripheral clients. Therein, the model is trained with local data only, sam-
pled by the device itself. Importantly, this training happens autonomously,
without sharing raw data with a central server. Only the outcomes of the
training, which are the optimized model weights, are sent back to the central
server, which aggregates them using an aggregation strategy (e.g., Federated
Average [17], others [20] that implements the adaptive FedAvg, Lazy and
Quantizatized gradients [4], [22]). This process maintains data privacy as
raw data stays on local devices. This iterative process allows the model to
evolve and improve over time without necessitating the aggregation of raw
data in a central repository (Figure 3.2). The DFedAvgM framework [23]
operates without a central server aggregator. It’s implemented on clients
connected through an undirected graph, where each client performs stochastic
gradient descent with momentum and communicates only with its neighbors.
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Figure 3.2 In a Federated Learning scenario, each client trains its model leveraging its own
private data and sends its model parameters to a central server. The central server aggregates
the parameters received from each client to enhance the performance of the central global
model, which is then sent back to the clients.

This reduces communication costs and enhances privacy protection. The
authors introduce DFedAvgM and its quantized algorithms offering extensive
numerical verification of its performance.

3.2.3 Model Compression

In most of the cases, peripheral resource-constraint devices, with low compu-
tational capabilities, are not able to handle complex AI models because they
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cannot guaranty acceptable performance in terms of energy consumption,
memory footprint and latency, i.e., in inference processes.

The main idea behind quantization is to convert the weights and activation
values of a neural network model from high precision to lower precision,
thereby reducing memory usage and latency [15]. Typically, quantization is
applied to a pre-trained neural network, a process known as post-training
quantization, without any fine-tuning [3], [6].

As an alternative, the Pruning methods [8] aim to remove non-essential
components fromDNNmodels while minimizing the impact on performance.
Over time, pruning techniques evolved into two categories: i) the structured
pruning as channels that serve as the primary pruning units; while ii) the
unstructured pruning employs heuristic techniques to eliminate insignifi-
cant parameters, such as low-weight values, gradients or Hessian statistics
[15].

Authors in [28] categorize EI technologies into training and inference
technologies, as shown in Table 3.1. We have enhanced this table by incor-
porating KD, which serves as a strategy that bridges the two categories.
While KD is implemented during the training phase, its primary goal is to
produce a compressed model. The basic concept of KD [10] lies in training
a simpler model (e.g., the student model) to imitate the behavior of the
original, larger model (e.g., the teacher model). It produces a more efficient
and quicker model to be executed. The teacher-student model is reported in
figure 3.3.

In [7], different orthogonal distillation techniques classifications have
been proposed. For example, the KD schema differentiates offline from
online. Methods falling in the first category mainly focus on improving
different parts of the knowledge transfer, including the design of knowledge
and the loss functions. The [25] defines the distilled knowledge as the flow in
the problem resolution trajectory, [13] uses Singular Value Decomposition
(SVD) and Radial Basis Functions (RBf) for accuracy enhancement and
minimizing computational costs, [19] incorporates distillation loss into the
training of a smaller student network whose weights are quantized. On the
other hand, the online distillation strategies aim to train both teacher and
student models in a unified training scheme or, in vary common scenarios,
to deal with lack of teacher network. The [26] proposes a collaborative
learning strategy, [12] builds a multi-branch variant of a specified network by
adding auxiliary branches, [24] leverages an additional classifier facilitating
collaborative learning [21] and mutual learning without the need for pre-
training a high- capacity teacher model. In many real-world applications,
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Figure 3.3 The schema illustrates the fundamental concept of KD: during the training
of a simplified neural network, knowledge from a larger network is transferred to the
smaller one.

Table 3.1 From Train to Inference technologies.
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FL meets limitations and several KD frameworks are designed to overcome
them. For example, the [9] improves communication efficiency reducing
communication among clients, [5] adopts a grouping strategy to group clients
that share homogeneous resources improving communication efficiency and
balancing computing resources, [1], [2], [16] focus mainly on handling model
and data heterogeneity.

3.2.4 Beyond the State of the Art

Actually, the scientific literature is challenging proposing a standard archi-
tecture for EI. Many methodologies may be involved both for training
and inference. FL, KD, quantization and pruning are examples of enabling
key technologies available for the exploitation of AI models into the edge
of the network. This work aims to propose an architecture that includes
all the mentioned methodologies on a simple workflow that optimizes the
deployment and execution of EI solutions for EV.

3.3 Use Case

The use case focuses on the development of health monitoring systems for
LIBs lifetime and contextual risk assessment in EVs. Among the various
monitoring strategies, ML-based methods provide high accuracy, although
they require large datasets for effective training [14]. Due to the complexity
and critical nature of managing LIBs in EVs, deploying ML systems on
resource-constrained microcontroller-based platforms is crucial. This inte-
gration enables real-time monitoring and predictive maintenance, optimizing
battery performance and extending operational life.

Although cloud computing offers incomparable performance that can be
leveraged for centralized activities (e.g., initial training, FL central aggre-
gation), three main reasons lead to the need to push AI computation to the
edge:

• Sensing data: the sensing layer within EVs produces a continuous and
rich flow of data that cannot be transferred to the cloud to prevent
bandwidth saturation.

• Real-time response: in a monitoring context, it is desirable to have real-
time alerts rather than waiting for a stable connection with the central
processor.
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• Privacy concerns: manufacturers are not inclined to share their own
diagnostic data with cloud data centers where big data are collected and
processed.

The basic flow begins with defining and training an AI model in the
cloud, potentially utilizing a more complex model in a KD scenario [10].
Once trained, the model may undergo optimization techniques such as quan-
tization or pruning to reduce its size and improve inference time. After
these optimizations, the model is converted into formats compatible with
microcontroller-based devices (e.g., ONNX, TinyML), enabling deployment
on distributed clients within EVs.

Once each client runs its own optimized AI model, real- time monitoring
takes place locally on the EV. However, as new data continuously flows
from the vehicle’s sensing layer, the model can be further refined. These
improvements can be shared with the central cloud, as well as with other
clients, when stable connection is available, in a FL environment. This
decentralized learning process allows each client to contribute to the overall
model improvement without the need to share raw data, thus preserving
privacy while enabling continual learning and adaptation (Figure 3.4).

This use case can be classified as level 4 within the EI framework
proposed by [28], where both cloud and edge devices collaborate to perform
training and inference tasks. However, in scenarios where the cloud is unable
to handle training (e.g., due to the lack of a training dataset), the use case

Figure 3.4 Use case scenario.
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shifts to a level 5, where the edge devices will be engaged for both training
and inference.

3.4 Architecture Proposal

In the context of EVs monitoring, leveraging data-driven approaches based on
ML and AI algorithms is a critical point because of the limited computational
and energy capacity of the machines. In the following sections, we will build
the final architecture step-by-step, describing each involved component.

3.4.1 Assumption

The proposed architecture shares computation responsibility between cloud
and edge computing, exploiting EI method- ologies for training and inference,
such as the FL, KD, quantization and pruning. The cloud is adopted as much
as possible for high-computation activities, such as serving as i) complex AI
model training with existing datasets and ii) FL central node aggregator. Most
of the inference and a relevant part of the training is intended to be executed
on the edge.

The EVs are equipped with low-performance edge devices capable of
handling models that are generally not too complex. These devices will
perform monitoring and diagnostic tasks on their own sensing data, thereby
preserving user privacy constraints. Moreover, since clients do not maintain a
continuous connection either with the central cloud or among themselves,
communication efficiency should be ensured. Clients will be responsible
for performing training and sharing their model parameters to contribute to
global model improvements.

3.4.2 Cluster Aggregator

The Cluster Aggregator, depicted in figure 3.5, is deployed in the cloud and
primarily functions as the central aggregator for the FL system. This role
is facilitated by several key modules responsible for specific tasks to ensure
smooth and efficient operations within the federated framework.

1) Model Aggregation Module: This module is going to execute the FL core
function. It generates the global model by aggregating (e.g., Federated
Average [17]) trained models from the peripheral devices. This process
ensures that the central model continuously improves by integrating
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Figure 3.5 Cluster Aggregator schema designed to handle FL central aggregator tasks and
to implement a distillation framework adaptable during the training process.

knowledge from distributed nodes without directly accessing their raw
data, preserving privacy. This module is designed to handle different
forms of model updates and can incorporate advanced techniques, such
as weighted averaging, depending on the specific characteristics of the
distributed models.

2) FL State Manager: It plays a critical role in maintaining synchronization
between the cloud-based aggregator and peripheral devices. It tracks
the status of each client, ensuring that the aggregation process con-
siders only those clients that have successfully completed their local
model training. The state manager keeps a record of which devices are
actively participating in each round of FL, their connectivity status, and
whether their contributions are valid for aggregation. This component
also manages potential failures or delays in communication, ensuring
the system can handle interruptions and continue functioning smoothly.
Its role becomes even more significant in EVs scenario, where each EV
changes its position very frequently and a stable connection cannot be
guaranteed.
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3) System Configuration Handler: The handler is tasked with managing the
configuration of the entire system. This module ensures that the software
environment is correctly set up, with all dependencies and configura-
tions aligned for optimal performance. Additionally, it handles dynamic
updates to system settings, such as changing communication protocols
or modifying the aggregation frequency. Moreover, it guarantees that
all components are correctly initialized and maintained throughout the
lifecycle of the FL process.

4) Communication Handler: It manages the communication between the
cloud-based aggregator and peripheral de- vices. It sets up and over-
sees the data transfer channels, ensuring that the communication is
both efficient and secure. Given the distributed nature of FL, reliable
communication is crucial for transmitting model updates, hyperparame-
ters, and any other necessary metadata between clients and the cloud.
The Communication Handler also implements protocols to minimize
latency, reduce communication overhead, and ensure data integrity
during transfer.

5) Training and Model Distillation Modules: The Training Module on the
cloud side is activated when the global model is initialized and trained
using an existing dataset. Once this initial training phase is completed,
the global model is shared with the peripheral clients to begin the
federated learning process. The clients use the global model as a starting
point, performing local training on their own data and subsequently
sharing their model updates with the central aggregator.

In addition to the standard training workflow, the Model Distillation
Module plays a crucial role by implementing one or more KD strategies [7],
[10], [19] during the training process. These strategies can be employed for
several reasons:

• When the global model does not achieve an acceptable level of perfor-
mance, KD can be used to refine it further by leveraging smaller, more
efficient models that capture the key patterns of the original data

• Mainly in regression problem, different KD strategies make up for the
lack of the dataset used for training

• [11], [27], allowing the transfer of knowledge from the pre-trained
model to the global model without needing access to the original
data
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• When the FL process is subject to constraints, such as heterogeneous
models and/or non-IID data across clients, KD can help align the
learning processes [18].

By integrating KD into the training pipeline, the system can enhance the
robustness and flexibility of the FL process, improving model performance in
scenarios where traditional FL might face limitations.

All Together, the modules described above form a robust infrastructure
that supports efficient and secure FL and their combination enables dis-
tributed training and aggregation while preserving user privacy, ensuring
system reliability and maintaining overall system integrity.

3.4.3 Cloud Components

Although the Cluster Aggregator is the main component deployed on the
Cloud, other elements need to be integrated to simplify model training
and ANN-based model simplification, making them deployable on resource-
constrained devices embedded in EVs (Figure 3.6).

1) Compression Server: It is introduced to reduce model complexity
and size, addressing the challenges posed by the low computational
performance and limited storage capacity of edge devices. It utilizes
various handlers (i.e., software components capable of managing spe-
cific functionalities) to apply common compression techniques such as
quantization, pruning and sparsification. These techniques are crucial for
optimizing models to efficiently run on edge devices with constrained
resources.
Quantization reduces the precision of the numerical values used to rep-
resent the model’s parameters, thereby decreasing both the model’s size
and its computational requirements. This allows edge devices to process
models more efficiently without compromising significant accuracy.
Pruning involves removing redundant or non-contributing weights from
the model, which not only reduces its complexity but can also enhance
performance by simplifying the model’s structure. This results in a
leaner, faster model that is more suitable for deployment in resource-
limited environments.
Sparsification, on the other hand, introduces sparsity into the model by
setting insignificant weights to zero. This spar- sity can be leveraged by
specialized hardware to accelerate computations, further enhancing the
model’s performance on edge devices.
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Figure 3.6 Software components deployed in the Cloud.

Together, these compression techniques enable the deploy- ment of
complex models on edge devices, ensuring efficient operation while
maintaining the balance between performance and resource utilization.

2) Release Server: The server is responsible for preparing ANN-based
models in specific formats, such as ONNX, to enable seamless inte-
gration and deployment across a wide range of platforms and devices.
The ONNX format, in particular, is highly valued for its interoperability
between different machine learning frameworks, allowing models to
be trained in one framework and deployed in another with minimal
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conversion effort. This flexibility is crucial in environments where mul-
tiple frameworks are in use, ensuring that models can be efficiently
transferred and utilized without compatibility issues. Additionally, the
Release Server plays a critical role in the context of TinyML, where
models must be optimized for execution on ultra-low-power devices
such as microcontrollers and sensors. In this scenario, the server sup-
ports the conversion of models into highly compact formats suitable for
deployment on resource-constrained edge devices. By integrating model
compression techniques and optimizing for reduced memory and power
consumption, the Release Server ensures that even complex ANN-based
models can run efficiently in embedded systems.

3) Deploy Server: AI models will be deployed leveraging the Over-the-air
(OTA) protocol that allows remote updates on microcontrollers without
requiring physical access or direct connections. This approach is partic-
ularly beneficial for IoT and embedded systems where devices are often
distributed in locations that are difficult to reach.
The OTA deployment process begins with a central server preparing
the new firmware or software update. The micro- controller periodically
checks for updates via a secure wireless communication channel, such
as Wi-Fi or cellular networks. When an update is available, the micro-
controller downloads the update package and performs integrity checks.
If the update passes the verification process, it is stored in a dedicated
memory partition on the device. Finally, the microcontroller reboots and
switches to the new firmware version, ensuring minimal downtime and
continuous operation.
Security plays a critical role in the OTA update process. To prevent
unauthorized or malicious updates, encryption methods, authentication
protocols, and secure boot mechanisms are often employed to ensure the
integrity and authenticity of the update process.

4) Data Storage Server: Storage space provides crucial functionality. As
its name implies, this server is responsible for storing large datasets
required for the training process. It ensures that data is readily accessible
and managed efficiently, supporting the extensive data requirements of
modern machine learning algorithms. The Data Storage Server also
handles data preprocessing and augmentation tasks, preparing the data
in a suitable format for training.

These integrated components work in tandem to create a robust and
efficient pipeline for deploying ANN-based models on resource-constrained
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devices embedded in EVs. By addressing the challenges of model size,
complexity, and data management, the system ensures that high-performance
models can operate effectively even in environments with limited computa-
tional resources.

3.4.4 Distributed Agent

The FL framework is intrinsically a distributed framework. In the proposed
architecture (figure 3.7), a Distributed Agent is hosted by each peripheral
client, which resides on an edge device within an EV.

1) FL Client Module: Within the agent, this module is responsible for
establishing communication with the central cluster, receiving the global
model’s weights, and sending back the updated weights after performing
local training on its local dataset. This module plays a crucial role in
the federated learning process, ensuring that the client’s contributions
are incorporated into the global model. It is important to emphasize the
complexity of the task managed by the Communication Handler. This
component must work in coordination with the FL Participation Handler
to address the asynchronicity of communication. Due to the intermittent
nature of connectivity between each EV and the central aggregator,
as well as among the EVs themselves, there is no guarantee of con-
tinuous communication. This sporadic connectivity necessitates robust
mechanisms to ensure that updates are transmitted accurately and effi-
ciently whenever a connection becomes available, thereby maintaining
the integrity and effectiveness of the federated learning process.

2) Inference Module: The local ANN-based model will be utilized in
inference tasks to implement the monitoring process. This module takes
the trained model and applies it to real-time data gathered from the
EV, enabling functions such as predictive maintenance, performance
optimization, and anomaly detection. By leveraging the local model, the
EV can make intelligent decisions without relying on constant cloud
connectivity, thus enhancing the system’s reliability and responsiveness.
Additionally, the architecture ensures data privacy and security, as the
FL approach allows data to remain on the edge device. Only the model
updates, which are less sensitive than raw data, are shared with the
central cluster. This decentralized approach not only enhances privacy
but also reduces the bandwidth required for data transmission, which is
critical in mobile and resource-constrained environments like EVs.
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Overall, the proposed architecture provides a scalable and efficient solu-
tion for deploying FL in EVs. By addressing communication challenges,
ensuring data privacy, and enabling local inference, the system enhances the
capabilities of EVs to perform complex tasks autonomously and effectively.

3.5 Challenges

The implementation of distributed artificial intelligence architecture presents
several key challenges:

• Communication among devices with limited Internet connectivity and
energy capacity: The intermittent availability of network connections,
coupled with restricted energy resources and with the mobility of the
clients, poses significant difficulties for effective data transmission and
distributed computing and FL state maintenance.

• Generalization of neural network architectures, AI frameworks: A crit-
ical challenge lies in ensuring that AI solutions can generalize across
diverse neural network models, software frameworks, and hardware
platforms, enabling broad applicability and scalability.

• Deployment on several architectures: Deploying AI models on micro-
controllers, each with different architectures and processing capabilities,
adds a layer of complex- ity. Ensuring compatibility and performance
optimization across these heterogeneous systems requires careful con-
sideration of both software adaptation and hardware constraints.

• Trade-offs in training and compression methodologies: Striking the
right balance between various training approaches and data compression
techniques is essential to optimize performance while managing the
limitations of resource-constrained devices

3.6 Conclusion

In this work, we designed and proposed an architecture aimed at implement-
ing an Edge Intelligence scenario. Thanks to its modularity, each EI rating
layer, from 1 to 5, can be realized.

Among different technologies, Federated Learning has been identified
as a distributed training strategy to prevent data sharing and preserve pri-
vacy. Since edge devices typically have low-performance hardware, we also
included modules for AI model compression and simplification.

Although the architecture has been designed for a generic EI scenario, we
identified the monitoring system of Electric Vehicles as a potential use case
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where the proposed architecture could be applied after development. Further-
more, a list of interesting challenges and open points has been identified and
is presented in this paper.
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